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Abstract. CAST-128 and CAST-256 are two symmetric algorithms
designed by Adams in 1990s. Both of them adopt the CAST design pro-
cedure which makes them process a number of desirable cryptographic.
CAST-128 is notably used as the default cipher in some versions of GNU
Privacy Guard (GPG) and Pretty Good Privacy (PGP) systems. As an
extension of CAST-128, CAST-256 was submitted as a candidate for the
Advanced Encryption Standard (AES). Since they are widely used, there
are many different attacks on them. Differential cryptanalysis is one of
the most powerful tools. In this paper, we achieve improved differential
cryptanalysis of both CAST-128 and CAST-256 based on the technique
of accessing differential tables. Firstly, we propose a differential attack
on 9-round CAST-128 with 27 encryptions and 2°® chosen plaintexts.
Although we cannot improve the number of attacked rounds, the time
complexity is significantly reduced. Then we mount an improved differ-
ential attack on 10 quad-rounds of modified CAST-256 which increase
one quad-round than previous attack. The time complexity of this attack
is 227 encryptions, and the data complexity is 2'2® chosen plaintexts.
As far as we know, these are the best known attacks on CAST-128 and
CAST-256 under weak key assumption.

Keywords: Differential analysis -+ CAST-128 - CAST-256 - Weak key

assumption

1 Introduction

In 1997, Adams proposed the CAST design procedure for constructing a family
of DES-like Substitution-Permutation Network (SPN) cryptosystems in [1]. The
ciphers, known as CAST family, appear to have good resistance to differential
[7], linear [12] and related-key cryptanalysis [5]. CAST-128 [2] and CAST-256 [3]
both adopt the CAST design procedure. CAST-128 is notably used as the default
cipher in some versions of GNU Privacy Guard (GPG) and Pretty Good Privacy
(PGP) systems. It has also been approved for Canadian government being used
by the Communications Security Establishments. As an extension of CAST-128,
CAST-256 was submitted as a candidate for the Advanced Encryption Standard
(AES) [13] in June 1998.

© Springer International Publishing AG 2017
K. Chen et al. (Eds.): Inscrypt 2016, LNCS 10143, pp. 18-32, 2017.
DOI: 10.1007/978-3-319-54705-3_2



Improved Differential Cryptanalysis of CAST-128 and CAST-256 19

Since CAST-128 and CAST-256 were proposed, they have been wildly
attacked by differential attack, linear attack, boomerang attack [17] and multidi-
mensional zero-correlation linear attack [8]. Adams et al. firstly investigated the
resistance of CAST-256 to linear and differential cryptanalysis, but they did not
give any concrete attack [4]. Then at FSE 1999, Wagner presented a boomerang
attack on 16-round CAST-256 [17]. The first concrete linear cryptanalysis of 3-
round CAST-128 and 12-round CAST-256 was presented in [14]. Then at SAC
2008, Wang et al. improved the results of [14] and mounted linear attacks on
6-round CAST-128 and 24-round CAST-256 [19]. Zhao et al. also mounted a
linear cryptanalysis of 32 rounds of CAST-256, and they recovered partial key
information of round 32 of CAST-256.

In [16], Seki et al. presented a differential attack on 9 quad-rounds of modified
CAST-256 with a differential characteristic of 8 quad-rounds which remove the
rotation keys of fo functions. Then in [18], Wang et al. presented a 6-round
differential characteristic of CAST-128. With this characteristic, they recovered
at less 104-bit subkey of 9-round CAST-128. These are the well known differential
cryptanalysis of CAST-128 and CAST-256.

It is also worth mentioning that Bogdanov et al. mounted a multidimensional
zero-correlation attack on 28-round CAST-256 at ASTACRYPT 2012 [8]. And in
[9], Cui et al. proposed a statistical attack on 29-round CAST-256 by exploiting
the statistical integral distinguisher. This is the best attack on CAST-256 in the
single-key model without weak key (i.e. key which makes the cipher behave in
some undesirable way [10]) assumption.

Our Contribution. In this paper, we use the known technique of the “Looking
up Differential Tables” [11] and mount improved differential attacks on CAST-
128 and CAST-256. We improve the previous attacks and achieve the best known
attacks on both CAST-128 and CAST-256 under the weak key assumption.

— For CAST-128, We append three rounds to the end of the 6-round differential
characteristic proposed by Wang et al. in [18] and recover all subkeys of the
reduced 9-round CAST-128. In [18], Wang et al. recovered at less 104-bit sub-
key of 9-round CAST-128 with 257 chosen plaintexts and 2'°1-® encryptions.
In our attack, we reduce the time complexity to 273 encryptions while the
data complexity is also 2°% chosen plaintexts. This is the best known attack
on CAST-128 under the weak key assumption.

— For CAST-256, Seki et al. proposed a differential characteristic of 8 quad-rounds
in [16], and they recovered 74-bit subkey of a 9 quad-rounds of modified CAST-
256 under 2!23 chosen plaintexts and 2% encryptions. With the same differen-
tial characteristic, we recover 222 bits of subkeys including 148-bit subkey in
the 10-th quad-round and 74-bit subkey in the 9-th quad-round with 2'%?3 cho-
sen plaintexts and 22'7 encryptions which increases one more quad-round than
previous result in [16]. As far as we known, it is also the best known attack on
CAST-256 with regard to the attack rounds under weak key assumption.

In order to make a more accurate comparison, we summarise the related

attacks on CAST-128 and CAST-256 in Table 1.
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Table 1. Summary of attacks on CAST-128 and CAST-256

Target Rounds | Attack type Data(KP/CP)* | Time | Source | Rate of
weak key
CAST-128 | 3 Linear 23TKP 2725 1 [14]
6 Linear 253-96KPp 288-51 119
9 Differential 258CP 2101.8 /18] 27238
9 Differential 258CP 273 Sect.3 | 27238
CAST-256 | 12 Linear 2101KPp 2101 [14]
16 Boomerang 249-3Cp 2493 1[17]
24 Linear 2124.10Kp 215620 | [19)
28 Multidimensional ZCP | 298-8KP 2246.9 | 8]
29 Statistic integral 296-8CP 22194 9
32 Linear 2126.8KPp 2250 | 120
36 Differential 2123Cp 295 [16] 235
40 Differential 2123Cp 2217 | GQect. 4 | 273°

2KP: Known Plaintext; CP: Chosen Plaintext.
bMulti ZC: Multidimensional Zero-Linear.

Overview of This Paper. In Sect. 2, we give a brief description of CAST-128
and CAST-256. Then the improved differential attacks on CAST-128 and CAST-
256 are proposed in Sects. 3 and 4 respectively. Finally, we conclude in Sect. 5.

2 Brief Description of CAST-128 and CAST-256

2.1 Brief Description of CAST-128

CAST-128 [2] is a DES-like Substitution-Permutation Network (SPN) cryptosys-
tem. It is Feistel network encryption algorithm with 64-bit block size and key
size of 40 to 128 bits (in 8-bit increments). When key size is no more than 80
bits, the algorithm use 12 rounds, and when key size is greater than 80 bits, the
algorithm uses the full 16 rounds.

CAST-128 adopts three different round functions fi, fa, f3. Different round
functions share the same operations but different order of the these operations.
f1, f2 and f3 are described as following and shown in Fig. 1.

fi: I=((Kn +D)<<K,)

f=((51]la] ® S2[Ib]) — S3[Ic]) + Sa[ld]
fo: I=((Kn ®D) KK,

f=((51]la] = S2[lb]) + S3[Ic]) ® Sa[ld]
fs = ((Km, — D) < K,,)

I
= ((S1[La] + S2[Ip]) © Ss[l.]) — Sa[la]
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Fig. 1. Encryption procedure of CAST-128

where D is the data input to the round function. K, is 5-bit “rotation key”
of round ¢, and K,,, is 32-bit “masking key” of round i. I = (I, I, I., I4) is
the state after rotation key operation. S, So, S3 and Sy are four 8 x 8 bits S-
boxes. <, @, + and — denote circular left-shift operation, bitwise XOR, addition
modulo 232 and subtraction modulo 232 respectively.

Note that the round number starts from 1 in this paper, so for CAST-128,
rounds 1, 4, 7, 10, 13 and 16 use f; as round function, round 2, 5, 8, 11 and 14
use f2 as round function, and rounds 3, 6, 9, 12, and 15 use f3 as round function.
The consecutive 3-round encryption procedure is described in Fig. 1.

Since in our attacks, we do not care for the key schedule. We assume that
all subkeys are independent. So we will not describe it in more details. For more
details about the key schedule, please refer to [2].

2.2 Brief Description of CAST-256

CAST-256 [3] was published in June 1998 adopting CAST design procedure. It is
the extension of CAST-128 and was submitted as a candidate for the Advanced
Encryption Standard (AES). Its block size and key size are 128 bits and 256
bits respectively. The whole construction adopts a generalized Feistel network
including four 32-bit branches. Between two adjacent branches there are three
different functions fi, fo and f3 which are same as the ones used in CAST-128.
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Specially, CAST-256 consists of two types of round function: forward quad-
round and reverse quad-round, which are described as following:

forward quad — round : C =
B =
A=
D=D® fi(A K}

reverse quad — round :

D=D® fi(A K}
A=
B =
C =
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where K], K7, (j =0,1,2,3) are “rotation key” and “masking key” of the i-th
quad-round respectively. A, B, C, D together denotes a 128-bit block, and each

one of them is a 32-bit word.

The overall encryption procedure is composed of 12 quad-rounds including 6
forward quad-rounds then 6 reverse quad-rounds, which is described in Fig. 2.

Similar to CAST-128, we do not care about the key schedule and assume
that all subkeys are independent. So we ignore it here. For more details, please

refer to [3].

6 forward
quad-round

6 reverse
quad-round
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Fig. 2. Encryption procedure of CAST-256

A B C D
¢
@
] 5
4
¢
lTl Pary
LE P
&— ¢ 1
€
(1] <)
¢
€




Improved Differential Cryptanalysis of CAST-128 and CAST-256 23

3 Improved Differential Attack on 9-Round CAST-128

In this section, we will propose an improved differential attack on 9-round CAST-
128. Firstly in Sect. 3.1, we recall a 6-round differential characteristic proposed
by Wang et al. in [18]. Based on this characteristic, we present the detailed attack
in Sect. 3.2. In this attack, we append three rounds to the end of the differential
characteristic and recover all subkeys of 9-round CAST-128, which needs 2%
chosen plaintexts and 27 encryptions under about 21962 weak keys.

3.1 6-Round Differential Characteristic of CAST-128

In this subsection, we recall the 6-round differential characteristic of CAST-128
presented by Wang et al. in [18]. Its probability is 2753, and it can be satisfied
under 27238 of the total key space, i.e., 2'9%2 weak keys for CAST-128, which
was found by studying the properties of round function f; and f3. The form
of such 6-round differential characteristic is (f7e00000 >> K,,||/00000000) —
(f7e00000 >> K,.,||00000000), which is listed in the Fig. 3.

ﬂej(\)OOO)))Krz 000%0000
Round 1 f] P =1
00000000 7e00000>>>Kr,
Round 2 f, P, ="
£7e0P000>>Kr, 00000000
Round 3 fy P =1
00000000 £7e00000>>Kr,
Round 4 f, P, =2
£7e0P000>>Kr, 000000000
Round 5 f, P =1
00000000 £7e00000>>>Kr,
Round 6 f, P, =2"
f7e00000>>Ky, 00000000

Fig. 3. 6-Round differential characteristic of CAST-128

Note that in the Fig. 3, K,, is the “rotation key” of the round 2. For each of
25 values of K,,, the differential characteristic is feasible.

3.2 Key Recovery Attack on CAST-128

In order to make the attack faster, we perform a precomputation: we compute
the Differential Distribution Tables (called as DDT) for part of fo and f5 func-
tions, which means that we build a table according to all combinations of input
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and output differences, then store all possible input-output pairs into the corre-
sponding cells of the table that have the same input and output differences.

For f3 function, we exclude the modular subtraction operation with K,,, and
compute the DDT's for remained part according to the value of K. Since there
are 2° values of K,,, we need to compute 32 tables. Without loss of generality,
we denote them as DDT;’(j = 0,1,...,31). However, it is worth noting that
the input differences are subtractive differences (modulo 232) and the output
differences are xor differences in these DDT's.

For example, if let K,, = j, and suppose a,b are two 32-bit inputs, then the
input difference is AIn = (a — b) (modulo 232), and the output difference is
AOut = f4(a) ® f5(b), where fi denotes the remaining part of f3 by excluding
the modular subtraction operation with K,,,. Then we need to store (a, f'(a))
into the cell satisfying the AIn — AOut of DDT;’.

For fy function, we build a DDT for the part of fo without mixing subkeys
operations (renamed as f3), which means we only consider the part from the
state before S-boxes layer to the end of f5 function. Without loss of generality,
we denote this DDT as DDT?, and its input and output differences are both
xor differences. Until now, we build 33 DDT's.

As the sizes of input and output of f} and f4 functions are both 32 bits, there
are 264 different pairs and 232 x 232 items (called cells as well) at each DDT.
For fixed input and output differences, one input-output pair can be found on
average.

In the precomputation phase, we need to build 33 DDT's. For each DDT, all
possible input pairs should be traversed, so the total time complexity is (33 x
232 % 232 % 2) /9 ~ 2969 9-round encryptions. We can only store one input-output
pair instead of the input pair and output pair into the D DT because of the fixed
input and output difference, the memory complexity is about 33 x 264 x 8 a2 2720
bytes.

Next, we will use these DDT's to implement the key recovery phase step by
step. Before giving the detailed attack, we need to define some notations. As
illustrated in Fig. 4, (I,, Ig,) and (Op,, Og,) are the input and output values of
round ¢ respectively. D; is input value of round function, and I; is input value
of S-boxes layer. X, is the result of different operations on D; and K,,,,. And Y;
is the output value of round function.

The overall key recovery phase is shown in Fig. 4, and the detailed attack is
as follows:

— Step 1. Loop for all possible values of K. In data collection phase, we choose
2" structures. Each of structures involves 232 plaintexts with the same value of
the right half I,.. To satisfy the special difference f7¢00000 > K,.,|/00000000,
each structure can produce 23! plaintext pairs, so in total we can obtain 273!
pairs. Ask for encryption of the pairs, and we can obtain 27+3! ciphertext pairs
as well.

— Step 2. Guess 5-bit value of K,, and 5-bit value of K,,. Then create a vector
counter V of size 264, and initialize all its elements to zero.
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£7¢00000>>Ky, 00000000
| |
6 round differential characteristic
£7¢00000>>Kr, 00000000
Iry
Round 7
Ory
00000000 000>>>Kr,
Tig Irg
Round8 & -
Ys Xg Dg
Org J Okrg
£7e0p000 229M27?
Ty Irg
Round9 &
Yo
Owy Oryg
29999999 29999999

Fig. 4. Key recovery procedure of CAST-128

— Step 3. Loop for 273! ciphertext pairs, and we can compute the output xor
difference AYy = (Cr, ®C7,) @ (700000 3> K,,) and the input substractive
difference AXg = (Cr, — Cj,)mod 23 of f; in round 9 since we already knew
the output values of round 9 (i.e. ciphertexts). Then through accessing the
corresponding DDT', we can get input-output pairs (Xo,Yy) and (X{,Yy) of
f4 in round 9. Note that Xg = (K,,, — Cr,)mod 232, we can further compute
the value of K,,,.

Since the input xor difference Alg of f} in round 8 equals (f7e00000 >>
K,,) < K, and the output xor difference AYs equals Cgr, ® C},, we can get
the input-output pairs (Is, Y3) and (1§, Y¢) through accessing DDT?. Further,
we can compute K, = (Is > K,,) ® I1,.

Then the corresponding K, || Km, counter are increased by 1. When all the
ciphertext pairs are utilized, the maximum entry in the counter and the cor-
responding (K, Ky, Krg, Ko, Kmg) are stored. In the end, there are 2'°
candidates as there are 2% values of K,.,||K,,||K,,, and we consider the sub-
key with the most happen times as the right key.

— Step 4. We have obtained the subkeys of round 8, round 9 and K,.,. In order
to recover the remaining subkeys from round 1 to round 7, we truncate the first
5 rounds from the 6-round differential characteristic, and decrypt ciphertexts
in the last two rounds. Then we use a very similar way to recover the subkeys
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Algorithm 1. Key Recovery Procedure of 9-round CAST-128
1 for 2° values of K, do

2 Collect 257 plaintext pairs whose differences equal
f7e00000 <« K-, ||00000000.

3 Ask for encryption of these pairs and get their ciphertext pairs.

4 for 2'° walues of K., and K4 do

5 Allocate a vector counter V[2°4], and initialize it to zero.

6 for 257 ciphertext pairs do

7 Compute AXg = (Cry — Ciy)mod 2°2.

8 Compute AYy = (Cr, & Cr,) @ (f7e00000 << K, ).

9 Look up the corresponding DDT, and get (X, Ys) and (X, Yy).
10 Compute K, with X9 = (Kmg — Cry)mod 232,
11 Compute Alg = (f7€00000 >> K,,) K Krg.
12 Compute AYs = Cry ® Cg, where Cry = CL, ® Yo and

Chy =ClL, ®Yy.

13 Look up corresponding DDT, and get (Is,Ys) and (Ig,Ys).
14 Compute Ky with Ky = (Is > Kyg) @ Crg.
15 VKo Ko + +

16 Store the maximum value of counter V' and corresponding

L (KT27 Km87 KTS’ KmQ? TE))'

17 (Kry, Kmg, Krgy Kmg, Kro) with the maximum happen times is considered as
the right key.

of round 6 and round 7. The complexity is smaller than what we need to
recover K, Kpy, Ky, Ky, and K,.,, which can be ignored. Subkeys of the
first 5 rounds also can be recovered with similar way.

In order to illustrate the key recovery phase more succinctly, the whole key
recovery phase is summarized in Algorithm 1.

3.3 Complexity Evaluation

The ratio of signal to noise is proposed by Selguk et al. in [15], which is calculated
as follows: .
p X 2

1
axf (1)

where « is the average count of keys per analyzed pair, 3 is the ratio of analyzed
pairs to all the pairs, k is the number of key bits we are searching and p is the
probability of the differential characteristic.

In our attack, p = 2723, Since we can not filter the ciphertext pairs by
the known condition, § = 1. The number of the all subkeys in round 8, round
9 and K,, is 79, so k = 79. For every analyzed pair, if we fix the value of
(Kyy, Krg, Krgy ), one possible value of K, ||K,, can be deduced on average.

S/N =
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There are 2% values of K,.,, K,, and K, in total, so we can get that a = 215.
Consequently
px 2k 278 9™

S/N:axﬂ_ 215 1 T 2)
The success probability in [20] is calculated as follows:
Ps= [ s Pla)ds (3)
T e

where p is the number of the right pairs (i.e. the pairs that satisfy the differential
characteristic). In our attack, p = 2722,

In order to attack the 9-round CAST-128 with the success rate 0.999, we
choose n = 26. Consequently the data complexity of the attack is 226 x 232 = 258
chosen plaintexts.

The time complexity of Step 1 is 2° x 257 x 2 = 253 9-round encryptions.
Step 2 and Step 3 need about 2° x 210 x 257 x 2 = 273 memory access. The
time complexity of Step 4 is not the domain term, so it can be ignored. We
assume one access to the DDT (memory access) equals one 9-round encryption.
Consequently the time complexity of the key recovery phase is about 263 -+
27 ~ 27 9-round encryptions. And we also need 242 bytes of memory in
the key recovery phase. Besides, in the precomputation stage, we need 266-9
encryptions an 2729 bytes of memory, so the complexity of the overall attack
is about 27* + 2669 ~ 27 encryptions, and the memory complexity is about
2042 4 972.0 5 972.0 hytes of memory.

4 TImproved Differential Attack on 10 Quad-Rounds
of Modified CAST-256

In this section, we will mount an improved differential attack on 10 quad-rounds
of modified CAST-256. In Sect. 4.1, we recall a differential characteristic of 8
quad-rounds proposed by Seki et al. [16] firstly. Then in Sect. 4.2, we will give
the detailed attack. In this attack, We append two quad-rounds to the end of
the differential characteristic and recover 148-bit subkey including all subkeys
of round 10 and 74-bit subkey of K7 , K , K? , K , which needs 2'** chosen
plaintexts and 22'7 encryptions under about 22?! weak keys.

4.1 A Differential Characteristic of 8 Quad-Rounds for CAST-256

In [16], Seki et al. proposed a differential characteristic of 8 quad-rounds for
the modified CAST-256, which removed the rotation keys of all fy functions.
The form of the characteristic is (00000000||00000000|]0000e07||00000000) —
(00000000||00000000||0000€0 £7]|00000000) (see Fig.5). Its probability is 27129,
and it is satisfied under 273° of the total key space, i.e. 222! weak keys. With this
characteristic, Seki et al. gave a differential attack on 9 quad-rounds of modified
CAST-256. In Sect. 4.2, we will improve their attack and propose a differential
attack on 10 quad-rounds of modified CAST-256.
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00000000 00000000 0000e0f7 00000000

E P, —p1s

Round 1  —f T S
Lt %
00000000 00000000 0000e0£7 00000000

S—L
e—1 1 1 P, =15
Round2 P— f; ] = PR

L] A\ %
00000000 00000000 0000e0£7 00000000

- S— I+

_~-l5
Round3 § e A P, =2
i &P
00000000 00000000 0000e0f7 00000000
1S
Round 4 9_._ p, =3
€ 7 N

(RS \v>
00000000 00000000 0000e0f7 00000000

Round 5 fa -

00000000 00000000 0000e0f7 00000000

S— i}

-15
a Pr=2
P

q
Round 6 P— f |+ o A p s
L1 %
00000000 00000000 0000e0f7 00000000
[f | N
6 f L1 VV
f 13
Round 7 < @ P ="
00000000 00000000 000Qe0f7 00000000
[ ] M
N b
Round 8 [4 a ] p, =15
00000000 00000000 0000e0f7 00000000

Fig. 5. A differential characteristic of 8 Quad-Rounds for CAST-256

4.2 Key Recovery Attack on CAST-256

In the attack on CAST-256, we also need the “differential distribution tables”
of f4 and f4 functions. The procedure to produce these DDTs is the same as
before. The precomputation stage requires about (33 x 232 x 232 x 2) /40 ~ 2646
encryptions and 33 x 264 x 8 ~ 2720 bytes.

In this attack, we append two quad-rounds to the end of the differential
characteristic of 8 quad-rounds. Before giving concrete attack, we define some
notations. As described in Fig. 6, A;||B;||C;||D; is the input of round 4, which
also is the output of round (i — 1), so in our new attack the ciphertext is
Aq1||B11]|C11)|D11. There are four round functions in one quad-round, then we
use D!, X7 I Y/ (j = 0,1, 2, 3) to denote corresponding values in the j-th round
function of the i-th quad-round, which are similar with D;, X;, I;, Y; in the attack
on CAST-128.
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OOOOlOOOO OOOi)OOOO 000(160f7 OOOOlOOOO

8 quad-round differential characteristic

! ! ! !
00000000 229279977 0000e0f7 00000000
Ag Co Dy
N
\”
S .
K2 Ky
Round 9 @] K2 Koo
S f,
00000200 ?????]?3?? , 0000e0f7 00000000
10 10 X8 Km, Cio Dig
f
L]
Round 10 Klr(,) KL(‘)1
£ KK
L2 ] -
©— fi |-
22999972 22999972 0000e0f7 00000000
Al Bii C11 D11

Fig. 6. Key recovery procedure of CAST-256

The overall key recovery phase is shown in Fig. 6, and the detailed attack is
as follows:

— Step 1. We need to choose 2" structures. Each of structures involves 232
plaintexts with the same value in the A, B and D parts which can pro-
duce 23! plaintext pairs satisfying the special input difference 00000000
00000000/|0000€0£7]]00000000. So there are 2"*3! pairs in total. Ask for
encryption of the plaintext pairs, then choose pairs whose ciphertext differ-
ences satisfy Ci; = 0000e0f7 and D;; = 00000000. About 2"+31 x 2764 =
2733 pairs are reserved.

~ Step 2. Guess 74-bit K10, K10 K'Y, K?. By decrypting the last round,
we can get the second and the third part of the input values of round 10.
Cro = C11 @ fi(Du, K}, K0 ), O = C1y @ f1(D1y, K, KY), Bio = Bui @
f2(Chro, KD KD, Blg = Bly @ fo(Clo, K K ). Store Ay || Biol|Chol[ D1
and A||B1ol|Clol| D}y instead of ciphertext pairs.

— Step 3. Guess the 5-bit value of K0, 74-bit value of K0, K10 K? K
and 5-bit value of K? . Then create a vector counter of size 264, and initialize

all elements of it to zero.
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— Step 4. Loop for the remaining pairs. Compute input and output differ-
ences of f} in round 10 with AX3? = (Byy — Bjg)mod 232 and AY,!0 =
A1 @ Ajy. Access the corresponding DDT of fi, then get the input-output
pairs (X410, Y0) and (X4%,Y}%) of fi. And compute KX with X3° =
(K} — Byo)mod 2%2.

Compute the forth part of the input of round 10 and the third part of
the input of round 9 with DlO = D11 D fl(Al(),K,l.??,Klo) and Og =

m3

C10@® f1(D1o, K2 , K, ) where Ajg and D1 can be computed by the obtained
values. Then compute the input and output difference of f} in round 9 with
AIY = 0000e0f7 << K7, AYY = Byg ® Bjy, and get the input-output pairs
(I2,Y?) and (I?',Y?") through looking up DDT? of f5. Then compute Ky
with K, = (I{ > K2 ) & Ce.

The corresponding K},% [|[K2, , counter is increased by 1. When all the remain-
ing pairs are utilized, store the maximum value of the counter and corre-
sponding (Kﬁf,Krlg,K#Ongo,Kgm,Kgl,K}gK}noo,Krllo,K},?l). Compare the
selected value with the previous stored one, and preserve the larger one and

corresponding subkeys. However, no comparison is needed in the first storage.

In order to illustrate the key recovery phase more succinctly, the key recovery
phase can be performed like Algorithm 2.

4.3 Complexity Evaluation

In order to calculate the ratio of signal to noise, p = 2712° and § = 27%* in
our attack. k is number of the total subkeys in round 10 and partial subkeys in
round 9 which equals 222. For fixed value of K0, K!°  K! K0 K9 K

mo? T my? T2 T3

KW K2 K, K} onepossible value of K10 || K}, can be deduced on average.

There are 2'%® values of K}0, K} | K0 K'Y K9 KY K9 K9 K K2

09 mo? T mi) 72 msa? 737 msz’ T0?
in total, so o = 2'%8. Consequently

P X 2k 27120 % 2222
ax B ~ 9158 5 9—64

S/N = =28 (4)

In the formula of success probability, we need to know the number of the
right pairs, which z = 27789 in our attack. In order to let the success rate be
close to 1, we choose n = 91. Consequently the data complexity of the attack is
291 % 231 % 2 = 2123 chosen plaintexts.

The time complexity of Step 1 is 2'23 10 quad-rounds of encryptions. The
time complexity of Step 2 is 2°% x 274 x 2 = 2133 half quad-round of encryptions.
Then Step 3 and Step 4 need about 2°® x 274 x 284 x 2 = 2217 memory accesses.
Consequently the overall complexity of the key recovery phase is about 2!23 +
2133 /20 4 2217 ~ 2217 encryptions. And we need 2% x 16 + 264 = 2643 hytes of
memory in this phase. What’s more, in the precomputation stage, we need 2646
encryptions and 2729 bytes of memory. So the overall time complexity of this
attack is about 2217 4 2646 ~ 2217 encryptions, and the memory complexity is
about 2643 4 2720 x5 272.0 hytes of memory.
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Algorithm 2. Key Recovery Procedure of 10 Quad-Rounds CAST-256

1 Collect 222 plaintext pairs whose difference equal
00000000(]00000000||0000e0 f7]|00000000.
2 Ask for ciphertext pairs, and filter them with ciphertext difference. //About

258 pairs remained.
3 for 27 values of Kﬂg, KTI,?D, Krli), K,l,?l do
4 Decrypt ciphertext pairs in the last round, and get Cio, C1o and Bio, Bio.
Store (A11||B1o||Cro||D11) and (A11]|Bio||Ciol|D11) instead of ciphertext
pairs.
5 for 2° values of Krlg, 2™ wvalues of Krlg, K},?s, K?O, K?no and 2° values of
K2 do
6 Allocate a vector counter V[2%4], and initialize it to zero.
7 for 2°® remained pairs do
8 Compute AX3° = (B1o — Big)mod 2%2.
9 Compute AY5? = Ay @ Al
10 Look up the corresponding DDT, and get (X3°,Y5?) and
(X210'7 Y210’)‘
11 Compute KEWD2 with X210 = (K,l,?2 — Byo)mod 232
12 Compute Dig = D11 @ fi(A1o, Krlg, K},%).
13 Compute Cy = Cho @f1(D107K30,K?nO).
14 Compute Al = 0000e0f7 << K, .
15 Compute AYY = Byy & Bj,.
16 Look up the corresponding DDT, and get (I7,Y?) and (Ii’,7 Ylgl).
17 Compute K3, where K3, = (I} >> K}) & Co.
18 L VKK, ]+ +.
19 Find the maximum value of the counter and the corresponding
(K gy Koy Ky K2 Koy K73 Koy Ko K Koy ).
20 Compare the maximum value of the counter with the previous stored
one, and preserve the larger one. //No comparison is needed in the
first storage.

21 The subkey corresponding to the final maximum entry is considered as the right
key.

5 Conclusion

In this paper, we have proposed an improved differential attack on reduced
9-round CAST-128 cipher which needs 2°% chosen plaintexts and 272 9-round
encryptions based on the known 6-round differential characteristic. Besides, we
also proposed a differential attack on 10 quad-rounds of modified CAST-256.
The data and time complexity of the attack are 2!23 chosen plaintexts and 227
encryptions respectively. Our attacks on CAST-128 and CAST-256 are the best
known ones under the weak key assumption.
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