Data privacy is now a hot topic. Big data have increased its importance. Never-
theless, computational methods for data privacy have been studied and developed
since the 70s, at least.

I would say that there are three different communities that work on data privacy
from a technological perspective. One is the statistical disclosure control (people
with a statistical background), another is the privacy-preserving data mining
(people that proceed from databases and data mining), and finally the
privacy-enhancing technologies (people that proceed from communications and
security).

This book tries to give a general perspective of the field of data privacy in a
unified way, and cover at least partially some of the problems and solutions studied
by these three communities. The goal is not to present all methods and algorithms
for all type of problems, nor the latest algorithms and results. I think that this is an
almost impossible task. The goal is to give a broad view of the field, present the
different approaches (some of them in their basic form), so that the reader can then
deepen in their field of interest.

In this way, the book differs from others that focus on only one of the areas of
data privacy. For example, we find the following reference books on statistical
disclosure control [1-3], privacy-preserving data mining [4] (edited book), [5], and
[6] (focusing on computation-driven/cryptographic approaches). We also edited [7],
a book that presents the research on privacy in the ARES project. In addition, there
are other books that focus on a specific type of data protection approach or type of
problem (e.g., association rule hiding [8], data outsourcing [9], synthetic data
generators [10], differential privacy [11], databases and microaggregation [12]).
A book that gives a broad picture of privacy for big data is [13] but, in contrast to
the others, it does not include details on data privacy technologies.

I have been working on data privacy for more than 15 years. My research has
mainly focused on topics related to privacy for databases, and disclosure risk
measurement. Because of that, the book is biased into data protection mechanisms
for databases.

The book is partially based on the lectures I gave at the Universitat Autonoma de
Barcelona and at the University of Linkoping; and material from this book was used
in these courses.
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The book is written for last courses of undergraduate studies in computer
engineering, statistics, data science and related fields. The book is expected to be
self-contained.

Organization

The structure of the book is as follows. Chapter 1 gives an introduction to the field,
reviewing the main terminology. Chapter 2 is a brief summary on techniques in
machine and statistical learning. We review those tools that are needed later on.
Chapter 3 gives a road-map of data protection procedures. It contains a classifi-
cation of procedures from different perspectives. The chapter includes two sections
on specific data protection methods. One related to result-driven approaches for
association rules and the other related to methods for tabular data. Chapter 4 focuses
on methods for user's privacy. We discuss methods in communication and
for information retrieval.

Chapter 5 discusses privacy models and disclosure risk measures. Naturally, we
discuss attribute and identity disclosure. The chapter includes a description of
methods for data matching and record linkage as they are used for assessment of
disclosure risk.

Chapter 6 is about masking methods (data protection methods for respondent
and holder privacy). Literature on masking methods is very large. In this chapter we
try to describe the major families of methods, and we include some algorithms
of these families. We also refer to some alternative methods, but the chapter does
not intend to be exhaustive (an impossible task, indeed!). Selection has been based
on simplicity of the algorithm, well-knownness, and personal bias.

Chapter 7 is about information loss and data utility. We review the main
approaches for evaluating information loss. This chapter tries to give a broad
coverage of the alternative ways used in the literature to evaluate masking methods.

The book finishes with two final chapters, one (Chap. 8) on the selection of a
masking method based on disclosure risk and information loss, and another
(Chap. 9) that concludes the book.

How to Use This book

The book can be used to give a general introduction on data privacy, describing the
different approaches in SDC, PPDM, and PETs. For this, the course would use the
first and third chapters of the book. If the course is expected to be technical, then
we would use most of the material in the book.

Alternatively, it can be used focusing on masking methods. In this case,
emphasis would be given to Chap. 6, on the methods, with an overview of Chaps. 5
and 7.
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The book can be used focusing on data privacy for big data. It contains a
description of data privacy methods for big data. In Chap. 6 (on masking methods)
there is for each family of methods a section focusing on big data, and Sect. 6.6, at
the end of the chapter, wraps up all these partial discussions. The sections on each
family of methods and their use for big data are as follows. Section 6.1.1 is on rank
swapping, Sect. 6.1.2 on microaggregation, Sect. 6.1.3 on additive and multi-
plicative noise, Sect. 6.1.4 on PRAM, Sect. 6.1.5 on lossy compression, and Sect. 6.
4.2 on algorithms for k-anonymity for big data. Then, we also discuss disclosure
risk and information loss for big data in the corresponding chapters. That is, Sect. 5.
9.3 is on disclosure risk (including a subsection on guidelines and research issues)
and Sect. 7.5 is on information loss.

I used parts of this book in courses on data privacy with 6 and 12 h of lectures.
The course with 12 h described the main concepts of data privacy, the classification
of methods, and a high-level description of disclosure risk and information loss, and
a summary of masking methods. A course syllabus for 8 lectures of 2 h follows.
The structure maps the chapters of this book.

L1. Introduction to data privacy.

L2. Elements of statistical and machine learning.

L3. Classification of data protection mechanisms.

L4. Privacy models.

L5. Masking methods 1.

L6. Masking methods II.

L7. Information loss. Masking method selection.

L8. Other privacy protection mechanisms. Result-driven approaches. Methods
for tabular data. Methods for user privacy.

The book does not contain exercises. For experimentation, open software as the
sdcMicro package [14] in R can be used. I used this in my courses. Another
open-source software for data anonymization is ARX [15].
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