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Abstract. With the advent of militaries declaring cyberspace as the fifth domain
of military warfare, those modern societies that are heavily dependent on its reli‐
able operation need to have a clear understanding of the actors and future activities
brought about by this new doctrine. Knowing what is meant by the terms ‘cyber
war’ and ‘cyber warfare’ is critical to navigating a path forward in preparing for
and mitigating the effects caused by such activities. In this paper, the authors
identified and analysed 159 documents containing the definitions for these terms
in order to discern definitional origins, patterns of usage and the relative trends
that emerge as a result. From this analysis, we construct a discourse hierarchy of
cyber war and cyber warfare definitions, both as a representation of the findings
as well as a basis for incorporating future works into the larger context of the
domain.
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1 Introduction

Cyberspace is a global Information and Communications Technology (ICT) infrastructure
that has rapidly evolved and expanded to become an integral component of modern society.
It has facilitated immense increases in the range, reach and volume of communications on a
scale never seen before. Cyberspace enables mass communication, global supply chains,
shared intelligence, and access to the ideas of a diverse set of cultural norms and customs.
Its continued persistence is now integral to everyday life and the functioning of modern
States and the broader international system. As a result, cyberspace has attained a strategic
significance with both national and international dimensions.

The strategic value of cyberspace rests both in the infrastructure itself and in the
information that is being globally stored, transmitted, and shared. This massive infra‐
structure moves across State borders – sovereign areas of controlled space. It also
traverses those expanses that are open to all nations; international waters and orbital
pathways. The data and information flowing through this infrastructure comprises many
of the forms of communication that individuals, nation States and sub and supra State
organizations use on a daily basis to conduct the transactions underpinning twenty first
century society. Any deliberate disruption of this infrastructure or the information it
contains is likely to be harmful to States, citizens, and international stability. Accord‐
ingly, governments across the world are expanding their security doctrines to include
the defense - and in some cases the exploitation [1] - of cyberspace.
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Traditionally military doctrine considered land, sea, and air as operational domains of
warfare. The advent of orbital and satellite technologies saw the addition of the operational
domain of space. Now militaries have begun to consider cyberspace as the fifth domain of
warfare. But just what does this mean? How does a military secure cyberspace? What
weapons exist in their arsenal to defend it and what new weapons will need to be developed
and deployed to do so? Over the years military scholars and academics have published a
plethora of competing discussions envisioning cyber war, cyber warfare, and how best to
prepare for it. However, in an initial exploration of military and academic literature
pertaining to cyber war and cyber warfare, the authors discovered significant variations in
how these terms have been defined. In an emerging field of study concerned with both the
security and military exploitation of cyberspace - of such criticality to modern societies - the
authors believe that definitions do matter. As such, we embarked on an extensive examina‐
tion of competing definitions. Our aim was to better understand their uses, clarify their
scope, and identify any patterns, categories and trends emerging from their application
within the body of literature relevant to this domain. In the proceeding sections of the paper
we articulate the methodological design used in selecting the body of literature, before
providing a detailed analysis of our findings. We then used the results of our research to
construct a discourse hierarchy of the definitions of cyber war and cyber warfare we have
encountered. Finally, we present our conclusions and identify opportunities for future
research.

2 Methodology

The methodological design of our examination was founded on the theory and practice
of a social constructivist application of discourse analysis. Our methodology utilized
the concept of an ‘order of discourse’ [2, 3], which we understand as a terrain in which
competing discourses attempt to disseminate their claims to authoritative knowledge.
In this case the competing discourses are the contrasting definitions of ‘cyber war’ and
‘cyber warfare’ that have been identified in the literature survey. Competition between
discourses can be seen operating at two levels: textual – the competition between defi‐
nitions set out in individual texts, and disciplinary, the competition between different
academic disciplines. The texts upon which discourse analysis was performed were
articles and papers that include the terms ‘cyber war’ or ‘cyber warfare’ in their title or
abstract, as key words, or at least five times in the main body of text. Slight lexical
variations of these terms, such as ‘cyberwar’, or ‘cyber-war’, were considered to be
synonymous for the purposes of determining qualifying literature. Furthermore, to
qualify as a text, a document must have been published on or before 31 July, 2016, and
be either:

1. A peer reviewed article from an academic journal;
2. A peer reviewed paper from a published conference proceeding; or
3. A publicly available military document that has been published for internal or

external use.
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The body of literature was generated through a series of searches on Google Scholar,
using the terms cyber war, cyberwar, cyber-war, cyber warfare, cyberwarfare, and cyber-
warfare. Qualifying articles were extracted from the first twenty pages of search results
for each term. An important consideration of this approach was to ensure other scholars
had the means to replicate and verify this process.

The key metrics extracted from each article for detailed analysis were definition,
academic discipline, publication date, times cited, and terms used (e.g. cyber war or
cyber warfare). In light of the diverse spectrum of cyber war and cyber warfare defini‐
tions we encountered, definitions were distilled into two categories – explicit and
implicit. Definitions were considered explicit when an article presented a conception of
cyber war or cyber warfare that was distinct, clearly stated, and unambiguous. The
implicit definition category was used to group conceptions of cyber war and cyber
warfare presented in the articles where an explicit definition of cyber war or cyber
warfare was not present. Implicit definitions encompassed a wide spectrum of lingual
specificity. This included uses of the term where a reasonably precise definition could
be inferred from the text, through to uses of the terms in a ‘purely descriptive, non-
normative sense’ [4] such as in The Tallinn Manual on the International Law Applicable
to Cyber Warfare, through to uses of the terms that we regarded as largely superficial.

3 The Discourse of Definitions: Cyber War and Cyber Warfare

The research presented in this paper ultimately examined 159 publications as both a
survey and a comparative analysis of definitions of cyber war and cyber warfare. We
wish to emphasize that this was a descriptive, rather than a prescriptive activity. It was
not our intent to argue for the indisputable validity of any one definition. Indeed, we
believe that in a contested domain such efforts are more likely to confuse, rather than to
clarify the discourse.

Our first task was to clarify the use of the terms cyber war and cyber warfare in
discourse. We began with an assumption that differences between the terms could be
understood by a traditional military distinction, where ‘war’ is held to be the act of war,
while ‘warfare’ is the means. Accordingly, cyber warfare could be understood as the
means of cyber war, and cyber war the act. However, this assumption was not borne out
in our analysis. Figure 1 demonstrates the prevalence with which the terms were used
in our methodological sample.

Fig. 1. Use of terms in articles
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Tellingly, over half of the articles only used a single term in their analysis; 39 articles
exclusively used ‘cyber war’ and 43 articles exclusively used ‘cyber warfare’. 75 articles
used both terms, but did not offer a means to formally distinguish between the terms.
Only two articles offered distinct definitions of each term. Out of the 85 articles that
made use of both terms 35 used cyber warfare as a dominant term, 20 used cyber war
as a dominant term, while 20 articles used both terms with comparable frequency. The
authors considered a term to be dominant if it was used at least twice as often as the
competing term.

The authors did note that in 12 out of the 35 articles including both terms, with cyber
warfare as the dominant term, that cyber war was used to denote a particular act or event,
which aligned with our original assumption regarding the distinction between ‘war’ and
‘warfare’. A similar pattern was used in articles that used both terms with comparable
frequency; five out of 20 such articles used cyber war to indicate an act or event. While
these trends are notable, we did not feel that they were of sufficient weight to alter the
key conclusion we drew from this information – that the current discourse does not
provide sufficient evidentiary basis to definitively distinguish between the terms cyber
war and cyber warfare. In accordance with our descriptive analytical approach, we
therefore concluded that the current state of the discourse necessitates that we consider
cyber war and cyber warfare as synonymous terms. This is not to say that we believe
this lack of distinction between the terms is desirable; indeed we regard the state of
ambiguous equivalence between the terms as an impediment to focused research.

For our next task, we focused on the proportion of articles that offered a clearly stated
explicit definition of cyber war or cyber warfare, versus articles that offered an implicit
definition of cyber war or warfare. As illustrated in Fig. 2, out of the 159 articles exam‐
ined we found that only 56 offered explicit definitions, versus 103 articles that based
their analysis on generally weaker, implicit definitions of cyber war or warfare.

Fig. 2. Explicit vs. Implicit

The abundance of articles that base analysis on implicit rather than explicit definitions
leads us to agree with the observations presented by Lewis [5] and Raboin [6], that ambig‐
uous terminology weakens the analytical utility of the cyber war and warfare discourse. We
further agree that the information we have uncovered lends credence to Liff’s [7] observa‐
tions, that ‘[W]ritings on cyberwarfare have long been plagued by major definitional prob‐
lems, one consequence of which has been a lack of analytical coherence’, and that the
meaning of ‘cyberwarfare’ has become extremely convoluted in popular discourse. We do
acknowledge that some articles instead offer an explicit definition of related terms such as
‘cyber-attack’ [4, 8], or ‘cyber conflict’ [9]. We believe, however, that unless the relation‐
ship of such ancillary terms to cyber war and cyber warfare is clearly articulated, the defi‐
nition of further competing terms does little to clarify the discourse.
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To develop a deeper understanding of the discourse we thought it essential to trace
its emergence over time. Our sample begins in 1993 with Arquilla and Ronfeldt’s
seminal article ‘Cyberwar is Coming!’ [10]. Our data, shown in Fig. 3, illustrates that
from the publication of Arquilla and Ronfeldt’s article to the turn of the century, cyber
war and cyber warfare discourse remained on the margins of academic debate. From
2000 until 2008 there was a gradual increase in the number of articles published. It was
not, however, until 2009 that rapid growth in the discourse became evident. The number
of articles published in the domain peaked in 2011, then remained strong through to
2013. From 2014 onwards there was a notable drop in the number of articles published.

Fig. 3. Implicit/Explicit definitions by year

It is our contention that the number of articles published in the discourse peaks in
response to what we consider to be the three most notable cyber incidents in the inter‐
national domain; the cyber conflicts between Russia and Estonia in 2007, between
Russia and Georgia in 2008, and the Stuxnet attack in 2011. We believe that the ‘lag’
between the incidents of 2007 and 2008 and the marked increase in publications within
the discourse can be attributed to the time taken for reliable information to emerge, in
addition to the time required to take an article from conception through to publication
in a peer reviewed conference or journal. Based on our observations of the waxing and
waning of the discourse over time, we believe that the discourse will once again expand
in response to further empirical incidents of cyber conflict. For example, while we
believe that most researchers whose work we have studied would not consider the recent
Russian cyber-attacks against the US Democratic Party and alleged interference in the
2016 US election as cyber war or warfare, we nonetheless believe that this event may
generate a considerable body of academic work of relevance to the discourse of cyber
war and warfare definitions.
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As our survey of the cyber war and cyber warfare domain progressed, the inter-
disciplinary nature of the discourse soon became apparent. As part of our analysis we
categorized articles into different academic disciplines, based on the discipline the
publication the article appeared in which it was most closely associated with. The results
of this process are captured at Fig. 4. Four disciplines dominate the discourse: Infor‐
mation and Communication Technology (ICT), Law, Military Studies, and Strategic and
Security studies. These four disciplines accounted for 133 out of the total 160 definitions
encountered, and 47 out of the 57 explicit definitions. The remaining articles were
grouped into the categories of International Relations, the International Conference on
Cyber Conflict, and other. The International Conference on Cyber Conflict is hosted by
the NATO Cooperative Cyber Defense Centre of Excellence (CCDOE) and includes
submissions relevant to cyber security from a wide range of academic disciplines.
Accordingly, the authors felt that articles published from conference proceedings could
not accurately be categorized under a single academic discipline; indeed the diverse
backgrounds of researchers participating in this conference is representative of the multi-
disciplinary nature of the discourse. A similar conclusion can be drawn from the compo‐
sition of the ‘other’ category, which includes articles from publications associated with
International Management, Political Geography, and Philosophy.

Fig. 4. Implicit/Explicit definitions by discipline

Out of the four dominant disciplines within the discourse, the largest body of work
was associated with Law, with the majority of articles concerned with the implications
that the emergence of cyber war and warfare will have on the existing Law of Armed
Conflict, particularly the conditions under whether cyber war or warfare can be consid‐
ered as a ‘use of force’, or ‘armed attack’. The second largest body of work encountered
in our sample was associated with ICT. We considered that this was the most fragmented
discipline, both in the range of divergent positions advanced and the ambiguity with
which the terms cyber war and warfare were used. While it included articles that we felt
made valuable contributions to the discourse [5, 11], we also encountered articles where
we considered the terms cyber war or cyber warfare were used with a significant degree
of ambiguity and superficiality [12, 13].

The discipline of Military Studies made the third largest contribution of articles to
the discourse. Unsurprisingly articles associated with the military discipline predomi‐
nantly focused on how cyber war and warfare capabilities could be used to achieve
military advantage. In addition, there discussion of the ramifications of cyber war and
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warfare for military ethics, ethos, and force development. Readers should note that this
category includes publications from Military Law journals, which we included in the
category because of our belief that their primary focus was on military, rather than purely
legal matters.

The final dominant discipline we identified in the discourse relates to the fields of
Strategic Studies and Security Studies. While these are usually thought of as distinct
disciplines, they have similar fields of enquiry and are often published in venues that
encompass both fields. For these reasons, we have elected to represent them as a single
discipline for the purposes of our analysis. As could be expected, articles associated with
this discipline placed much greater emphasis on the political, international, and strategic
aspects of cyber war and cyber warfare.

To deepen our analysis, we then examined the influence of the articles associated
with each discipline. Our measure of influence was the number of times an article had
been cited. This data was extracted from Google Scholar during the collection of our
sample in July and August 2016. We calculated the average citations per article in each
discipline by adding together the total citations of each article, then dividing by the total
number of articles in that discipline. This information was further broken down into
average citations for both implicit and explicit definitions in each discipline.

As shown in Fig. 5, the most influential discipline in the discourse by citation count
is Strategic and Security Studies, followed by ICT, Law, International Relations, Other,
Cyber Conflict Conference, and finally, Military. However, if we discount citations from
articles with implicit definitions, the rankings change to Strategic and Security Studies,
International Relations, ICT, Law, Military, Cyber Conflict Conference, and Other. This
allows us to draw several conclusions. Despite having the lowest number of articles out
of the major disciplines active in the discourse, the fields of Strategic and Security
Studies have had the greatest impact on the discourse. Conversely Military Studies,
which has the second highest number of articles in our sample has had a low degree of
influence on the discourse.

While the average citations count for articles featuring explicit definitions was
slightly greater than that for articles featuring implicit definitions (34.31 to 31.51), we
were surprised that this was not higher - we had assumed that articles with explicit
definitions would be more influential in the discourse. In line with this observation we
note that articles in the Law, ICT and Other categories with implicit definitions have

Fig. 5. Average impact by article
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been more influential than articles with explicit definitions. In the ICT category, we
ascribe some of this phenomenon to an outlying article – Wang and Wang’s ‘Cyber
Warfare: Steganography vs. Steganalysis’ [12]. The large number of citations it has
accrued (428) does not align with its limited relevance to the domain (cyber warfare is
only mentioned once in the document), granting it a disproportionate weight in our
calculations. If this outlier is removed the average citations for ICT articles with implicit
definitions is reduced from 48.18 to 30.01, and the total average citations for all articles
in with implicit definitions in our sample is reduced from 31.51 to 28.91. We have
observed a similar pattern in the Other category, where two heavily cited articles with
only ancillary discussion of cyber war and cyber warfare acted to inflate the average
citation count for articles with implicit definitions.

The extent to which articles in the Law discipline with implicit definitions have
exerted considerably greater influence than those with explicit definitions, is also worthy
of further consideration. We contend this is due to a focus of the discipline, namely how
cyber incidents should be conceived of with regard to The Law of Armed Conflict and
International Humanitarian Law. More specifically, a substantial number of documents
from the legal discipline consider the circumstances under which acts of cyber aggres‐
sion should be considered as either a ‘use of force’, or an ‘armed attack’, as those terms
are defined within the Charter of the United Nations. The majority of this type of analysis
does not require a perennial definition of cyber war or warfare, as it is focused more on
whether individual acts would cross thresholds established in international law.

4 Explicit Definitions of Cyber War and Cyber Warfare

Until this point our analysis had been focused on the totality of definitions we have
encountered – both implicit and explicit. While consideration of implicit definitions has
provided valuable information as to the shape of the discourse, we believed that further
insight could be achieved through a more comprehensive analysis of the explicit defi‐
nitions encountered in our survey. We began by more effectively ordering explicit defi‐
nitions by consolidating duplicated definitions. We achieved this by counting each
duplicate definition once, then associating it with the discipline of the article using that
definition which had the highest citation count. This resulted in the total number of
definitions being reduced from 57 to 44, as well as minor adjustments to the number of
definitions associated with each discipline. The results of this process are illustrated in
Fig. 6.

Our next action was to shift our analysis down to the level of individual explicit
definitions, then to rank these according to influence (by citation count). The top five
definitions are captured in Fig. 7.

22 D. Hughes and A. Colarik



Fig. 7. Top definitions by influence (citation count) [10, 14–17]

The five definitions listed in Fig. 7 have had the greatest influence by citation count
out of individual articles encountered in our sample. As we have previously noted,
however, we encountered several definitions that were repeated in several articles across
several disciplines. While we regard this as further evidence of the cross-disciplinary
nature of the cyber war and warfare discourse, we also believed that a more in depth
examination of these ‘cross-disciplinary definitions’ provided another viable method to
explore the influence of competing definitions. This led us to construct the table at
Fig. 8, where we identified: (a) each cross-disciplinary definition; (b) the references for
the articles in which the definition appeared; (c) the discipline of each article in which

Fig. 6. Explicit definitions
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the definition appeared; (d) the number of citations arising from each article; (e) the
original source of the definition; (f) the citations arising from the source article; and (g)
the total number of citations associated with the cross-disciplinary definition.

Out of the five cross-disciplinary definitions captured in Fig. 8, only the Arquilla and
Ronfeldt definition is present in Fig. 7 - the initial table we constructed to demonstrate
definition influence. We do note that Arquilla had modified his and Ronfeldt’s original
1993 definition of cyber war (conducting military operations according to information
related principles) to what may be considered a more modern formulation – ‘An emer‐
gent mode of conflict enabled by and primarily waged with advanced information
systems, which are in themselves both tools and targets’ [21].

Out of the remaining four remaining cross-disciplinary definitions, we considered
neither Alford’s nor Taddeo’s definitions to be sufficiently influential to warrant detailed
analysis at that stage. Both definitions encountered were in only one other article and
have generated minimal citations. Clarke and Knake’s definition - ‘Cyber war is the act
of nation state to penetrate another nation’s computer or network in order to cause
damage or disruption’ [36] - is succinct enough to require little explanation. Aside from
its State-centric focus its most noteworthy point is the volume of citations it has gener‐
ated – nearly 800. The background and context of the remaining cross-disciplinary
definition – the concept of Computer Network Operations, promulgated by the US
Department of Defense – is more complex and worthy of further explication.

Computer Network Operations (CNO) is a combined concept defined as consisting
of Computer Network Attack (CNA), Computer Network Defence (CND) and Computer
Network Exploitation (CNE). CNA is defined as ‘[a]ctions taken through the use of
computer networks to disrupt, deny, degrade or destroy information resident in
computers and computer networks, or the computers and networks themselves’ [30].
CND is defined as ‘[a]ctions taken to protect, monitor, analyze, detect, and respond to

Fig. 8. Breakdown of cross-disciplinary definitions [18–36]
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unauthorized activity within the Department of Defense information systems and
computer networks’ [30]. CNE is defined as ‘[e]nabling operations and intelligence
collection capabilities conducted through the use of computer networks to gather data
from target or adversary automated information systems or networks’ [30]. Notably, the
Department of Defense source document does not explicitly equate CNO to cyber war
or cyber warfare. However, this equation is made in the works of Turns [29], Kirsch [28],
Leblanc et al. [26], and Chappelle et al. [27]. We regard the equivalence these authors
assert between the terms CNO and cyber war or cyber warfare as valid, particularly
when the concept of CNO is considered in light of the Department of Defense’s (DoD)
Strategy for Operating in Cyberspace [1]. Despite not making explicit use of the terms
cyber war or cyber warfare, the strategy outlined in this document includes actions likely
to be considered by many authors in the discourse as exemplary acts of cyber war or
cyber warfare. For example the strategy notes how ‘the President or the Secretary of
Defense may determine that it would be appropriate for the U.S. military to conduct
cyber operations to disrupt an adversary’s military related networks or infrastructure’
or to ‘use cyber operations to terminate an ongoing conflict on U.S. terms’. Furthermore,
the strategy notes how U.S. Cyber Command (USCYBERCOM) may be used ‘to deter
or defeat strategic threats in other domains’, and sets a specific strategic goal that focuses
on the creation and maintenance of cyber options to ‘control conflict escalation and to
shape the conflict environment at all stages’ [1].

Neither of the original source documents from which the Clarke and Knake or US
Department of Defense definitions arose were included in our sample. Clarke and
Knake’s definition was not originally published through an academic venue, while the
source document for US Department of Defense’s concept of Computer Network Oper‐
ations was not returned in search results – presumably because it does not include the
terms cyber war or cyber warfare. Our analysis shows, however, that both works have
had considerable influence on the discourse. Indeed, as we have noted, Clarke and
Knake’s work has generated more citations than any other publication.

Based on our analysis of cross-disciplinary definitions we combined Fig. 7 – the
most influential definitions by citation count from a single article, with Fig. 8 – the
breakdown of cross-disciplinary definitions. The results are captured in Fig. 9. For
reasons previously stated concerning low citations, we omitted Alford’s 2000 definition
and Taddeo’s 2012 definition.

Figure 9 contains the seven most influential definitions that we encountered.
However, under further analysis we regard only five of these as ‘essential’ or ‘core’
definitions, in that they ascribe cyber war or warfare certain characteristics or thresholds
that cannot be deduced from other definitions. The five core definitions we have iden‐
tified are Clarke & Knake [37], Arquilla and Ronfeldt [10], Rid [14], US Department
of Defense [30], and Nye [17]. We contend that the definitions offered by Nicolson et al.
[15] and Schaap [16] are more correctly viewed as being derived from the definitions
offered by Clarke and Knake and the US Department of Defense. Both definitions utilize
the State-centric conception of cyber war and cyber warfare found in Clarke and Knake,
in addition to the emphasis on CNO that is the focus of the Department of Defense
definition. We further justify this action by noting that Schaap’s definition uses the
language from the Department of Defense definition – ‘the use of computer networks
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to disrupt, deny, degrade or destroy information resident in computers and computer
networks, or the computers and networks themselves’ – verbatim.

5 A Discourse Hierarchy

Our analysis leads us to contend that the five core definitions we have identified form
the foundations for a ‘discourse hierarchy’ of cyber war and cyber warfare definitions.
We believe that out of the 44 explicit definitions we encountered in our analysis, 43 can
be logically placed in the structure of our hierarchy. Each definition in the hierarchy
either has a one to one relationship with a core definition. Alternatively, in cases where
we have perceived that the definition in question included components from two distinct
core definitions, a one to two relationship with two core definitions. Our discourse hier‐
archy is presented at Fig. 10. To explicate the underlying logic of the relationships within
it, is necessary to expand upon each of the five core definitions that form its basis.

Rid’s definition is presented in his provocatively titled article ‘Cyber War Will Not
Take Place’. Taking as his starting point the conception of war presented by Clausewitz
[66], Rid states that cyber war is ‘a potentially lethal, instrumental, and political act of
force conducted through malicious code’ [14]. This places an extremely high threshold
on what would constitute cyber war or cyber war; indeed Rid argues ‘that cyber war has
never happened in the past, that cyber war does not take place in the present, and that it
is unlikely that cyber war will occur in the future’ [14]. No other authors we have
encountered placed such demanding thresholds within their definition of cyber war or
cyber warfare. However, a considerable number of definitions include sufficient compo‐
nents of Rid’s definition to be grouped under him in the discourse hierarchy. Alford’s
2000 definition, which we have previously encountered in our analysis of cross-disci‐
plinary definitions, is a useful example. Alford’s defines cyber warfare as ‘any act
intended to compel an opponent to fulfil our national will, executed against the software

Fig. 9. Most influential definitions by citation count
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controlling processes within an opponent’s system.’ [22] While it omits Rid’s criterion
of potentially lethal violence, we contend that this Alford’s definition shares Rid’s
conception that cyber war and cyber warfare must involve an instrumental and political
act of force. Lewis’s 2012 definition – ‘the use of cybertechniques to cause, damage,
destruction, or casualties for political effect by States or political groups’ [5] is in even
closer alignment with Rid, although, in a similar manner to Alford, he stops short of
saying that cyber war or cyber warfare must be potentially lethal. In addition, while one
could argue that the concept of instrumentality is implicit in his definition, it is not an
explicit threshold, as is the case with Rid. A final example is the definition offered by
McGraw. In effect McGraw defines cyber war as the application of violent, physical

Fig. 10. Discourse hierarchy of cyber war and cyber warfare definitions [7, 15, 37–65]
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force via virtual means by groups for ‘political, economic, or ideological reasons’ [38].
Once again McGraw’s definition does not maintain Rid’s threshold of potential lethality,
but does emphasize that cyber war should be conceived of as a means to achieve a
political end.

We consider the above definitions to have a one to one relationship with Rid’s
definition in the discourse hierarchy. There are other definitions, however, that utilize
components of both Rid’s definition and the Department of Defense’s conception of
CNO. An example is the definition offered by Junio [41], where cyber war is defined as
a coercive act (using force to change or preserve a political status quo) involving
Computer Network Attack (where information is disrupted, degraded, or destroyed).
The emphasis on cyber war as a coercive act ties back to Rid, while the reference to
Computer Network Attack and the disruption, degradation, or destruction of information
is sourced from the Department of Defense’s concept of Computer Network Operations.
A similar combination of definition components is evident in Liff’s 2012 definition
where ‘cyberwarfare is conceptualized as including only computer network attacks
(CNA) with direct political and/or military objectives – namely, attacks with coercive
intent and/or as a means to some strategic and/or brute force end – and computer network
defense (CND)’ [7].

While the above definitions are the result of the interaction of the definitions offered
by Rid and the Department of Defense, numerous other definitions can be traced solely
to the Department of Defense. Birdwell and Mills’s define ‘cyber war-fighting actions
as CNA plus a subset of CND called CND-response actions (CND-RA)’ [44], notably
omitting Computer Network Exploitation (CNE) from their definition. A similar defi‐
nition is offered by Scott et al.: ‘Cyber warfare is typically associated with the fields of
Computer Network Attack (CNA) and Computer Network Defense (CND)… CNA
attempts to create tactical and strategic effects through the control and exploitation of
network resources, whereas CND defends against these same objectives’ [48]. Related
definitions are observed through the combination of the Department of Defense defini‐
tion and the Clarke and Knake definition. The definitions by Schaap [16] and Nicholson
et al. [15] are useful examples; the definition offered by Dipert [50], is similarly
comprised.

One of the key characteristics of Clarke and Knake’s definition is that it stipulates
cyber war and cyber warfare as something that occurs between nation states. The defi‐
nitions located under Clarke and Knake within the hierarchy share this state-centric
focus, albeit with slight variations. The definition offered by Golling and Stelte expands
the scope of actors involved in cyber war and cyber warfare to include groups operating
‘on behalf of, or in support of, a government’ [51]. Danks and Danks’s definition does
not have a strict criterion that cyber war or warfare either originates from or is targeted
at a State. Instead they state that ‘cyberwarfare involves groups with the expertise and
resources to mount a significant attack, including the accompanying research and devel‐
opment costs, and so arguably includes only those with the backing of a nation-state,
whether the group is officially part of the state (e.g. military), or only sponsored (e.g.,
contractors), encouraged (e.g., patriotic hackers), or tolerated (e.g., international crime)
by the state [53]. They further note that State backed groups ‘typically have a goal that
serves the interest of a particular State or state-like group’ [53]. Conversely Bachmann’s
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2012 definition does not require that a specific category of actor initiates cyber war or
cyber warfare, so long as the actor in question targets a State and has the means to launch
‘a sustained campaign of concerted cyber operations’ [52].

In a pattern similar to that observed elsewhere in the hierarchy, a number of defini‐
tions are constituted according to a dual relationship with both the Clarke and Knake
and Arquilla and Ronfeldt definitions. Definitions such as those offered by Hughes [56],
and Taddeo [24] utilize Arquilla and Ronfeldt’s conception of cyber war and warfare –
conducting military operations according to information-related principles – but add the
additional criterion that cyber war and cyber warfare is ‘waged by states and significant
non-state actors’ [56], or used ‘within an offensive or defensive military strategy
endorsed by a state’ [24]. Other definitions grouped solely under Arquilla and Ronfeldt
focus more exclusively on operational warfare and the furtherance of traditional, kinetic
combat (see Libicki [63], Clemmons and Brown [60], and Lupovici [61]).

The final core definition within the hierarchy is that advanced by Nye – ‘hostile
actions in cyberspace that have effects that amplify or are equivalent to major kinetic
violence’ [17]. We regard Nye’s definition as particularly useful as it provides a mech‐
anism to group those definitions that make reference to the concepts of ‘use of force’
and ‘armed attack’, as they appear in international law. A considerable amount of the
legal discourse pertaining to cyber war and cyber warfare discusses how these concepts,
enshrined in the UN Charter, apply to cyber conflict. While there is considerable disa‐
greement as to whether acts of cyber disruption can ever reach the threshold of the use
of force, or even armed attack, there is near universal agreement that cyber war or warfare
that causes physical destruction to a level equivalent to traditional kinetic weapons
would cross these thresholds. Thus, within our hierarchy, we have aligned definitions
such as those offered by Huntley [64], and Droege [65], with Nye’s definition.

We have represented Hunker’s 2012 definition [55] as the result of the combination
of Nye’s definition with that of Clarke and Knake, as he draws upon the latter’s concep‐
tion of cyber war as something that occurs between nation States. We have categorised
Raboin’s definition in a similar manner, as he states that ‘cyber warfare … has come to
symbolize a state sponsored use of weapons functioning within the cyberspace domain
to create problematic and destructive real world effects’ [6]. The final definition asso‐
ciated with Nye, that proposed by Parks and Duggan, has a relationship to Arquilla and
Ronfeldt’s definition. They state that ‘cyber-warfare, is a combination of computer
network attack and computer network defence’ and that ‘cyber warfare must have kinetic
world effects’ [11]. From the context of their paper ‘The Principles of Cyber-warfare’,
we interpret this to primarily mean kinetic military effects.

6 Conclusions

Through our application of discourse analysis, we have deduced several conclusions
regarding the nature of the discourse of cyber war and warfare definitions. First, the
discourse provides no basis to definitively distinguish between the terms ‘cyber war’
and ‘cyber warfare’; extensive synonymous use of the terms in the literature relevant to
the domain precludes this. Second, despite location in a domain ostensibly concerned
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with the explication and implications of newly emerged technologies and modalities, a
majority of articles do not offer explicit definitions of either cyber war or cyber warfare
from which to base their analysis. Third, the expansion (and recession) of the discourse
correlates with major international cyber incidents. Fourth, the discourse is inherently
inter-disciplinary. This is demonstrated by the considerable bodies of research arising
from publications associated with the disciplines of Information Communication Tech‐
nology, Military Studies, Law, and Strategic and Security Studies. The inter-disciplinary
nature of the discourse is further illustrated by the frequency with which definitions
migrate across articles arising from different disciplines.

We have further concluded that the domain is characterized by both intra and inter-
disciplinary competition between dozens of definitions, most of which have exerted
minimal academic influence. While there are definitions that have been comparatively
influential, there is no dominant functional definition of significance to the discourse.
We contend that this is indicative of a domain contested by a multitude of stakeholders
with differing agendas; and that this is a factor in the failure of the domain to produce a
dominant functional definition.

While some element of fragmentation within the domain may be inescapable, we
have nonetheless shown that almost all definitions we have encountered can be deduced
from five core definitions - those identified through our application of discourse analysis
methodology. The identification of these core definitions has in turn allowed us to
construct a discourse hierarchy of cyber war and warfare definitions. While we believe
that this hierarchy has value in its ability to represent a spectrum of disparate definitions
under a single model, we have primarily constructed it in the hope that it may be expand
upon and refined as the domain solidifies its use of definitions and associated outcomes.
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