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Foreword

“Without exception, our aim must be to improve the current status, and instead of
being satisfied with what has been achieved, we must always strive to do our job
even better.” This is the direction which the famous automotive entrepreneur Robert
Bosch gave already at the dawn of the automotive age. It is still valid today, and we
are indeed never satisfied with where we are in the automotive sector.

Software and IT are the major drivers of modern cars—both literally and from
a marketing perspective. Modern vehicles have more than 50 electronic control
units (ECUs), with premium cars having more than 100 such embedded computer
systems. Some functions, such as engine control or dynamics, are hard real-time
functions, with reaction times going down to a few milliseconds. Practically all
other functions, such as infotainment, demand at least soft real-time behaviors.

Today automotive software is spearheading IT innovation. Software engineer-
ing for automotive systems today encompasses modern embedded and cloud
technologies, distributed computing, real-time systems, mixed safety and security
systems, and, last but not least, the connection of all these elements to long-term
sustainable business models. The everyday relevance of automotive software for
today’s software engineers is high, and it is the focus of this book to bring this
message to practitioners. Its main goal is to underline the convergence of embedded
software with highly complex distributed IT systems.

Each automotive area has its own requirements for computational speed, reliabil-
ity, security, safety, flexibility, and extensibility. Automotive electronic systems map
functions such as braking, powertrain, or lighting controls to individual software
systems and physical hardware. The resulting complexity has reached a limit that
demands an architectural restart. At the same time, innovative functions such as
connectivity with external infrastructures and vehicle-to-vehicle communication
demand IT backbone and cloud solutions with service-oriented architectures (SOA).

Software and IT in vehicles and their environments are evolving at a fast pace.
Multimodal mobility will connect previously separated domains like cars and public
transportation. Mobility-oriented services such as car sharing creates completely
new eco-systems and business models far away from the classic “buy your own
car” approach. Autonomous driving demands highly interactive services with multi-
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Fig. 1 Software and IT advance automotive innovations and complexity

sensor fusion, far away from currently deployed functionally isolated control units.
Connectivity and infotainment have transformed the car into a distributed IT system
with cloud access, over-the-air functional upgrades, and high-band-width access to
map services, media content, other vehicles and surrounding infrastructure. Energy
efficiency evolves the classic powertrain towards high voltage hybrid and electric
engines.

With so many software-driven innovations in vehicles and their environments,
complexity is growing fast—and in some cases beyond what can be controlled as
recent security attacks have showed. Figure 1 indicates the rapid growth of software-
driven innovations along with a forecast for the near future.

To master this fast growing complexity, automotive software needs a clear archi-
tecture. Architecture evolution today is the major focus across companies, and thus
the book arrives just at the right time. Architecture impacts are manifold, such as
systems modeling, testing and simulation with models in the loop; the combination
of several quality requirements such as safety; service-oriented advanced operating
systems with secure communication platforms such as adaptive AUTOSAR (Auto-
motive Open System Architecture); multisensor fusion and picture recognition for
ADAS (Advanced Driver Assistance Systems) and autonomous driving; distributed
end-to-end security for flexible remote software updates directly into the cars’
firmware; connectivity of cloud technologies and IT backbones with billions of
cars and their on-board devices for infotainment, online apps, remote diagnosis and
emergency call processing.

This book comprehensively introduces to automotive software architecture.
Authored by renowned expert Miroslaw Staron it provides a guided tour through
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the methodology and usage of automotive software architecture. Starting with a
brief introduction to software architecture paradigms it quickly moves to current
application domains, such as AUTOSAR. Architecture analysis with methods
such as ATAM of SEI provide hands-on guidance specifically at the current fast
paradigm change from classic networking controllers to the three-tier model of
future automotive IT.

With this book Miroslaw Staron and his co-authors target both engineers and
decision-makers in the automotive electronics and IT domain. They guide engineers,
developers and managers along the convergence of the two worlds of IT and
embedded systems. Education however has only in rare cases dedicated programs
for engineering this convergence of IT and embedded systems. Business models will
evolve towards flexible service-oriented architectures and eco-systems. Reference
points based on industry standards such as three-tier cloud architectures, adaptive
AUTOSAR, and Ethernet connectivity facilitate reuse across companies and indus-
tries. The classic functional split is replaced by a more service-oriented architecture
and delivery model. Development in the future will be a continuous process which
will fully decouple the rather stable hardware of the car from its functionality driven
by software upgrades. Hierarchic modeling of business processes, functionality
and architecture from a systems perspective allow early simulation while ensuring
robustness and security. Agile service delivery models combining DevOps, micro-
services and cloud solutions will allow functional changes far beyond the traditional
V approach.

The techniques presented in this book are not supposed to be the ultimate truth,
but provide direction in a fast evolving field. It will help you as well as your
organization to grow your maturity. Our society and each of us depend on seamless
mobility, and so we need to also trust these underlying systems of infrastructure
and vehicles. Let’s evolve the necessary technology, methods, and competences in a
good direction to stay in control of automotive software and avoid the many pitfalls
of classic IT systems. For this reason I wish this book all the best and good success.

As with all architecture independent of application domain, we should not forget
the wisdom of another great leader, Winston Churchill, who once said: “However
beautiful the strategy, you should occasionally look at the results.”

Stuttgart, Germany Christof Ebert
February 2017



Preface

Even since I've learned how to drive, I’ve been an enthusiast of cars and driving.
The ability to “go places” and be in charge of the machine that can take us to
these places has always been something that I’ve loved. When I entered the field
of computer science and software engineering, the software was present in cars in
very few places—basically only to control the ignition of the engine. At least that
was the case in the cars I owned at the time. However, I saw a large potential for
using computers in cars.

It is the ability to use more software in cars that triggered my interest in
automotive software architectures. In 2015 my publisher contacted me and proposed
writing a book about topics I like. I managed to convince my colleagues—Darko
Durisic from Volvo Car Group, Per Johannessen from AB Volvo and Wilhelm
Meding from Ericsson—to help in writing some of the chapters.

In 2017 we managed to finish the book and we hope that it will provide a solid
ground for our readers in designing automotive software. We hope that by writing
this book we can contribute to a more exciting, yet at the same time safer, cars. We
have enjoyed writing the book and we hope that you, our reader, will enjoy reading
our book.

The purpose of the book is to introduce the concept of software architecture as
one of the cornerstones of software in modern cars. The book is a result of my
work in the area of software engineering, with particular focus on safety systems
and software measurement. Throughout my research, I've worked with multiple
companies in the automotive and telecom domains and I have noticed that over time
these domains became increasingly similar. The processes and tools for developing
software in modern cars became very similar to those used in the development of
telecommunication systems. The same is very true about software architectures—
initially very different, today they are increasingly similar in terms of architectural
styles, programming paradigms and architectural patterns.

The book starts with a historical overview of the evolution of software in modern
cars and the description of the main challenges which drive the evolution. Chapter 2
describes the main architectural styles of automotive software and their use in car’s
software. In Chap. 3, the reader can find a description of software development

xi



xii Preface

processes used to develop software on the car manufacturer’s side. Chapter 4
introduces AUTOSAR—an important standard in automotive software. Chapter 5
goes beyond simple architecture and describes the process of detailed design of
automotive software with the use of Simulink, which helps us understand how
the detailed design links to the high-level design. Chapter 6 presents a method for
assessing the quality of the architecture—ATAM (Architecture Trade-off Analysis
Method)—and provides an example assessment. Chapter 7 presents an alternative
way of assessing the architecture, namely by using quantitative measures and
indicators. In Chap. 8 we dive deeper into one of the specific properties discussed in
Chap. 6—safety—and can read about the important standard in that area—ISO/IEC
26262. Finally, Chap. 9 presents a set of future trends that seem to emerge today that
have the potential to shape automotive software engineering in the coming years.

Gothenburg, Sweden Miroslaw Staron
January 2017
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