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Abstract. Population protocols (Angluin et al. PODC, 2004) are a for-
mal model of sensor networks consisting of identical mobile devices. Two
devices can interact and thereby change their states. Computations are
infinite sequences of interactions satisfying a strong fairness constraint.

A population protocol is well specified if for every initial configuration
C of devices, and every computation starting at C, all devices eventually
agree on a consensus value depending only on C. If a protocol is well
specified, then it is said to compute the predicate that assigns to each
initial configuration its consensus value.

While the computational power of well-specified protocols has been
extensively studied, much less is known about how to verify their correct-
ness: Given a population protocol, is it well specified? Given a population
protocol and a predicate, does the protocol compute the predicate? Given
a well-specified protocol, can we automatically obtain a symbolic repre-
sentation of the predicate it computes? We survey our recent work on
this problem.

Population protocols [3,4] are a model of distributed computation by anony-
mous, identical finite-state agents. While they were initially introduced to model
networks of passively mobile sensors [3,4], they capture the essence of distrib-
uted computation in diverse areas such as trust propagation [16] and chemical
reaction networks [27], a popular model for theoretical chemistry.

The Model. A protocol has a finite set of states Q, and a set of transitions of the
form (q, q′) �→ (r, r′), where q, q′, r, r′ ∈ Q. At each computation step of a popula-
tion protocol a scheduler selects two agents, observes their current states, say q1
and q2, selects a rule with (q1, q2) on the left-hand side, say (q1, q2) �→ (q3, q4),
and updates the states of the agents to q3 and q4

1. Since agents are anonymous
and identical, it is irrelevant which agent moves to which state. Further, the
global state of a protocol is completely determined by the number of agents at
each state, i.e., by a mapping Q → N. Such a mapping is called a configuration.

Without loss of generality, one can assume that for every two states q1, q2
the protocol has at least one transition of the form (q1, q2) �→ (q3, q4) for some

1 Since I am often asked this question, let me mention that extensions to k agents for
some k > 2 can be easily simulated by protocols with k = 2.
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states q3, q4 (perhaps the transition (q1, q2) �→ (q1, q2) that does not change the
current configuration). Then the protocol cannot block, and all computations
have an infinite number of steps. Schedulers are requested to satisfy a fairness
condition: if a configuration C appears infinitely often in the execution, then
every transition enabled at C is taken infinitely often in the execution. This con-
dition approximates the behavior of a probabilistic scheduler that selects agents
at random, either uniformly or according to some fixed probability distribution.

Computing with Population Protocols. Population protocols are machines
for the distributed computation of predicates N

n → {0, 1}. In the simplest ver-
sion, a predicate P (x1, . . . , xn) of arity n is computed by a protocol with initial
states q1, . . . , qn. Given k1, . . . , kn ∈ N

n, the value P (k1, . . . , kn) is computed by
preparing the initial configuration C0 given by C0(qi) = ki for every 1 ≤ i ≤ n
and C0(q) = 0 for every non-initial state q, and letting the protocol run. Intu-
itively, P (k1, . . . , kn) = b holds if in every fair execution starting at C0, all agents
eventually agree to b and do not ever change their mind—so, loosely speaking,
population protocols compute by reaching consensus. But what does it mean
that the agents agree to b? For this, we define a mapping that assigns to every
state q ∈ Q an opinion O(q) ∈ {0, 1}, with the intended meaning that agents
at state q have opinion O(q). Therefore, we have P (k1, . . . , kn) = b if every fair
computation C0 C1 C2 . . . reaches a configuration Ci such that for every j ≥ i
and for every state q satisfying Cj(q) > 0, the state q satisfies O(q) = b.

Observe that not every protocol computes a predicate. It is easy to construct
protocols such that for some initial configuration C0 some fair computation never
agrees to a value, or for which two fair computations agree to two different values.
We call such protocols ill specified, and say that a protocol is well specified if it
is not ill specified.

Computing Power. Most of the work on population protocols carried out by
the distributed computing community has concentrated on characterizing the
predicates computable by well-specified protocols. In particular, Angluin et al.
[3,4] gave explicit well-specified protocols to compute every predicate definable
in Presburger arithmetic, the first-order theory of addition, and showed in a
later paper (with a different set of authors) that they cannot compute anything
else, i.e., well-specified population protocols compute exactly the Presburger-
definable predicates [5,7]. There is also extensive work on the computational
power and runtime of protocols. For example, protocols for any Presburger-
definable predicate satisfying a certain runtime guarantee are shown in [6], while
other papers have designed particularly efficient protocols for specific predicates
(see e.g. [2]).

Verification Problems for Population Protocols. The verification com-
munity is interested in other questions. Given a population protocol, is it well
specified? Given a population protocol and a Presburger predicate (represented



Advances in Parameterized Verification of Population Protocols 9

by a Presburger formula), does the protocol compute the predicate? Given a
well-specified protocol, can we automatically obtain a symbolic representation
of the predicate it computes? It is also interested in properties concerning the
executions of a protocol, seen not as a device for the distributed computation
of a predicate, but as a concurrent system. In particular, we are interested in
checking if a protocol satisfies a given temporal logic specification expressed in,
for example, Linear Temporal Logic, one of the standard specification languages.
All these problems are challenging because of their parameterized nature. The
semantics of a population protocol is an infinite family of finite-state transition
systems, one for each possible input. Therefore, any of the problems above is
actually a question of the form: Do all members of the family satisfy a certain
property?

Deciding the property for one single member requires to inspect only one
finite transition system, and can be done automatically using a model checker.
This is the approach that verification researchers investigated first [11,12,28,31],
but it only proves the correctness of a protocol for a finite number of inputs.
Alternatively, one can also formalize a proof of well specification in a theorem
prover [15], but this approach is not automatic: a human prover must first come
up with a proof for each particular protocol. Can we go beyond this? The ver-
ification community has studied parameterized verification problems for a long
time (see [9,17]), and so at first sight one could feel optimistic. Unfortunately, the
techniques developed in this area cannot be applied to the analysis of population
protocols. It is worth to spend some lines explaining why.

Classical Parameterized Verification Techniques Do Not Work. Many
simple parameterized models of computation have Turing power, and so all inter-
esting analysis problems are undecidable for them [8]. For example, given a
Turing machine M and an input x, we can easily construct a little finite-state
program that simulates a tape cell. The program has a boolean variable indi-
cating whether the head is on the cell or not, a variable storing the current
tape symbol, and a third variable storing the current control state when the
head is on the cell. A agent running the program communicates with its left
and right neighbors by message passing. If M accepts x, then it does so using a
finite number N of tape cells. Therefore, the instance of the system containing
N agents eventually reaches a configuration in which the value of the control-
state variable of a agent is a final state of M . On the contrary, if M does not
accept x, then no instance, however large, ever reaches such a configuration. So
the reachability problem for parameterized programs is undecidable. However,
this proof sketch contains the sentence “the program communicates with its left
and right neighbors”. This is achieved by giving agents an identity, typically a
number in the range [1..N ]. This number appears as a parameter i in the code,
and so it is not the case that all agents execute exactly the same code, but the
code where the parameter is instantiated with the agent identity. Since in pop-
ulation protocols agents have no identity, the argument above does not apply.
So, are parameterized verification questions for systems consisting of completely
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identical agents decidable, and, if this is the case, can these results be applied
to population protocols?

The answer to the first question is positive but, unfortunately, the second is
not. Many questions about systems of identical agents can be proved decidable
using the theory of well-quasi orders [1,21], which have become the standard
mathematical tool for parameterized verification. Loosely speaking, the theory
can be applied when the specification to be checked satisfies a monotonicity
property: if the instance consisting of N agents satisfies the property, then for
every K the instance with N +K agents will also satisfy it. However, the central
verification questions for population protocols, like well-specification, are not
monotonic. This is due to the notion of fairness inherently present in population
protocols. While an execution of the instance of the protocol running with N
agents is also an execution of the instance with N +K agents (the K additional
agents just do not participate in the execution), the same is not true for fair
executions, because the new K processes cannot be indefinitely left out. This
problem can be overcome for some simple notions of fairness, but not for the
particularly demanding one required by population protocols.

Parameterized Verification of Population Protocols. In 2014 I started an
initiative to attack the parameterized verification of population protocols, which
has been (and continues to be) quite successful. Together with my colleagues and
students Michael Blondin, Pierre Ganty, Stefan Jaax, Jérôme Leroux, Rupak
Majumdar, and Philipp J. Meyer, we have

– obtained decidability and undecidability results that establish the limits of
what is algorithmically achievable, and several complexity bounds showing
that many questions have very high complexity; and

– initiated the study of population protocols that are good for verification:
classes of protocols with the same expressive power as the general class, but
with more tractable verification problems.

In the rest of this note I summarize our results.

Decidability of Central Verification Questions. In [18], a paper published at
CONCUR 2015, we showed that the three central verification problems for pop-
ulation protocols are all decidable:

(a) Given a population protocol, is it well specified?
(b) Given a population protocol and a Presburger predicate (represented by a

Presburger formula), does the protocol compute the predicate?
(c) Given a well-specified protocol, can we automatically obtain a symbolic rep-

resentation of the predicate it computes?

We call (b) the fitting problem (whether a given protocol fits the specification),
and (c) the tailor problem (tailoring a protocol that fits the specification). The
proofs relied on breakthrough results by Jérôme Leroux on the theory of Petri
nets, a model very close to population protocols [22–25]. Shortly after submitting
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this paper we were able to substantially improve our results: We showed that
questions (a) and (b) are recursively equivalent to the reachability problem for
Petri nets, eliminating the need for the most advanced and complicated of Ler-
oux’s results (the ones of [22]). These improvements are contained in the journal
version of [18], recently published in Acta Informatica [20] (I do not recommend
to read [18] any more!).

The reductions from the reachability problem show that there is little hope of
finding reasonably efficient algorithms for arbitrary protocols, even small ones:
The reachability problem is known to be EXPSPACE-hard, and all known algo-
rithms for it have non-primitive recursive complexity (actually, the first explicit
upper bound for the problem was only obtained very recently, see [29] for a
recent survey). In particular, there are no stable implementations of any of these
algorithms, and they are considered impractical for nearly all applications.

To solve problem (c), we introduce a notion of certificate of well-specification
for a protocol. We provide algorithms that, given a protocol and an advice string
decide if the string is a certificate, and extract from it a Presburger formula of the
predicate computed by the protocol. The overall algorithm for problem (c) just
enumerates all advice strings, checks if they are a certificate, and if so computes
a formula. However, this algorithm may not terminate if a protocol happens to
have no certificates. So we also show that this is not the case: every well-specified
protocol has at least one certificate. Since this certificate approach only provides
two semi-decision algorithms for problem (c), we know even less concerning its
complexity, no upper bound has been given yet.

Decidability of Model Checking Problems. Population protocols have been used
to model systems beyond their initial motivation in distributed computing. In
particular, they can also model trust propagation [16], evolutionary dynamics
[26], or chemical reaction systems [27,30]. These systems do not always aim
at the computation of predicates, or, if they do, they do not compute them
in the way defined by Angluin et al. [3]. With more diverse applications of
population protocols comes also new properties one would like to reason about.
For instance, Delporte-Gallet et al. [14] studied privacy in population protocols.
They proved (by hand) different properties of specific protocols, like “the system
can reach a good configuration without any interaction involving a distinguished
agent p0”. For these reasons, in [19], published at FSTTCS 2016, we studied the
general model checking problem for population protocols against probabilistic
linear-time (LTL) specifications. We use the probabilistic semantics in which the
scheduler selecting the agents at each step proceeds stochastically. We assume
that each transition carries a label that can be observed whenever it occurs. This
assigns to each computation an infinite word over the set of labels. We can then
speak of the probability of the set of computations satisfying a given formula φ
of LTL. We show that the qualitative model checking problem (i.e., deciding if φ
holds with probability 1) is decidable, while the quantitative problem (deciding
if the probability that φ holds exceeds a given probability) is undecidable.
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Efficiently Verifiable Protocols. The theoretical results of [18,20] on the well-
specification problem can be reformulated as: the membership problem for the
class WS of well-specified protocols is decidable but at least as hard as the
reachability problem for Petri nets. This motivates the search for a class of
protocols properly contained in WS and satisfying the following three properties:

(a) No loss of expressive power : the class should compute all Presburger-
definable predicates.

(b) Naturality : the class should contain most protocols discussed in the litera-
ture.

(c) Feasible membership problem: membership for the class should have reason-
able complexity.

The class WS obviously satisfies (a) and (b), but not (c). In our most recent
work, currently under submission and available online in [10], we introduce a new
class WS3, standing for Well-Specified Strongly Silent protocols. We show that
WS3 still satisfies (a) and (b), and then prove that the membership problem for
WS3 is in the complexity class DP; the class of languages L such that L = L1∩L2

for some languages L1 ∈ NP and L2 ∈ coNP. This is a dramatic improvement
with respect to the EXPSPACE-hardness of the membership problem for WS.

Our proof that the problem is in DP reduces membership for WS3 to check-
ing (un)satisfiability of two systems of boolean combinations of linear constraints
over the natural numbers. This allows us to implement our decision procedure
on top of the constraint solver Z3 [13], yielding the first software able to auto-
matically prove well-specification for all initial configurations. We have tested
our implementation on the families of protocols studied in [11,12,28,31]. These
papers prove correctness for some inputs of protocols with up to 9 states and
28 transitions. Our approach proves correctness for all inputs of protocols with
up to 20 states in less than one second, and protocols with 70 states and 2500
transitions in less than one hour. In particular, we can automatically prove well-
specification for all inputs in less time than previous tools needed to check one
single large input.
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