
Preface

The first and only Mycrypt up to 2015 was Mycrypt 2005, wherein an unconventional
cryptography session featured papers with ideas that were beyond the norm. Since
Mycrypt 2005, substantial breakthroughs have been made in crypto and security in the
past decade, including notions pertaining to malicious security, i.e., where security is
no longer simply against bad guys but where good guys who are conventionally viewed
as mostly defensive can equally be adversarial. These align well with recent trends
wherein trusted parties need not necessarily be trustworthy, and where insiders can
potentially be malicious.

Mycrypt 2016 was a rejuvenation of the Mycrypt series with a particular focus on
paradigm-shifting crypto research and thinking outside the current box. Jointly orga-
nized by the Multimedia University and Cyber Security Malaysia in cooperation with
the International Association for Cryptologic Research (IACR), it was held in Kuala
Lumpur, Malaysia, during December 1–2, 2016, at the Pullman Kuala Lumpur City
Centre Hotel, just before Asiacrypt 2016 took place in Hanoi.

The technical Program Committee (PC) comprised 41 experts from 19 countries
with an additional 51 external reviewers. We adopted a hybrid journal-like style where
there were two separate and independent calls each with its own review process. Each
submission was put through two stages, where after stage one some papers without
major issues were accepted or those without scientific merit rejected, while others were
put through to stage two for a further review after obtaining rebuttals from authors.
Every worthwhile submission was reviewed by at least two reviewers, and up to six
reviewers for some submissions requiring substantial deliberations. The server han-
dling the submissions, reviews, and discussions was hosted by Microsoft via its
Conference Management Toolkit (CMT). We thank all the PC members and external
reviewers for their passion and commitment to see this through. Note that in defying
convention, we have listed the PC and external reviewers in alphabetical order based on
first name first! This is not a new paradigm, but is somewhat unusual in the West.

A total of 51 complete submissions were processed through the review phases after
filtering checks, from which 21 papers were finally accepted for inclusion in the
technical program, with authors spanning 14 countries. Of these submissions, three
paradigm-revisiting papers that garnered a significant number of positive comments
and interest from PC members and external reviewers are listed in these proceedings
under the “Revisiting Tradition” category. Papers under “Different Paradigms” touch
on alternative or new perspectives on doing cryptography, while the “Cryptofication”
papers aim to bridge the gap between the physical world and the cryptographic world.
“Malicious Crypto” papers deal with the issues of backdoors, malware, and leakages,
while papers under “Advances in Cryptanalysis” aim to revisit existing cryptanalytic
techniques toward new formulations or measures. The “Primitives and Features” papers
are those that propose new variants of cryptographic primitives or new features.
Finally, the “Cryptanalysis Correspondence” section presents two concise papers that



had the unique feature of being able to obtain rebuttals from the authors of the attacked
schemes as part of an extended review process.

After much deliberation and considering the points made by PC members and
external reviewers, the paper “Another Look at Tightness II: Practical Issues in
Cryptography” by Sanjit Chatterjee, Neal Koblitz, Alfred Menezes and Palash Sarkar
was awarded Best Paper.

Mycrypt 2016 had the pleasure of two keynote talks, namely, Xavier Boyen of QUT
speaking on human primacy in crypto and Neal Koblitz of the University of Wash-
ington discussing paradigm shifts in our disciplinary culture. There was also an IEICE
invited talk sponsored by the IEICE Malaysia Section, by Goichiro Hanaoka on
user-friendly crypto.

As an additional twist to an otherwise conventionally structured program, several
Insight Papers were solicited for presentation at Mycrypt 2016 and/or inclusion in the
proceedings. Insight Papers were invited from researchers on their celebrated or recent
breakthrough results: these were notably on multi-prover interactive proofs, human
encryption, algebraic cryptanalysis, watermarking programs, polytopic cryptanalysis,
and the division property. Authors of such papers had the option of presenting at
Mycrypt 2016 physically or pre-recording a video clip to be shown during Mycrypt
2016 to the audience.

We thank the general chairs, Wei-Chuen Yau and Geong-Sen Poh, as well as the
local secretariat led by Cyber Security Malaysia for supporting the venue logistics and
outreach. We are also grateful to Tourism Malaysia for sponsoring the cultural dance
performance during the banquet dinner.

Starting with Mycrypt 2016, the Mycrypt series will continue to focus on
beyond-norm, paradigm-shifting, unconventional cryptography as we firmly believe
that a field can only advance if its research community revisits conventional paradigms,
rocks the crypto boat, questions the status quo, and raises controversial issues. Mycrypt
will thus henceforth be known as the International Conference on Malicious and
Exploratory Cryptology, and be co-located with major crypto/security conferences to
maximize the impact of its frontier-stretching theme.
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