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Abstract. In real-time systems, when failures of any nature come to
happen, high-value assets are put at risk and in some cases even human
lives. Due to this high criticality, developing improvements to these sys-
tems in order to increase their safety becomes a topic of high impor-
tance. This research reviews handoff procedures in IPv6 networks to help
identify those with lower latency and low packet loss during the opera-
tion, aiming to increase the efficiency of general communication in these
systems. For this, some handoff techniques found in the literature are
simulated and, from the obtained results, performance comparisons are
presented following specific statistical techniques to evaluate the perfor-
mance of computational systems. Finally, a discussion on the application
of these techniques in critical embedded systems is presented, specially
unmanned vehicles.

Keywords: Handover · Handoff ·Mobile IPv6 · Safety-critical vehicles ·
Unmanned vehicles

1 Introduction

In the last few years there has been a growing interest in Unmanned Vehicles
(UV) and Unmanned Systems, leading to the co-existence of many different types
of vehicles e.g. aerial, terrestrial and aquatic vehicles. These systems should be
integrated into the airspace, on public roads or on aquatic environments following
specific laws and requirements of each scenario, mainly related to safety. Thus, it
is essential that communications carefully meet mobility and time requirements,
increasing the system overall capabilities and, consequently, allowing these vehi-
cles to be certified and integrated into their operation space.

UVs are becoming highly connected for cooperation purposes (e.g. distributed
tasks), and also to the Internet for real-time services provision (e.g. IoT and
cloud-based applications). Thus, a tendency on these areas is the use of IPv6
protocol that allows an exclusive address on the Internet and provides mobility
approaches suitable for UVs applications.
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Therefore, the study of handoff process on IPv6 is an important research
topic for applications that depend on wireless mobile networks, mainly due to
the fact that it is a critical aspect regarding connection quality that is impacted
by packet losses during handoff transition process. Thus, it is necessary to analyse
how worth the handoff process is considering network conditions (there might
exist a better network to choose to connect to) and the criticality of an ongoing
operation. Moreover, when it comes to high critical applications, handoff might
be a failure point to be considered.

The goal of this paper is to compare two handoff algorithms in IPv6 networks,
especially investigating the impact of mobility support. Our contributions extend
to embedded systems connected by IPv6 mobile networks, providing data and
comparisons that can be used by developers and researchers. We analyse aspects
such as run time in each step of the process and factors that influence the
decision-making algorithm, such as signal strength and data transmission rate.

The overall organisation of this paper is: Sect. 2 presents the state of the
art with related works that identify the gap addressed by this paper; Sect. 3
details the Internet Protocol version 6; Sect. 4 introduces a data communica-
tion architecture and emphasises the NIMBLE platform for mobility which was
proposed for safety-critical unmanned systems; Sect. 5 provides an explanation
about techniques used for results treatment; Sect. 6 demonstrates the simula-
tions experimental setup; Sect. 7 presents results and discussions; Sect. 8 con-
nects results and discussions to the UVs field; and, finally, Sect. 9 concludes the
paper.

2 Background

The advantage of wireless mesh networks is seen when self-organisation is coupled
with seamless handover to provide continuity of service to the users. Handover
(sometimes seen as handoff) is common in cellular networks, where mobile sta-
tions frequently move out of the coverage area of one cell tower and into that of
a neighbouring tower [7].

In [15], authors measured latencies of all handoff process stages. They con-
cluded that: (i) the wireless network adapter used in both the Mobile Unit (MU)
and the Access Points (APs) directly influences the handoff latency; (ii) differ-
ent MUs treat sequences of messages slightly different; and (iii) the search phase
takes about 90% of the handoff process time. However, authors did not explore
real situations even with simulated results, which might change the perception
if contextualised in some areas.

In [27], authors discussed the effects of handoff in data transmission. Simi-
larly to [15], they concluded that the network interface affects latency, and the
longest stage of the process is search. They have also noted that a MU can
keep receiving data from previously connected AP even during the search phase.
Finally, authors concluded that the behavior of handoff process depends not only
on the hardware used (network adapter), but also on data stream, e.g., if MU is
sending or receiving packets.
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In [4], authors discussed latency issues in Mobile IPv6 and its derivative
PMIPv6, highlighting the difficulty of using such handoff mechanisms in real-
time systems. To solve this problem, authors proposed a new handoff scheme for
PMIPv6 network that reduces latency and solves the loss problem.

We have identified that there is a lack of comparisons between IPv6 protocol
with and without mobility on the context of unmanned aerial vehicles (UAVs).
Thus, this paper will carry out a discussion on how handoff process impacts IPv6
networks from the point of view of unmanned aircraft systems (UAS) in general,
which includes not only the UAV, but all the supporting systems.

Next section will address important concepts review on IPv6.

3 Internet Protocol Version 6

In 1990s, the Internet Engineering Task Force (IETF) started developing the
successor to the IPv4 protocol. The motivation for that was the fact that 32-
bit IP address was beginning to be used up as more devices were connected to
the Internet with unique IP addresses. To respond for the need of a large IP
address space, a new IP protocol was developed. The Internet Protocol version
6 (IPv6) has also improved some aspects based on accumulated operational
experience with IPv4 [12]. There was considerable debate about when the IPv4
addresses would be completely allocated. Many approaches were developed since
then trying to prolong the use of IPv4 as much as possible. However, we have
been currently seeing major companies and institutions moving to IPv6, but the
transition may still take some time to be fully completed.

According to [12], the most important changes in IPv6 datagram (Fig. 1)
format are:

– Expanded addressing capabilities. IPv6 increases the size of the IP
address from 32 to 128 bits, ensuring that there will be enough IP addresses
for nowadays applications. As a comparison matter, every grain of sand on
the planet can be IP-addressable.

– A streamlined 40-byte header. The 40-byte fixed-length header allows
for faster processing of the IP datagram. A new encoding of options allows
for more flexible options processing.

– Flow labelling and priority. IPv6 has an elusive definition of a flow e.g.
audio and video transmission might likely be treated as a flow. On the con-
trary, the more traditional applications might not be treated as flows. Thus,
the designers of IPv6 foresee the eventual need to be able to differentiate
among the flows.

The following fields are defined in IPv6 [12] (see Fig. 1):

– Version. This 4-bit field identifies the IP version number.
– Traffic class. This 8-bit field is similar in spirit to the TOS in IPv4.
– Flow label. This 20-bit field is used to identify a flow of datagrams.
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Fig. 1. IPv6 datagram. This figure was adapted from [12].

– Payload length. This 16-bit value is treated as an unsigned integer giving
the number of bytes in the IPv6 datagram following the fixed-length, 40-byte
datagram header.

– Next header. This field identifies the protocol to which the contents (data
field) of this datagram will be delivered (for example, to TCP or UDP).

– Hop limit. The contents of this field are decremented by one by each router
that forwards the datagram. If the hop limit count reaches zero, the datagram
is discarded.

– Source and destination addresses. The various formats of the IPv6 128-
bit address are described in RFC 4291 [8].

– Data. This is the payload portion of the IPv6 datagram. When the datagram
reaches its destination, the payload will be removed from the IP datagram
and passed on to the protocol specified in the next header field.

3.1 Mobile IPv6

Mobile IPv6 (MIPv6) describes the protocol operations needed to keep a mobile
node connected to the Internet during its handover from one access router to
another. These operations involve movement detection, IP address configuration,
and location update (RFC 4068) [11]. Mobile IPv6 is an IETF standard that has
added the roaming capabilities of mobile nodes in IPv6 network (RFC 3775) [10].

The major benefit of this standard is that the mobile nodes (as IPv6 nodes)
change their point-of-attachment to the IPv6 Internet without changing their
IP address [6]. Moreover, MIPv6 is an update to Mobile IP (RFC 6275) [18],
designed to authenticate mobile devices using IPv6 addresses.

In traditional IP network routing, addresses represent a topology. The routing
mechanisms were made under the assumption that each network node has always
the same entry point to the Internet and that each IP address identifies the link
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to which it is connected. MIPv6 allows a mobile node to transparently maintain
connections as it moves from a network edge to another.

4 HAMSTER Architecture

The Healthy, Mobility and Security-based Data Communication Architecture
(HAMSTER) is divided into three main versions according to the most com-
mon types of unmanned vehicles (UV): aerial, ground and aquatic. Moreover,
two special platforms are defined: the first one is intended to control security
and safety aspects under all architecture versions, and the second one aims at
mobility aspects and external communications. Figure 2 presents an overview of
HAMSTER hierarchical organisation.

Fig. 2. HAMSTER versions and the specific modules for mobility (NIMBLE) and
safety and security (SPHERE).

Flying HAMSTER deals exclusively with the aerial segment. It was defined
based on specific characteristics and requirements of unmanned aerial vehicles
(UAV) and unmanned aircraft systems (UAS). Flying HAMSTER deals specifi-
cally with internal airplane communication (IAC), airplane-to-airplane commu-
nication (A2A) and airplane-to-infrastructure communication (A2I).

The main applications of UAVs are related to agricultural and environmental
monitoring, safety, military and civil defense. The aircraft is usually able to cap-
ture images for processing relevant information about a specific field, which may
contribute to improve productivity. There are several cases where they might
be applied in environmental and borders monitoring, or even applied as aerial
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sensors in networks for disaster management [20] and multiple UAV applications
[3,13,14,24,28].

Running HAMSTER deals specifically with vehicles on terrestrial seg-
ment. It was defined based on specific characteristics and requirements of
unmanned ground vehicles (UGV) and unmanned ground systems (UGS). Run-
ning HAMSTER treats internal vehicle communication (IVC), vehicle-to-vehicle
communication (V2V) and vehicle-to-infrastructure communication (V2I).

The objective of ground vehicles may vary from driver support in possi-
ble dangerous situations with the intention of preventing road accidents, to
autonomous driving with no human intervention, which could be used in urban
traffic, agriculture, industry and safety applications [29]. The sensor fusion tech-
nique is used for integration of multiple sensors such as cameras, digital com-
passes, and GPS, allowing the vehicle to become autonomous in both urban and
rural areas [25].

Swimming HAMSTER was designed for vehicles that operate on aquatic
environments. It was defined based on specific characteristics and requirements
of unmanned surface vehicles (UGV), unmanned undersea vehicles (UUV) and
unmanned water vehicles systems (UWS). Swimming HAMSTER is composed
by internal water vehicle communication (IWC), water vehicle-to-water vehi-
cle communication (W2W) and water vehicle-to-infrastructure communication
(W2I).

The aquatic vehicles have been used for various tasks, especially those related
to monitoring of oil exploration and maintenance of hydropower. The current
challenges for these vehicles go beyond autonomy, integrating other areas with
the distributed and embedded systems, such as computer networks, artificial
intelligence, software engineering, electrical, mechanical and mechatronics engi-
neering, among others. The multiple vehicles tasks are also challenging [1,30].

Every HAMSTER version has four platforms: NCI, the network criticality
index that measures a node’s criticality within a network; NP, the navigation
phases platform that aims at energy saving techniques; SPHERE, the security
and safety platform; and NIMBLE, the mobility platform [19]. Next subsection
will briefly introduce NIMBLE, the HAMSTER’s platform for mobility which is
the focus of this paper.

4.1 NIMBLE: Mobility Platform

Be it an infrastructured network or a mobile ad hoc network, mobility is an
important requirement for UVs. In the air, mobility can be even more challeng-
ing than in roads and in the ocean, but all of them have somehow a demand
for mobility. Naturally, ad hoc is the most challenging operating mode, since
it does not rely on a fixed centralised access point and nodes move at high
speeds and (sometimes) in unpredicted paths. Although seeming not so chal-
lenging, infrastructure-based communications may demand mobility approaches
as well. That way, NIMBLE was conceived with the view to encompass mobil-
ity in M2X communications on HAMSTER architecture. It stands for NatIve
MoBiLity platform for unmanned systEms.
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Communication is a crucial aspect of, and one of the biggest challenges in,
the design of multiple-vehicle systems [3,5]. In the simplest scenario, all vehicles
are directly connected to a common infrastructure, and this can act as an inter-
mediary for all communications among them. However, this strategy has several
problems. Firstly, each vehicle must be equipped with expensive and complex
hardware in order to perform the long-distance communication with the control
station or satellite. Secondly, many factors may compromise communication reli-
ability such as changing environmental conditions, the high mobility of vehicles,
different terrain topologies, or obstacles. Finally, the typical use of a ground
control station (GCS) to provide the communication infrastructure limits the
mission target locations to the GCS coverage area, since beyond that vehicles
disconnect from the network, and become unreachable.

The implementation of an ad hoc network connecting all vehicles is one of
the most feasible alternatives to infrastructure-based communication. An ad hoc
network is composed by nodes that also act as routers, forming a temporary
network with no fixed topology or centralised administration [23]. This approach
increases the mission target area, since communications among vehicles and the
GCS can be routed through other vehicles in a series of hops. Also, even if there
is no connection to a GCS, the nodes can form an ad hoc network to share
information or work in cooperation.

Ad hoc networks are classified according to their implementation, utilization,
communication and mission objectives. If the nodes that compose an ad hoc
network are mobile, the network is classified as MANET (Mobile Ad hoc NET-
work). For vehicle-specific applications, MANETs are sub-divided into UANET
(Underwater Ad hoc NETwork) for aquatic vehicles, VANET (Vehicular Ad hoc
NETwork) for terrestrial vehicles, or FANET (Flying Ad hoc NETwork) for
aerial vehicles [2,22], as illustrated by Fig. 3.

Each type of vehicular network faces different, unique challenges: for instance,
a UANET must deal with an underwater transmission medium, and VANETs
often encounter unexpected road obstacles. However, it has been recognized that
FANETs have to address more challenging issues than other ad hoc networks
[2,22], because of the following specific characteristics:

– Higher node mobility. FANET nodes typically have higher mobility than
those in other types of MANET. As a result, a FANET’s network topology can
change more frequently, which increases the overhead caused by connecting
and routing operations.

– Multiple connections. In many applications, the nodes in FANETs collect
environmental data and then retransmit it to the control station, similarly to
wireless sensor networks [21]. Therefore, FANETs have to manage multiple
communications between UAVs and monitoring stations, as well as providing
support to peer-to-peer connections among UAVs.

– Very low node density. Typical distances among nodes in FANETs are
usually longer than in MANETs and VANETs clapper2007unmanned; thus,
the communication range in FANETs must also be greater than in other
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VANETUANET

FANET

MANET

Fig. 3. Relationships between different types of mobile ad hoc networks (MANET):
underwater ad hoc networks (UANET), vehicular ad hoc networks (VANET) and flying
ad hoc networks (FANET).

networks. This imposes more demanding requirements for radio links and
other hardware elements.

– Heterogeneity. UAV systems may include heterogeneous sensors, and each
of them may require different strategies for data distribution.

– Obstacles. Due to the higher node mobility, obstacles may randomly block
links among UAVs, which must be addressed in order to provide different
temporary communication paths, avoiding the disconnection of nodes.

External communications on HAMSTER architeture are dealt by NIMBLE
platform. Figure 4 illustrates NIMBLE’s submodules: ADHOC and INFRA.

Fig. 4. NIMBLE mobility platform is composed by ADHOC and INFRA submodules
for external communications.
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M2M communications, including mostly MANET and derivative networks, are
managed by ADHOC. On the other hand, INFRA is aimed at the management
of infrastructured communications e.g. sattelites and GCS (in HAMSTER case,
identified as CAGE). These submodules also concentrate efforts on mobility
models improvements.

The separation into two different modules provides the avantage of allowing
better approaches to each external communication. For instance, while commu-
nicating with an infrastructure, INFRA submodule will most certainly need to
transmit with higher signal strength due to longer distances from the UV to the
infrastructured element. On the contrary, while communicating with other UVs,
ADHOC should use appropriate ad hoc routing protocols for better message
delivery.

This paper tests specifically NIMBLE’s INFRA handoff process focused on
avionics. Next section presents the methodology.

5 Methodology

This section presents the simulator used for experiments execution, and the
criteria and results collection methods.

5.1 OMNeT++

OMNeT++ is an extensible, modular, component-based C++ simulation library
and framework, primarily for building network simulators [17]. Due to its general
structure, it can be used for analysis and study of different problems, including:

1. Modelling wired/wireless communication networks;
2. Protocols;
3. Architecture validation and distributed systems modelling;
4. Performance evaluation of complex systems;
5. Modeling and simulation of any system in which the approach to discrete

event is appropriate, and entities can be conveniently mapped.

OMNeT++ provides a component architecture for models. Components
(modules) are programmed in C++, then assembled into larger components and
models using a high-level language (NED). Reusability of models comes for free.
OMNeT++ has extensive GUI support, and due to its modular architecture, the
simulation kernel (and models) can be embedded easily into applications [17].

In addition to OMNeT++, this project uses INET [9]. INET Framework
is an open-source model library for the OMNeT++ simulation environment. It
provides protocols, agents and other models for researchers and students working
with communication networks. INET is especially useful when designing and
validating new protocols, or exploring new or exotic scenarios.
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INET contains models for the Internet stack (TCP, UDP, IPv4, IPv6, OSPF,
BGP, etc.), wired and wireless link layer protocols (Ethernet, PPP, IEEE 802.11,
etc.), support for mobility, MANET protocols, DiffServ, MPLS with LDP and
RSVP-TE signalling, several application models, and many other protocols and
components. Several other simulation frameworks take INET as a base, and
extend it into specific directions, such as vehicular networks, overlay/peer-to-
peer networks, or LTE [9].

OMNeT++ simulator was chosen to run the simulations that will be dis-
cussed in Sect. 6. We have implemented two simulations using INET Frame-
work and OMNeT++ to compare distinct handoff processes: with and without
mobility.

Nest subsection provides details on criteria and results collection.

5.2 Criteria and Results Collection

First, we have investigated a way of making simulations as similar as possible.
For instance, the speed at which the MU would move, plus routers distance and
coverage area must be the same in both simulations, in order not to compromise
results. Criteria used for comparison between algorithms are: process time and
signal strength.

The handoff run time criterion is perhaps the most complex and that best
defines the difference between processes. For some algorithms, it is highly impor-
tant for a handoff process to be performed as fast as possible due to the fact that
the MU needs to disconnect from previous AP to start sending requests to the
next one. Packet losses may occur due to disconnected time [26]. For example, if
there is a real-time video transmission, packets will likely be lost causing issues.

The handoff process can be divided into two phases [16], as shown in Fig. 5.
For further analysis, the run time is measured for each step separately, allowing
a step by step comparison. The first phase is defined as search. The MU scans
for nearby available APs. Once found, the AP in better conditions according to
the algorithm criteria, is the one chosen by MU for connection establishment.

Search phase can be divided into two steps: scanning delay and classification
delay. Still, in scanning delay, it is possible to scan each channel separately.
In practice, the initial event of the search phase is Beacon Timeout, i.e., the
MU has received at least three Beacon packets that were considered as noise,
representing a connection lost state, which leads to a new search for APs. In the
next event, the MU disassociates from AP1 and sends an internal command to
tune the channel 0, starting a new search. The scanning delay ends in the event
when the MU radio can tune channel 0, and then start the effective search.

The next step consists on scanning each channel in order to find an AP. This
scan takes place as follows: the MU tunes to a certain channel and listens for
incoming messages from any AP in that frequence, should it be a Beacon or a
Router Advertisement. Such listening process lasts a preset time. After that, the
MU is aware whether there is any AP operating in that frequency that can be
include on the list of new AP candidate. If a channel has been scanned and no
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Fig. 5. Phases of handoff process. This figure was adapted from [16].
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message was detected, the radio warns the management layer that the time limit
is over and no AP was found. A command for channel change is also triggered.

After the minimum scanning time and the positive identification of another
device operating on the same frequency, the MU sends a Probe Request message,
asking for information about how the AP works, e.g. transmission type, trans-
mission rate. The AP then responds with a Probe Response message. Later, the
MU updates the known AP list and proceeds with the scanning process. This
process is repeated for all four possible channels. After that, it terminates the
scanning delay process. For comparison matters, search times will be measured
on each channel, apart from the initial scan phase.

The last stage of the search phase is the classification delay, in which the MU
classifies all found APs. A limitation imposed by our simulator is seen in this
phase. Although it simulates these events as concomitant processes, they are not
so in reality. Thus, the classification delay cannot be measured in details, but its
overall time is included in results and does not imply problems for our analyses.

The next phase of handoff process is called Execution Phase. Here, the MU
exchanges messages with the AP in order to associate with it. Some of these
messages are the authentication request, followed by its response, request and
association response.

The received signal strength indicator (RSSI) of an AP is one of the decisive
factors of a handoff process. When making the decision of which AP the MU
will connect to, there must be a consideration about the best signal, which can
potentially avoid new handoffs.

Changing the decision-making policy can be a tricky task, since it is not
always possible to get access to codes that implement the direct process in real-
time operating systems. In our experiments, such change is not possible due to
simulator restrictions. However, we will carry out tests that help checking the
influence of some factors in the decision-making algorithm used by OMNeT++
simulator in this paper.

To analyse this by a different perspective, a new scenario has been proposed:
the inclusion of a new AP to our simulation that addresses a scenario with no
mobility. Thus, an area covered by three different APs was created. By changing
parameters of any AP, it would be possible to discuss about which aspect was
taken into consideration for the decision making.

The aspects we aim to analyse with this research are signal strength and data
transfer rate. Basically, the positioning of all three routers forms an equilateral
triangle, as shown in Fig. 6. In each test, the parameter of one of the APs were
modified in order to decrease one of its features. Afterward, scenarios in Table 4
were proposed.

Next section presents the experimental setup for experiments.
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Fig. 6. Network scheme adopted for testing handoff decision making algorithm.

6 Experimental Setup

6.1 IPv6 with Mobility

The “IPv6 with Mobility” simulation (MIPv6Network.ned) is part of the INET
simulations package [9]. This simulation allows the analysis of handoff process
on an IPv6 network with mobility.

The MIPv6Network is composed by five basic elements: mobile unit, access
points, routers, hub and fixed host. In addition, there are two elements in charge
of configuration. Figure 7 illustrates the scenario.
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Fig. 7. Graphical representation of MIPv6Network.

The MU is composed by a WirelessHost6 module. It is the MU, which is
always connected to an AP and moves among coverage areas. The APs used
in the simulation are both equal. They provide radio for routers i.e. wireless
communication between MU and Fixed Host.

The first router module, identified as Router6, acts as Home Agent. This
router captures packets for the MU should it be connected or not. The Router
called R 1 is the Foreign Agent, i.e. it distributes the packets generated by the
MU while outside the original network, and acts receiving the tunnelled packets
destined to MU. The other Router along with the Hub represents the Internet,
providing the tunnel between Routers that provide connectivity.

6.2 IPv6 Without Mobility

We have developed the “IPv6 wihout Mobility” simulation (handoff ipv6.ned) in
order to meet the requirements we are investigating. This IPv6 network performs
experiments of handoff without mobility. As the MU moves from one network to
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another, considering there is no support for mobility, it completely loses its link
with the native address, including a subsequent IP address change.

Figure 8 illustrates the simulation. One can point out that the network is
formed by a WirelessHost6 MU that supports MIPv6, but it has such a feature
disabled. As seen in “IPv6 with Mobility” simulation, two APs are used for
wireless communication between routers. They are both independent routers
that provide distinct links. This is a way of guaranteeing that no mobility is
used in our experiments.

Fig. 8. Graphical representation of handoff ipv6 network.

In addition to the network elements, two configuration modules were used:
ChannelControl (for managing wireless communications, including distances and
possible interferences), and flatNetworkConfigurator6 (which manages addresses
issues and routing tables).

Next section will present results and discussions.

7 Results and Discussions

7.1 Run Time Results

As mentioned in “Methodology” section, the time needed for a MU to either
interpret three lost Beacons and decide to start a new search, cannot be calcu-
lated with our simulator. Thus, it will not be considered for comparison purposes,
since it does not affect the results integrity.
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Table 1 presents the measured run times of total scanning of frequency chan-
nels during handoff process in both simulations. The factor which was more
decisive on run time was the number of scans that the MU had to perform
before finding an available AP. This difference is noticeable in scenarios where
there is intersection between the signal coverage areas (Scenarios 1 and 2) than
those with no intersection (Scenarios 2 and 3). If there is no intersection, as
the MU loses the first AP signal, it initiates a search on all channels. If this
time is not enough for the MU to enter the area of another AP, it will have to
perform other complete search. Repeating these searches is a very costly process
that also compromises the efficiency of the handoff process, since each additional
search takes 1.25 s. In a scenario of high transmission rates, e.g. in a video/audio
streaming, a new search might fully compromise the service, as it would mean
1.25 s disconnected from the AP, meaning a loss of thousands of packets.

Table 1. Total scanning time for the tested scenarios.

Scenarios 1st exp. 2nd exp. 3rd exp. Scanning
repetitions

IPv6 without mobility 1 1 s 400 ms 1 s 400 ms 1 s 400 ms 1

2 1 s 400 ms 1 s 400 ms 1 s 400 ms 1

3 2 s 650 ms 2 s 650 ms 2 s 650 ms 2

4 6 s 400 ms 6 s 400 ms 6 s 400 ms 5

IPv6 without mobility 1 1 s 400 ms 1 s 400 ms 1 s 400 ms 1

62 1 s 400 ms 1 s 400 ms 1 s 400 ms 1

3 2 s 650 ms 2 s 650 ms 2 s 650 ms 2

4 6 s 400 ms 6 s 400 ms 6 s 400 ms 3

Still, in Table 1, one can point out that the velocity of a mobile node directly
impacts the handoff time on a situation in which there is no intersection of cells.
As the MU moves faster through the area without signal, it needs to perform
fewer scans and therefore connect faster to the new AP.

In the second phase of handoff process, it is performed authentication and
association of the MU with the AP. The authentication delay times are shown
in Table 2 and the association delay times are shown in Table 3.

The next handoff phase that impacts the total run time is the authentica-
tion/association process. In the case of authentication, there is a difference in
microseconds among all tested scenarios. In both scenarios, the IPv6 protocol
without mobility performed better than MIPv6 (Scenarios 2 and 3). On the other
hand, MIPv6 performed better in the other two. In association phase, MIPv6
took advantage in three scenarios, not being the best option only in the case
of travel speed and no cells intersection. This result indicates that MIPv6 can
facilitate the MU association process.

Finally, Table 4 shows the total handoff process run time in all eight tested
scenarios.
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Table 2. Authentication delay times for the tested scenarios.

Scenarios 1st exp. 2nd exp. Mean time

IPv6 without
mobility

1 2ms 375 us 943 ns 2ms 375 us 943 ns 2ms 375 us 943 ns

2 2ms 376 us 59 us 2ms 376 us 59 us 2ms 376 us 59 us

3 2ms 376 us 188 us 2ms 376 us 188 us 2ms 376 us 188 us

4 2ms 403 us 214 us 2ms 403 us 214 us 2ms 403 us 214 us

IPv6 without
mobility

1 2ms 349 us 88 us 2ms 349 us 88 us 2ms 349 us 88 us

2 2ms 403 us 226 us 2ms 403 us 226 us 2ms 403 us 226 us

3 2ms 402 us 582 us 2ms 402 us 582 us 2ms 402 us 582 us

4 2ms 402 us 609 us 2ms 402 us 609 us 2ms 402 us 609 us

Table 3. Association delay times for the tested scenarios.

Scenarios 1st exp. 2nd exp. Mean time

IPv6 without
mobility

1 1ms 523 us 971 us 1ms 523 us 971 us 1ms 523 us 971 us

2 1ms 506 us 29 us 1ms 506 us 29 us 1ms 506 us 29 us

3 1ms 497 us 94 us 1ms 497 us 94 us 1ms 497 us 94 us

4 1ms 507 us 70 us 1ms 507 us 70 us 1ms 507 us 70 us

IPv6 without
mobility

1 1ms 479 us 44 us 1ms 479 us 44 us 1ms 479 us 44 us

2 1ms 497 us 113 us 1ms 497 us 113 us 1ms 497 us 113 us

3 1ms 496 us 805 us 1ms 496 us 805 us 1ms 496 us 805 us

4 1ms 523 us 387 us 1ms 523 us 387 us 1ms 523 us 387 us

One can observe in Table 4 the predominance of scan time if compared to
authentication and association delays, which go from 300 times and reach up to
2000 times higher. It is important to point out that IPv6 without mobility per-
formed better and faster in three scenarios.

As a final remark, a few microseconds (less than 100 µs in all cases) do
not considerably affect the amount of received bits. For example, in a 2 Mbps

Table 4. Total handoff time for the tested scenarios.

Scenarios Total time

IPv6 without mobility 1 1 s 403 ms 899 us 971 us

2 1 s 403 ms 882 us 88 us

3 2 s 653 ms 873 us 282 us

4 6 s 403 ms 910 us 278 us

IPv6 without mobility 1 1 s 403 ms 828 us 132 us

2 1 s 403 ms 900 us 339 us

3 2 s 653 ms 899 us 207 us

4 6 s 403 ms 925 us 996 us
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transmission, around 2 bits per millisecond (ms) are sent — or 0.002 bits per
microsecond (µs). Differences of 100 µs result in the loss of 0.2 bit, which is
extremely small considering the amount of transmitted information.

7.2 Decision Making

In the first scenario for decision making evaluation, both APs are configured
to emit signals with the same power. However, AP1 operated with half the
AP2’s data transmission rate. At the end of scan, the handoff algorithm chose
to connect to AP1, as shown in Fig. 9.

Fig. 9. Handoff classification phase on Scenario 1.

The other analysed scenario contains two APs with the same data trans-
mission rate, however different signal strength. The algorithm has chosen to
associate with AP1, as shown in Fig. 10.

Fig. 10. Handoff classification phase on Scenario 2.

Regarding tests on Decision Making, the main conclusion is that the pre-
dominant factor in choosing an AP to connect was the signal strength received
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by MU at the scanning process. In the test performed in Scenario 1, in which
both APs operate with equal signal strength, and AP1 operates with half the
transfer rate of AP2, AP1 was chosen. This can be explained by the difficulty in
obtaining an overall symmetry of the problem: as much as the APs are equally
distributed, in the meantime while receiving the packet with information about
each AP signal strength, the MU has already moved. That leads to slight differ-
ences in results, as shown in Fig. 9. The predominance of signal quality explains
the choice for AP1, despite the low transmission rate.

The experiment in the second scenario only confirms the conclusion afore-
mentioned. When signal strength was far different, the chosen AP was always
the one that offered a higher signal quality.

It is important to clarify that tests conducted to observe decision making
were carried out in only one of the protocols mentioned in this paper, the “IPv6
with Mobility”. This choice was made due to the fact that the decision making
algorithm is linked to the simulator itself, not to the protocols. Thus, for any
handoff process in any OMNeT++ simulation, the decision making algorithm
was the same. The purpose of these tests were to get more information about
this algorithm and complement researches on handoff processes, and also to draw
conclusions that could help UAVs development and research. Such a discussion
will be presented in next section.

8 A Discussion on Safety-Critical Systems

As it could be seen in presented and discussed results, there is a small advantage
of “IPv6 without Mobility” when compared to “IPv6 with Mobility”, specifically
regarding handoff run time. Considering real-time systems, although seeming
irrelevant, such a small difference can be very important. In some applications,
such as aviation, critical embedded systems must have low failure rates, such
as a serious failure every 105 até 109 h of operation at most. Whereas delays in
communication can lead to failures, this difference becomes significant.

Taking the example of scenarios where terrestrial or aquatic vehicles operate
missions in isolated areas and UAVs are used to fly and collect/provide informa-
tion for terrestrial and aquatic networks, the flyovers cannot be performed more
than once depending on the local access conditions. In some cases, the UAV flight
range limit is very short, requiring the flight to be performed with higher speed
and only once. In this case, handoff process run time for connection among UAV
and terrestrial/aquatic vehicles could significantly impact the overall system.

Another practical example is related to smart cars and roads. On highways
with multiple APs, handoff operations happen frequently, which can lead to
inherent delays that may affect both safety and entertainment operations. Thus,
the mentioned small differences in run time can be important and should be
taken into account on these systems design, especially for real-time applications.
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9 Conclusions

This paper carried out a comparative evaluation between two IPv6 network
based handoff processes, with and without mobility. Some parameters such as
run time and decision making were taken into account for performance analysis.
In fact, the simulated results presented a slight advantage of handoff process
without mobility. As for real-time systems, such a small difference may be very
representative.

Although tests were conducted in a completely deterministic simulation and
the decision making algorithm was the same in both models, this paper presented
results that help researchers and developers to have insights on embedded sys-
tems behaviour using IPv6 protocol facing different handoff situations. These
experiments are part of the implementation of NIMBLE platform for mobility
on unmanned vehicles.

As future work we aim to perform similar experiments in real embedded sys-
tems prototypes running real-time operating systems (RTOS). These operating
systems meet the needs of such systems, and might also improve the communi-
cation performance. Moreover, new scenarios of UV applications should be taken
as examples for new experiments.
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