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Abstract. The paper deals with the synchronization mechanism among the
servers of a federation of distributed repositories for the constant updating of the
didactic-scientific material, its properties and its locations. A shared metadata
database is the synchronization point of reference and it allows to improve
performance in terms of searching and downloading. The proposed federation is
meant to deal with a large variety of different contents though the discussed
prototype implementation is concerned with scientific and educational subjects
in particular. Additional elements of evaluation are the capability of enhancing
collaboration and fault tolerance.
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1 Introduction

Thanks to their advanced tools and interoperable environments, the new technologies,
make available, any time and any place, learning object [1, 2] and repository facilities
needful both for training and information.

The content, repository platforms and e-learning systems can share in these envi-
ronments, are manifold. For our job, it is particularly interesting to note that repository
platforms, because of their powerful and flexible structure, allow a full management of
Learning Object Metadata (LOM).

In the current view, the e-learning content design implies the application of a devel-
opment model featured by material serialization, which has the ultimate goal of
obtaining self-consistent learning units (typically learning objects) in SCORM format.

In this context it suits the Glorep system [3], which, in order to facilitate the learning
objects (LOs) phases production, proposes a shared and distributed solution for the
education content, aimed at reuse, after a suitable classification and indexing [4, 5].

© Springer International Publishing AG 2017
O. Gervasi et al. (Eds.): ICCSA 2017, Part III, LNCS 10406, pp. 14-28, 2017.
DOI: 10.1007/978-3-319-62398-6_2



Synchronized Content and Metadata Management 15

The project is part of other research carried out within the workgroup which has
provided interesting ideas for the construction of the materials and for their treatment,
also in view of an extension of the taxonomy so far considered [6—10].

2 The Glorep Project

The leaders of the Glorep project (Grid Learning Object Repository) [11-15] are the
Mathematics and Computer Science Department and the Department of Chemistry,
Biology and Biotechnology of the University of Perugia. This project involves other
Chemistry Departments of Italian and foreign Universities, among which there are the
ones of Genoa and Thessaloniki (Greece) and is focused at implementing a federation
of repositories, supported by a cluster of SMEs (small and medium-sized enterprises)
coordinated by ECTN, in which the information is processed by LOs.

The aim of this activity is to integrate different software tools in order to enhance
the Glorep strength and efficiency for making it the reference product of the Virtual
Research environment [ 16, 17] called for funding at the recent EINFRA-9-2015 Horizon
2020 call [18].

Then, Glorep, the federation of distributed and shared repository is especially builded
for:

e Making available to a large community of teaching and learning the didactic and
scientific content they produced.

e Offering an environment that ensures the dynamic improvement of materials avail-
able through the correct storage and cataloging of revised versions

The federation is composed by repositories with equal rank, responsibilities, duties
and functions, which exchange among them the whole information about available LOs
[19, 20].

Glorep assigns to the modular CMS Drupal [21-23], the role of collecting, managing
and tracing the information on the distributed and collaborative networks.

Drupal is a free and open source content-management framework written in PHP
and distributed under the GNU GPL. It is powerful, flexible and customizable according
to the opinion of the Web community made of more than a million of users, with more
than one hundred developers. As already said, it is modular and highly flexible, provided
with more than 30 thousand modules to extend and customize its functionalities. More-
over, it is multiplatform.

It should note that the Drupal modularity is due to a bunch of modules that perform
only primary functions, but complemented, by its own developers, by APIs (Application
Programming Interface) which allow creating a lot of additional modules to extend its
functionality according to needs.

2.1 The GLOREP Features

There are various modules of Glorep interacting in order to allow a simple and quick
input and to find a LO. Whereas there are only two main features allowing the concerned
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modules to be effective and efficient: the use of the Dewey Decimal Classification (DDC)
[24] cataloging system and the use of IEEE LOM [25, 26].

Starting from the Drupal configuration standard, we implemented four new modules
in order to manage the wide federation and its contents:

e LinkableObject - To manage the LO: it enables the LO creation and upload it to the
servers. It also allows managing LO permissions, defining who can create and who
can view and download the learning material.

e SearchLO - To manage a distributed search of LO on wide federation: it is a searching
system of LO easy and intuitive.

e TaxAssistant - To manage LO classification step: it analyses the related metadata
entered by the user in order to help with the selection of the category better related
to the LO.

e CollabRep - To manage the federation: it can be used to create, join and quit a feder-
ation, and it performs synchronization recovery measures in case of communication
issues during updates.

Recently, fundamental changes have been made about synchronizing federated
servers. In particular, the old Collabrep module has been replaced with the new Glor-
epSynclO stand-alone daemon (as you can see in Fig. 1).

Tax Assistant

Suggest a

Account category

Linkable Object

Create
Content

SearchLO

Search
Linkable

Learning
Object

Administer

Propagates
etadata to all
federates

Fig. 1. The new schema of a Glorep server
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3 The Synchronization Mechanism of GlorepSynclO

3.1 Server.php

The main file of the entire daemon is called server.php, this is where everything comes
together and where most of the defined methods are being put to use in order to achieve
the main goal of the project: synchronization. This is the meat of the code [27, 28].

Before starting to talk about the mechanisms that are behind everything, we must
first understand exactly what the exact problem is we are trying to solve at this point.
We have a situation where a variable number of servers must provide data for a different
number of applications (in this case a web application). Each server has their own data-
base, containing data gathered from their users through forms, or any other kind of data
input. At this point, each server has its storage of data. But, what if these servers would
exchange data between them?

Proposition
One way of approaching this problem would be to directly transfer data from one server

to another. Directly exchanging data sounds like a good idea, if the number of servers
is not variable. We know, however, that our number of servers is variable, meaning that
anyone can choose to leave or join the federation.

This implies other problems, such as allowing every server to detect and distinguish
between the two events of leaving and joining the federation.

The resource cost of this method is also directly proportional to the number of servers
of the federation, meaning that the more servers there are the more resources it will cost
to keep everyone updated. This way of approaching is clearly a bad one.

Instead of using a direct point-to-point communication, a central database could
serve as an easier way of communication between servers (see Fig. 2).

[servenphp]

[server.php] [Shared.db] [server.php]

[server.php]

Fig. 2. The sharedBD based approach
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The central piece is a database, nothing more. We will be calling that “shared data-
base” from now on. In this mechanism, each server also has its own copy of the database
stored locally.

3.2 Objects and Owners

The local database stores all kinds of objects gathered from around the federation,
however we must distinguish between the ones created by the local federate and the ones
created by other federates, to do so we define:

o Owned Objects:
e The only objects the daemon will upload to the shared database are the ones
belonging to the local federate.
e Delegate Objects:
e The objects the local daemon must only download from the shared database.

3.3 Uploading

Let’s say we are hosting one of these servers. Every N seconds, if the shared database
is behind, the daemon would attempt to upload the local objects to the shared database.
Understanding the meaning of being ahead or being behind is key.

We will say the local database is ahead of the shared database when the owned
objects stored locally outnumber the owned objects stored on the shared database.

We will say the local database is behind the shared database when the delegate
objects stored on the shared database outnumber the ones stored locally.

Note that this mechanism implies that the local database could be both behind and
ahead of the shared database, in fact, the local database could contain more owned
objects, and less delegate objects.

However, how does the daemon know if the local database is ahead of the shared
database?

It all comes down to how the objects are stored inside databases.

Every record has:

e an auto-incremented attribute id,
e astring id_fd which indicates the name of the federate and
e anid lo.

The id_lo attribute is a numeric attribute that when combined with the id_fd produces
a unique key, this key identifies the object itself.

When working in the local database, the id_lo attribute and the id attribute, of the
owned objects, overlap.

Selecting the local owned object with the highest id_lo, will return the newest owned
object on the local database.

Selecting the owned object with the highest id_lo from the shared database, on the
other hand, will return the newest owned object stored on the shared database.
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The last step in finding out whether the local database is behind or ahead, is to
compare the two objects.

If they both have the same id_lo, it means the local database is not ahead.

If the shared object has a lower id_lo, it means the local database is ahead.

If the shared object has a higher id_lo, there will never be an instance when the shared
database will be ahead of the local database regarding the owned objects.

When the local database is ahead, simply passing along as offset the id_lo of the last
known proprietary object from the shared database to a devoted method
(Sync::upload_after_offset($offset, $local_db, $shared_db, $federate_name)), it will
upload every missing object to the shared database.

3.4 Downloading

Once established that the local database is behind, the download routine can start.

The download routine uses the method Sync::download_after_offset($offset,
$local_db, $shared_db, $federate_name) to download the missing delegate objects.

This time the last delegate objects must be compared.

If they both have the same id_lo, it means the local database is not behind.

If the shared object has a higher id_lo, it means the local database is behind.

If the shared object has a lower id_lo, the local database will never be ahead of the
shared database regarding the delegate objects, that’s because the delegate objects are
downloaded from the shared database to begin with.

When the local database is behind, the download routine will download each object
to the local database.

Each time an object is being retrieved from the shared database, a delete query is
executed. This query will delete every object in the local database that uses the same
id_fd and the same id_lo of the object that is about to be pushed in the database.

This mechanism allows the federates to overwrite their own objects and propagate
the changes across the federation network.

3.5 Updating

Every iteration, after executing the upload routine and the download routine, a third
routine is executed. In order to keep the shared database updated with every change that
passes locally, the daemon iterates through a table stored in the local database called
lo_update_log, this table is populated by a MySql trigger, which executes every time
an object is updated locally.

Through the iteration, GlorepSynclO, will retrieve the owned objects referenced in
lo_update_log, which are not draft, and it will propagate the changes to the shared
database.

The changes are propagated by simply sending the whole object with the new meta-
data, this object will be then stored in the shared database, and every other server that
executes the download routine, will notice that the object is a duplicate and will overwrite
the existing one/s (Fig. 3).
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Fig. 3. The GlorepSynclO schema
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4 The GlorepSynclO Components

The GlorepSynclO daemon uses messages, readers and writers. Figure 4 shows the main
features of each of these components used by GlorepSynclO daemon.

BT secra 3
y content64
Extend | -sender socket Extend . . Include oSE g
-address BTN 7“?1” send_to
i & #callback -port
-miu
resilt T -query_string_history
' -query_index
+run :Include -last_error File64
#callback : ~current_index
> = -content64
+commit -name
+auto_commit _extention
+prepare -short_name
+query
+get_connect_error +send_to
+get_ermror

+update_after_offset
+update_all
+upload_after_offset
+upload all
+download_after_offset
+download _all

+select_query_index
+select_query_next
+select_query_prev
+execute_selected_query
+close

+get_last_update_log

Fig. 4. The GlorepSynclO class diagram

4.1 Messages

Once a machine is connected through a socket to our daemon, there are two types of
messages that can be sent to us. The first one is a text message using the TextMessage64
class, and the second type is a file using the FileMessage64 class.

4.1.1 FileMessage64

The FileMessage64 class will create a FileMessage64 object, which will contain the data
of the specified file. The data will not be stored as binary; instead, the binary string will
be converted into a base64 string, and will be stored as such.

The reason behind storing a base64 string is quite simple: before sending our
message, we want to wrap our file inside a JSON (JavaScript Object Notation) object
[29], so we can send some side information about our file, such as the file’s name, size,
and type and we want to avoid JSON parsing errors in doing so.

JSON objects are very light and have a very simple syntax, thus are very easy to
parse, however this is a double-edged sword.

Let’s say I want to send a file as a binary string (which, again, we are not doing).

The actual string will not be stored as binary numbers in your variable; instead, it
will be hashed using the Unicode standard.

Your file’s contents will probably look something like this:

[...] &OSEC it #aPHU {E[@HCE%0¥a<Ta TH-RuSWi-£V>-#0wiNO,0 [...]
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As you can see, the domain of the string contains some JSON wild characters such
as “{”, which could escape the JSON encoding algorithm.

One way to avoid this problem is to convert our binary string into a base64 string
since the base64 alphabet table is much smaller and does not contain any wild characters
that JSON might not like. Figure 5 shows the base64 characters table.

Value Char Value Char Value Char Value Char

0 A 16 Q 32 ¢ 48 w
1 B 17 R 33 h 49 x
2 C 18 S 34 i 50 y
3 D 19 T 35 j 51 z
4 E 20 U 36 k 52 0
5 F 21 v 37 1 53 1

6 G 22 W 33 m 54 2
7 H 23 X 39 n 55 3
8 I 24 Y 40 o 56 4
9 J 25 Z 41 p 57 5
10 K 26 a 42 q 58 6
11 L 27 b 43 r 59 7
12 M 28 ¢ 44 s 60 8
13 N 29 d 45 t 61 9
4 O 30 e 46 u 62 +
15 P 31 F 47 V. 63 /

Fig. 5. The table of base64 characters

4.1.2 TextMessage64
The TextMessage64 class acts almost identically to File64, they both send a stream of
data to the other end of the channel, and they both convert the message in base64, to
avoid the same parsing issue discussed above. The only difference here is the header of
the package that is being sent. While File64 would send a JSON object containing the
file’s content, name, size and type, TextMessage64 would send an object containing the
message and the type of its contents (which is set to “text-plain”).

After the content of the message has been encoded (being either File64 or TextMes-
sage64), it will then be wrapped inside a JSON Object, this object will then be also
encoded into a base64 string. Finally, the string is then sent to the receiver.

4.2 Readers

Readers are a way for the server to read messages sent to their socket.
Reader64 is an abstract class which extends Thread, thus Reader64 will define the
method called run. Reader has a defined construct; it requires a socket (which will be
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used to read the incoming data) and a Maximum Transmission Unit (MTU) (which is
used to read chunks of bytes from the stream of data).

Reader will start reading chunks of data from the socket buffer, each chunk will be
appended to a temporary variable until there’s nothing left inside the buffer.

Once the message has been read, it’s contents encoded in base64 will be passed to
an abstract callback method, along with the sender’s IPv4 address and the port of the
sending application.

The message that is being received at this point is nothing more that a base64 encoded
string. Before passing the string to the callback method the string is decoded from Base64
into a JSON object, so there’s no need to decode it afterwards.

Reader64 is an abstract class, thus, it cannot be instantiated and hence Server-
Reader64 is needed.

ServerReader64 extends Reader64 and it defines the body of the callback method,
which is named callback which provides 3 parameters: the message, the [Pv4 address,
the port number of the sending application.

4.3 Writers

Writers are a simplified way to send JSON encoded messages through a socket.

Writer64 is an abstract class which extends Thread. It also have an abstract callback
method, which will later be defined by the TextWriter64 and FileWriter64 classes, as
they both extend Writer64.

4.3.1 TextWriter64 and FileWriter64

TextWriter64 and FileWriter64 both extend Writer64, hence they both have to define a
protected method called callback. This callback method takes one single attribute, and
that is the socket to which the message is supposed to be written. Both these classes only
exist to provide some “sugar syntax” [30] when sending data to the daemon. They are
by no means required, in any situation, but they do help as they create a connection
behind the scenes, and then they properly close it, all in one single line of code when
creating an instance of the class itself.

4.4 DBConnection

DBConnection class does not extend mysqli (MySQL Improved Extension) [31], instead
it uses a private mysqli object in order to connect to the database, and provides a limited
number of methods to query the database in question.

When queries are sent to the database they are also saved to DBConnection inside
an array, this allows DBConnection to quickly move backwards and forwards through
the queries and execute them multiple times. Prepared statements are not saved when
executed. DBConnection makes use of the mysgli construct and has the user to pass
along the same parameters they would pass to mysqli (hostname, username, password,
database, port), however, instead of providing these parameters hard-coding them, the
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invoker can also only provide the first two parameters, referencing the ./settings/
general.ini file.

Using the second method might prove a bit more flexible, since the strings are fetched
from a file which can be easily edited at runtime.

The first parameter passed to the DBConnection construct must indicate which of
the two available databases it must connect to: the local database or the shared database.
The following keywords indicate the local database: local, localhost, 127.0.0.1.

These strings are not treated as IP addresses; they are just convenient, easy to
remember predefined strings, nothing more.
The following keywords indicate the shared database: shared, sharedhost.

4.5 Sync

The Sync class provides the methods used in the synchronization mechanism in
server.php, and ServerReader class.

4.5.1 Available Methods

Sync::upload_after offset(
int Soffset,
DBConnection  $local_db,
DBConnection  $shared db,

string $my fed
)
Parameters description:
Soffset
Offset from which objects will start being selected from database
$local db.
$local_db
Database from which the data will be selected.
$shared db
Database to which the data will be uploaded.
$my fed

Name of the local federate.

Selects objects from $local_db starting from $offset and uploads them to $shared_db.
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Sync::download_after offset(
int Soffset,
DBConnection  $local_db,
DBConnection $shared db,

string $my fed
)
Parameters description:
$offset
Offset from which objects will start being selected from database
$local db.
$local db
Database from which the data will be selected.
$shared db
Database to which the data will be uploaded.
$my fed

Name of the local federate.

Selects objects from $shared_db starting from $offset and uploads them to $local_db.

After the remote object has been obtained and saved in memory, this method executes
one more step before writing the object in the local database.

Before writing the object in the local database, every other object with the same id lo
and id fd will be deleted regardless the circumstances.

Sync::get last update log(
DBConnection  $local_db
)

Parameters description
$local _db
Database from which the data will be selected.

Returns the last row from table update_log in database $local_db. Table update_log
is used as a support table; no application should insert records in this table directly. The
local database uses a trigger in order to insert records in update_log. The trigger will
listen for an update event on the general table and insert a row in update_log afterwards,
using the value of the id_lo attribute of the new object as the local_id attribute of the
new record in the update_log table.
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update_after offset(
int Soffset,
DBConnection  $local db,
DBConnection  $shared db,
string $my fed
)

Parameters description
Soffset
Offset from which updates will start being selected from database
$local_db.
$local_db
Database from which updates will be uploaded from.
$shared db
Database to which the updates will be uploaded.
$my fed
Name of the local federate.

Selects rows from update_log starting from $Soffset. For each fetched row the relative
object from the general table is retrieved. If the object’s status is draft or the object’s
id_fd is not the same as the local federate’s name then do nothing.

Otherwise, the object will be uploaded to the shared database.

Finally, delete the currently selected record from update_log table and skip to the
next record.

5 Conclusion and Future Work

The new stand-alone synchronization daemon GlorepSynclO discussed in the present
paper allows an efficient synchronization among the servers of the federation of distrib-
uted repositories of chemical learning objects Glorep.

The change from the previous configuration is due to the separation of the synchro-
nization mechanism from the CMS hosting the local server.

The GlorepSynclO daemon executes the synchronization routine once every N
seconds. This way of proceeding might not be enough. In some cases we might want to
directly query the daemon and force the synchronization routine using a RPC. Sockets
allow the daemon to accept incoming (and request) connections from other machines
and read the incoming message, which in this case would be a Remote Procedure Call
(RPC).
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