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Abstract. A thought experiment on evolution of assurance argument is
performed on the basis of an interview with a manufacturer that applied
for a certification of conformance of their in-house software life cycle
to a safety standard. The working hypothesis of the experiment is that
assurance cases help find problems in arguments on software life cycle
and improve the life cycle. Based on the result of the thought experiment,
questions for further empirical studies are generated and the ontology of
relevant information items are analysed.
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1 Introduction

Assurance arguments must change as their target item (product, system, its life
cycle or service) changes. The item changes because of corrections or changes
in its environment, including the system connected to the item and the relevant
regulations.

The authors had an interview with a manufacturer who applied for a certifi-
cation for conformance of their in-house software life cycle to a safety standard.
They struggled to follow update of the standard. In some occasions, the manu-
facturer had a valid argument for the conformance of their initial software life
cycle, but the certification body found it unacceptable and the manufacturer
had to modify their life cycle in order to give an argument that the life cycle
conforms to the revised standard. The manufacturer recorded their initial soft-
ware life cycle but did not record their assurance argument on it in such a way
that enables tracing the problem.

The authors surmised that a logical support by means of assurance cases
could have reduced the struggle after the rejection. This led the authors to
set up the working hypothesis that assurance cases help find logical problems
in arguments on software life cycle and improve the life cycle and perform a
thought experiment that explicates how assurance cases help.
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Logical here does not only mean “according to logical inference” but also
“according to ontology” (i.e., vocabulary and basic assumptions that frames the
arguments). In order to focus on logical aspects of assurance arguments and to
abstract away from the irrelevant aspects, a hypothetical safety standard and
hypothetical software life cycles are used in this work.

The thought experiment is performed in the following hypothetical setting.
It is assumed that a software manufacturer is applying for certification that their
own in-house software life cycle, named SLC1, conforms to a hypothetical safety
standard STD (Fig. 1). Before application, the manufacturer has had an assur-
ance argument that convinced themselves of the conformance and has developed
an assurance case Al that records the conformance argument. For that purpose,
there is a need for an interpretation I1 of STD in the context of SLC1, and I1 is
also documented in Al.

Unfortunately, the first application for a certification is rejected. The man-
ufacturer has to find the reason of rejection by itself because the certification
body does not provide it, as is common in certification. The assurance case Al
is examined and two possible reasons for rejection are found. To remedy these
problems, the interpretation of the standard in the context of the life cycle is
changed.

The manufacturer revises the interpretation and its in-house software life
cycle to obtain 12 and SLC2, and the assurance case A2 is developed to record
the relevant assurance argument. The scenario finishes with the success of the
second application.

(requirementsin)

assurance
standard

assurance

case A1 STD case A2
incl. 11 incl. 12
software life Interpretation 11 software life Interpretation 12
cycle SLC1 of requirements of cycle SLC2 of requirements of
fulfills STD in context of fulfills STD in context of
SLC1 SLC2
do not match (rejected) match (certified)
Inte_r!)ret_ation by Interpretation by
certification body certification body
of STD in context of of STD in context of
SLC1 SLC2

Fig. 1. Information items of the thought experiment

After the thought experiment, three questions are generated out of its result.
These questions may serve as a starting point and determine a framework of
further studies, which could be empirical work or other thought experiments.
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The ontology of relevant information items is also analysed. Information items
include standards, descriptions of items (software life cycle, in this work) to
conform to the standard, and interpretations of requirements of the standard in
the context of the item.

To sum up, the contribution of this work is two folds: generation of questions
for further studies and analysis of ontology of relevant information items.

This paper is organized as follows. The thought experiment of assurance argu-
ment is presented in Sects. 2-7. A hypothetical safety standard STD is presented
in Sect. 2. The standard, the following software life cycles and assurance cases
are presented to the extent only enough for the discussion in this paper. Section 3
presents a hypothetical software life cycle SLC1 for in-house use in a manufac-
turer. Section 4 provides the manufacturer’s interpretation I1 of requirements of
STD in the context of SLC1 and assurance argument claiming that SLC1 con-
forms to the requirements of I1; these are compiled as the assurance case A2.
Sections 6 and 7 are about the modified software life cycle and assurance case
developed in response to rejection of application for a certification. This ends
the presentation of the thought experiment.

Questions generated by this thought experiment and the ontology for rel-
evant information items is discussed in Sect. 8, where relevant to this thought
experiment is also analysed. Section 9 concludes with a list of related work.

2 The Hypothetical Safety Standard STD

Our hypothetical safety standard STD specifies requirements on software life
cycle processes on top of the general requirements in ISO/IEC/IEEE 12207 [4].
For risk management, it contains the following requirement, among others.

(STD-1) The risk under the intended use of the target software and reasonably
foreseeable misuse shall be managed. The result of risk management shall be
documented.

In the sequel, we focus on conformance to this requirement.

3 The Software Life Cycle SLC1

The manufacturer has a software life cycle for its in-house use. It contains the
following processes, among others. The reader is referred to Fig. 2.

(SLC1-1) Define and record stakeholder needs and requirements. The output
includes the stakeholder needs and requirements, and records the intended
use of the software. It also records all misuses that are identified according
to the activity SLC1-0 (not shown).

(SLC1-2) Define safety requirements, which identify the requirements for
safety under the intended use and misuse identified in the document. The
input to safety requirements definition includes the stakeholder needs and
requirements.
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(SLC1-3) Manage risk. The activities include the following:
(SLC1-3)(1) analyse risk of the system satisfying the system/software
requirements,
(SLC1-3)(2) evaluate risk analysed above, and
(SLC1-3)(3) if the result of risk evaluation requires, provide means of con-
trolling risk and implement it; this task includes selection of risk control
measures, review of new risk introduced by the selected risk control mea-
sures, and review of risk increased by the selected risk control measures.
The input to risk management includes the system/software requirements
among others. All output is recorded in risk management file.
(SLC1-4) Define system/software requirements. The input includes stakeholder
needs and requirements, safety requirements and risk management file,
among others.

Safety req. Stkhdr needs
def. < & req. def.
_ _feedbackis made = _
I explicit in SLC2 :
I
I | risk mng. file Risk nng. safety req.
: risk anal. risk anal
I results Y- Stkhdr needs
I - 3 ick eval |l€e — - - - - L o o - - < & regs, incl.
: risk e‘lf"- ‘< 6\ intended use
I e Gl / Input to SLC1 risk management
'“H measures [€ includes sys/sw requirements
only

— )

Sys/sw req.
def.

sys/sw req.
J

Fig. 2. Processes and their input/output

4 Assurance Case Al that Claims Conformance of SLC1
to STD

The manufacturer interprets the requirement (STD-1) in the context of SLC1
as (I1-1)—(I1-3); this interpretation is called I1. It then developed an assurance
argument that claims the conformance of SLCI1 to I1 and documents the whole
argument including I1 as the assurance case Al.
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The target of the argument is software life cycle here, and is not to be con-
fused with a concrete software. Therefore, for instance, we talk about whether
a provision of assurance argument on the software is included in the life cycle,
instead of talking about whether some concrete assurance argument on the soft-
ware is valid and appropriate.

(A1-1) The following three claims are sufficient for the conformance to (STD-1).
(I1-1) The risk of the system satisfying the system/software requirements
shall be managed.
(I1-2) Risks newly introduced by the selected risk control measures and the
risks increased by the selected risk control measures shall be reviewed.
(I1-3) The result of risk management shall be documented as the risk man-
agement file.
(A1-2) (I1-1) holds for SLC1 because the risk of the system satisfying the sys-
tem/software requirements is managed (SLC1-3)(1).
(A1-3) (I1-2) holds for SLC1 because of (SLC1-3)(3).
(A1-4) (I1-3) is supported by the last statement of (SLCI1-3).

5 Rejection of Certification and Improvement of SLC1

The manufacturer applies for certification of conformance of SLC1 to STD.
Unfortunately, it is rejected without any reasons specified, as is often the case
for certification. So the manufacturer examines Al and concludes there can be
the following two reasons for rejection.

(RR-1) (T1-1) may need to be strengthened. The requirement (STD-1) of STD
requires to manage the risk under intended use and identified misuse. The
requirement (I1-1) is considered appropriate as an interpretation of (STD-1)
because the system/software requirements are derived from stakeholder needs
and requirements including intended use and identified misuse. However, this
rationale is not made explicit and may be insufficient.

(RR-2) (I1-2) may not be sufficient because then there may be no room for
iterative realization and evaluation of the risk control measures. The new risk
and increased risk found in (SLC1-3)(3) must be managed.

The interpretation I1 is updated in the following way. To resolve (RR-1),
the following requirement is added in the new interpretation: to fulfill (STD-1),
assurance argument for the claim shall be provided that the risk from each
intended use and reasonably foreseecable misuse are managed to a sufficient
level. To resolve (RR-2), the interpreted requirement (I1-2) was strengthened
so that “risks newly introduced by the selected risk control measures and the
risks increased by them” shall not only be reviewed but also be managed.

These changes necessitates the change of the life cycle SLC1 and argument
Al. An activity that fulfills the demand for assurance argument is added to the
life cycle to fulfill (I1-1). For (I1-2), the risk management process of the life cycle
is made iterative so that the result of (SLC1-3)(3) is input to (SLC1-3)(1). The
iteration is to be terminated when the new and increased risk is small enough
so that it is acceptable as residual risk.
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6 Improved Software Life Cycle SLC2

The revised software life cycle SLC2 contains the following processes. The dif-
ference from SLC1 is indicated by underline.

(SLC2-1) Define and record stakeholder needs and requirements. The output
includes the stakeholder needs and requirements, and records the intended
use of the software. It also records all misuses that are identified according
to the activity SLC2-0 (not shown).

(SLC2-2) Define safety requirements, which identify the requirements for safety
under the intended use and misuse identified in the document. The input
to safety requirements definition includes the stakeholder needs and require-
ments.

(SLC2-3) Manage risk. The activities include the following:

(SLC2-3)(1) analyse risk of the system satisfying the stakeholder needs and
requirements,
(SLC2-3)(2) evaluate risk analysed above, and
(SLC2-3)(3) if the result of risk evaluation requires, provide means of con-
trolling risk and implement it; this task includes selection of risk con-
trol measures, review of new risk introduced by the selected risk control
measures, and review of risk increased by the selected risk control mea-
sures. The result of review is then input to SLC2-3)(1) to start the risk
management iteratively. (This iteration is terminated when the result of
risk evaluation does not require risk control measures in (SLC2-3)(3).)
The input to risk management includes the stakeholder needs and require-
ments and the system/software requirements among others. All output is
recorded in risk management file.

(SLC2-4) Define system/software requirements. The input includes safety
requirements and risk management file, among others.

(SLC2-5) For each use and misuse identified in (SLC2-1), provide an assurance
argument for the claim that the risk is managed by (SLC2-3) appropriately.

7 Assurance Case A2 that Claims Conformance of SLC2
to STD

The manufacturer interprets the requirement (STD-1) in the context of SLC2
as (12-1)—(I2-3); this interpretation is called I2. It then developed an assurance
argument that claims the conformance of SLC2 to 12 and document the whole
argument including 12 as the assurance case A2. The difference from Al is indi-
cated by underline.

(A2-1) The following three claims are sufficient for the conformance to (STD-1).
(I2-1) The risk of the system _under the intended use and identified reasona-
bly foreseeable misuse of the target software shall be managed. Also, an
assurance argument for the claim shall be provided that the risk under
each intended use and reasonably foreseeable misuse are managed to the
sufficient level.
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(I12-2) Risks newly introduced by the selected risk control measures and the
risks increased by the selected risk control measures shall be reviewed
and managed.

(I2-3) The result of risk management shall be documented as the risk man-
agement file.

(A2-2) (I2-1) holds for SLC2 because the risk of the system satisfying stakehold-
er needs and requirements is managed (SLC2-3), the stakeholder needs and
requirements include the identified intended use and reasonably foreseeable
misuse (SLC2-2), and for each intended use and foreseen misuse, an assura-
nce argument is provided for the claim that the risk is managed properly.

(A2-3) (I2-2) holds for SLC2 because of (SLC2-3)(3).

(A2-4) (I2-3) is supported by the last statement of (SLC2-3).

The second application of certification that SLC2 conforms to STD with the
assurance case A2 was accepted by the certification body.

8 Discussion

8.1 Questions Generated by the Thought Experiment

Some questions arise from the result of the thought experiment.
The first question is

How difficult or easy it would be to find the problems (RR-1) and (RR-2)
if assurance case Al were not developed?

Use of the assurance case Al enabled finding the problem (RR-1). If assurance
cases were not used, the manufacturer would have to recall the detail of their
implicit argument for the reexamination after the rejection. It would have been
difficult to spot the difference between the risk under intended use and identified
misuse and the risk of the system satisfying system/software requirements.
Finding (RR-2) would require similar detail. Here, the difference between
only reviewing the risk and reviewing it and starting another risk management
cycle is enabled by means of examination of explicit description provided by Al.
The assurance cases clarify the ontology by distinguishing the requirements in
the standard, their interpretations and the description of the life cycles. Empir-
ical work or another thought experiments may be conducted in order to investi-
gate whether this makes it easier to find the problems such as (RR-1) and (RR-2).
The second question is

How could formal approach to assurance argument facilitate the manufac-
turer’s work and the cerfitication body’s work?

Formal approach to assurance arguments, as proposed in [8] would provide
methods to describe ontology formally, automatic methods to check the formal
ontology, and methods to experiment on the formal ontology by means of proof
checkers or theorem provers. This is similar to the case in validation where the
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specification alone is examined but not quite the same as the case in verification
where the implementation is examined with respect to the given specification.
In the presented thought experiment, it does not matter whether the assur-
ance argument is given formally or not.
The second question may be specialised to the following third question.

How could formal approach to assurance argument facilitate to handle
logical flaws in the argument?

Finding and correcting logical flaws in the argument is not included in the present
thought experiment, but there are certainly those reported in authors interview
with manufacturer. Formal approach obviously enables finding logical flaws, but
the significance of such finding in the context of the overall assurance of total
software life cycle should ultimately be examined in vivo by empirical study, by
thought experiments or by other means.

These questions may serve as a starting point and may provide a framework
in which further investigation may be conducted.

8.2 Information Items and Relation Between Them
In this thought experiment, the following kinds of information items appear.

(1) Top level requirements of interest (the standard STD, in this case).

(2) Ttem of interest (software life cycles SLC1 and SLC2).

(3) Interpretation of the top level requirements in the context of the item (I1
and 12).

(4) Assurance argument that the item of interest fulfills the interpreted require-
ments (Al and A2).

Note that we do need the interpretation that instantiates the requirements in
the setting (or in the vocabulary and basic assumptions) of the item of interest
because the top level requirements is not usually written in the context of a
specific item, i.e., in the vocabulary of the item nor under the basic assumption
that should be supposed to be the case for the item.

These information items have interdependency with each other. Items are
expected to conform to the interpreted requirements, and the interpreted
requirements should be related to the top level requirement so that the con-
formance of any applicable item to the interpreted requirements implies that
to the top level requirements.! Logical and mathematical formulation of these

! Here is a more strict but involved explanation. Items and the top level requirements
are described in a different language as they are at different level of abstraction. So,
fulfillment by an item of the top level requirements means fulfillment by an item of
the interpreted top level requirements, given an interpretation of top level require-
ments language to items language. There are in general many such interpretations,
such as the manufacturer’s and certification body’s in our thought experiment. Stake-
holders would have their own interpretation under which they are confident that “an
item fulfills the requirements” means “an item fulfills the interpreted requirements.”



A Thought Experimenton Evolution of Assurance Cases 25

relations is not trivial and theories such as clones in universal algebra and
Lawvere theories in category theory seems relevant. Such formulation would work
as the theory behind formal approach to formulate these information items in
the direction suggested in [8]. Investigation in this direction is left as future work.

In the thought experiment, typified uses of the verbal forms used in require-
ments and specifications of life cycle processes are of much help. For instance,
requirements (top level requirements and their interpretations) are typically
stated as “shall be,” and life cycle processes are typically described by imper-
ative mood, such as “Act.” Some of these rules are provided in the manual for
standard writing such as [3], and to follow such rules would ease mathematical
formulation of the relationship between the information items.

9 Conclusion and Related Work

A thought experiment was performed, with a hypothetical setting that a manu-
facturer is applying for certification of conformance of their own in-house soft-
ware life cycle to a hypothetical safety standard. Three questions were generated
out of the result of the experiment. Approaches to the questions were suggested
but the study of these questions remains as future work. Ontology of information
items relevant to this experiment and to assurance arguments on software life
cycles in general were also discussed.

There are works on assurance cases and conformance to standards including
the following. [1] reports practical experience concerning structuring assurance
case in the context of conformance to actual standards. [2] presents an explicit
framework of assurance case as required by DO-178C. A similar framework is
found in TEC 62853 Open systems dependability, whose Committee Draft for
Vote is in the process of approval at the time of preparing this paper.

[6] discusses integration of formal arguments into system refinement in the
context of system/software life cycle. It refers to the changes in connection to
modularization and encapsulation of the system. [7] argues that assurance case
plays an essential role in the change management for items (product including
software and service). Specific example of change, however, is not given in these
works. Design of system/software life cycle is not considered, either.

The thought experiment in the current work examines the change to the
system /software life cycle and assurance argument on it in the context of con-
formance to a hypothetical standard.

[5] discusses that standards should define the properties of the target item
that are expected to accrue from the use of the standard, as well as a rational
that justifies the contents of the standard. This work may be regarded to proceed
in the same direction as the analysis of information items in this work.
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