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Abstract. In integrated broadcast-broadband services, viewers receive
content via the airwaves as well as additional content via the Internet.
The additional content can be personalized by using the viewing histo-
ries of each viewer. Viewing histories however contain private data that
must be handled with care. A verifiable attribute-based keyword search
(VABKS) scheme allows data users (service providers), whose attributes
satisfy a policy that is specified by the data owner (viewer), to securely
search and access stored data in a malicious cloud server, and verify
the correctness of the operations by the cloud server. VABKS, however,
requires data owners who have computationally weak terminals, such as
television sets, to perform heavy computations due to the attribute-based
encryption process. In this paper, we propose a new VABKS scheme
where such heavy computations are outsourced to a cloud server and
hence the data owner is kept as light as possible. Our scheme is prov-
ably secure against two malicious cloud servers in the random oracle
model: one performing the attribute-based encryption process, and the
other performing the keyword search process on the encrypted data. We
implement our scheme and the previous VABKS scheme and show that
our scheme significantly reduces the computation cost of the data owner.

1 Introduction

The user’s history of interaction with a service provider provides a valuable
source of information with which service providers can construct a user profile
and offer personalized services that match the profile. This data however is
private and users who are data owners must be able to control access to it. On
the other hand, data owners likely do not have sufficient computational resources
to store and control access to data, so these operations have to be delegated to
a cloud server that in general cannot be trusted. In this paper, we focus on a
particular type of service history and propose an architecture that allows the
user’s history data to be stored in the cloud server and makes it available to the
service providers that the user approves, while keeping the user computation at
an acceptable level by outsourcing part of it to the cloud server. This architecture
and approach can be extended to other broadcast services such as online games
and entertainment services.
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Integrated broadcast-broadband services: Integrated broadcast-broadband ser-
vices [5,7,8,16] allow viewers to view content via the airwaves and, simulta-
neously, additional content via the Internet. The additional content can be used
to personalize broadcasts and provides opportunities for electronic commerce. To
make the personalization of the broadcast and services effective, viewers must
share their viewing preferences with the service provider. Viewing histories are
a rich source of data for service providers to learn about the viewers’ interests.
Their data however could reveal sensitive personal information about a viewer
and so must be handled with care. Ideally, viewers want to share their view-
ing histories with service providers that pass certain criteria, including being
trustworthy or having a high rating based on customer reviews. Attribute-based
encryption (ABE) [2,14] enables a viewer to specify a policy when encrypting
their viewing history at the user terminal and store them in a cloud server, and
only service providers whose attributes satisfy the policy can decrypt it.
Attribute-based keyword search: Attribute-based keyword search (ABKS) [11,12,
15] provides attribute-based access control for data and the ability to search for
keywords in the encrypted domain. This allows service providers to acquire the
desired viewing histories from the cloud server while viewer privacy is protected.
Most of the existing ABKS schemes assume that the cloud server that performs
the keyword search is honest-but-curious. Zheng, Xu, and Ateniese [18] proposed
verifiable attribute-based keyword search (VABKS) that allows the cloud server to
be malicious and gave a generic construction of VABKS that is based on an ABE
scheme, an ABKS scheme, a digital signature scheme, and a Bloom filter and
that enables one to verify the correctness of the keyword search result. However,
the computational cost of this construction, in particular, the index generation
algorithm, is rather high for weak user terminals such as television sets. This
is because the index generation algorithm uses an ABE scheme and an ABKS
scheme many times, which imposes heavier loads than those of conventional
public key encryption schemes such as RSA and ElGamal encryption.

1.1 Owur Contribution

In this paper, we propose a new VABKS scheme where the heavy computations
for a data owner (viewer) are outsourced to a cloud server, while being able
to verify the correctness of the computation. Our scheme is provably secure
against two malicious cloud servers in the random oracle model: one performing
the attribute-based encryption process, and the other performing the keyword
search process on the encrypted data. We upgrade the model of VABKS in [18]
with more security requirements to accommodate the additional outsourcing
of the attribute-based encryption process. This outsourcing process makes our
scheme more efficient than the VABKS scheme in [18].

Concretely, we follow the generic construction of [18] and use an ABE scheme
and an ABKS scheme whose computations can be verifiably outsourced. This
allows us to construct a VABKS scheme with a verifiably outsourceable compu-
tation (See Fig.1). For an ABE scheme, we will use the construction of Ohtake,
Safavi-Naini, and Zhang [10] that requires the data owner to only perform
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ElGamal encryption and outsources the heavy computations of the ABE scheme
to the cloud server. However, to the best of our knowledge, no outsourcing scheme
has been proposed for ABKS. Hence, to make an ABKS scheme whose compu-
tations can be outsourced and be compatible with the ABE construction, we
start by defining the model of secure outsourcing of ABKS to a malicious cloud
server and then give a construction based on the ABKS scheme in [15], which
is provably secure in the random oracle model. After that, we define the model
of VABKS outsourcing scheme for the generic construction of VABKS [18] and

show our construction of VABKS that uses the outsourceable ABE scheme [10]
and our outsourceable ABKS scheme.
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Fig. 1. Overview of index generation algorithms of VABKS scheme [18] (the upper half
of this figure) and our VABKS outsourcing scheme (the lower half of this figure). SE
denotes a symmetric key encryption scheme, BF denotes a Bloom filter generation algo-
rithm, HF denotes a hash function, SIG denotes a digital signature scheme, ABEpown
and ABKSpown are part of the encryption processes of ABE and ABKS performed by

the data owner, and ABE¢giouq and ABKSciouq are the encryption processes of ABE
and ABKS that are outsourced to a cloud server.
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As shown in Fig.1, the generic construction of VABKS [18] has four kinds
of signature for verifying the correctness of search results from a cloud server,
whereas our VABKS outsourcing scheme has three kinds of proofs, generated
simply by using hash function, and two kinds of signature. In the VABKS
scheme [18], a data user can verify that the cloud server faithfully performed
the keyword search operation by using the signatures that validate the integrity
of the ciphertexts of the data, temporary keys for encrypting data, keywords,
Bloom filter, and random data for masking the Bloom filter. In contrast, in
our VABKS outsourcing scheme, a data user can verify the correctness of the
outsourced ABE/ABKS encryption process by using the proofs that validate
the integrity of the ciphertexts of the temporary keys for encrypting the data,
keywords, and random data for masking the Bloom filter. Namely, both signa-
tures and proofs are used only for validating the integrity of the ciphertexts.
Hence, the proofs for verifying the outsourced encryption data can also be used
for verifying the search results and the number of signatures can be reduced
by replacing some of them with proofs, which means that our scheme is more
efficient in terms of the signing costs of the data owner.

Finally, we compare our VABKS outsourcing scheme with the previous
VABKS schemes (which do not outsource the encryption processes to a cloud
server) in terms of the computation cost for the index generation algorithm and
show that our scheme is the most efficient VABKS scheme for the data owner.
Outsourcing computations to the cloud server increases the total cost of the data
owner and the cloud server. However, the cloud server usually has higher perfor-
mance CPUs compared with those of the user terminal, so the total processing
time for the index generation algorithm in our scheme will be smaller than that
of the previous VABKS scheme. We also implement the index generation algo-
rithms of our scheme and one of the previous VABKS schemes on a PC and
show that our scheme requires only half the processing time of the previous one
because it outsources part of the encryption process of ABE and ABKS to the
cloud server.

1.2 Related Work

Attribute-based encryption and its outsourcing: Sahai and Waters [13] pro-
posed the first ABE scheme as an extension of identity-based encryption (IBE).
ABE schemes can be classified into (i) key-policy ABE (KP-ABE) [4] and
(ii) ciphertext-policy ABE (CP-ABE) [2,14]. In KP-ABE, a ciphertext is asso-
ciated with a set of attributes, and a private key is associated with a policy.
In CP-ABE, a private key is associated with a set of attributes, and a cipher-
text is associated with a policy. A ciphertext can be decrypted by a user whose
attributes satisfy the policy that is attached to the ciphertext. In this paper, we
consider CP-ABE.

Green, Hohenberger, and Waters [3] first considered outsourcing of ABE.
They proposed an outsourcing scheme for ABE decryption with the goal of min-
imizing the users’ decryption cost. After that, several outsourcing schemes for
ABE encryption were proposed [6,9,17], but they all assumed honest or honest-
but-curious cloud servers. In contrast, Ohtake, Safavi-Naini, and Zhang [10]
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proposed an outsourcing scheme of ABE encryption for when the cloud server is
malicious. In this paper, we use the same approach as taken in [10] and extend
it to include a search functionality.

Attribute-based keyword search: ABKS combines ABE with a keyword search
functionality. Several ABKS schemes have been proposed [11,12,15], but they all
assume the cloud server that performs keyword search to be honest-but-curious.
In contrast, Zheng, Xu, and Ateniese [18] proposed the first VABKS scheme that
assumes that the cloud server performing the keyword search is malicious and
proposed a generic construction of VABKS that enables anyone to verify the
result of the keyword search. However, the generic construction imposes high
computation costs on the data owner for the index generation algorithm. In this
paper, we modify the generic construction by using the idea of ABE outsourcing
in [10] and construct a more efficient VABKS scheme than that in [18].

2 Preliminaries

Definition 1 (Access structure [1]). Let P = {Py, Pa, ..., P,,} be a set of par-
ties. A C 2P\{0}, a collection of non-empty subsets of P, is a monotone access
structure if B € A and B C C, then C € A (VB,C). The sets in A are called
authorized sets, and the sets not in A are called unauthorized sets.

In our context, attributes play the role of parties in the secret sharing scheme.
Thus, the access structure A contains the authorized sets of attributes.

Definition 2 (Linear secret sharing schemes (LSSS) [14]). A secret-
sharing scheme II over a set of ¢ parties P is called linear (over Zy,) if,

1. The shares of the parties form a vector of length { over Zi,.

2. There exists a matriz M with £ rows and n columns, called the share-
generating matrix for I, and a function p which maps each row of the matrix
to an associated party. That is, for i = 1,...,¢, the value p(i) is the party
associated with row i. If we consider a column vector v = (8,79, ...,y ), where
s € Zyp is the secret to be shared, and ro,...,m, € Z, are randomly chosen,
then Mv is the vector of £ shares of the secret s according to I1. The share
(Mw); belongs to party p(i).

It is shown in [1] that every linear secret sharing scheme having the above def-
inition also enjoys the linear reconstruction property, defined as follows: Suppose
that IT is a LSSS for the access structure A. Let S € A be any authorized set, and
let I C{1,2,...,£} be defined as I = {i : p(i) € S}. Then, there exist constants
{w; € Zy,}ier such that, if {\;} are valid shares of any secret s according to II,
then ), ; w;\; = s. Furthermore, it is shown in [1] that these constants {w;}
can be found in polynomial time to the size of the share-generating matrix M.

Definition 3 (Bilinear maps). Let G and Gr be two multiplicative cyclic
groups of prime order p. Let g be a generator of G and e : G x G — Gr be a
bilinear map that has the following properties: (Bilinearity) e(u®,v*) = e(u, v)®
for allu,v € G and a,b € Z,, (Non-degeneracy) e(g,g) # 1.
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We say that G is a bilinear group if the group operation in G and the bilinear
map e : G x G — Gp are both efficiently computable. Notice that the map e is

symmetric, since e(g%, g°) = e(g,9)* = e(g°, g*).

3 System Model

The system model of our VABKS outsourcing scheme is shown in Fig. 2. There
are five entities: the trusted authority (TA), a data owner (DOwn), two untrusted
cloud servers (Cloud 1 and Cloud 2) with a public storage that can be written
to by only Cloud 1 and is accessible to public (including Cloud 2), and a data
user (DUsr). TA issues secret keys to DUsrs according to their attributes. DOwn
performs a basic encryption of their data files as well as the related keywords
(index), and uses Cloud 1 to perform the remaining computation of generating
attribute-based ciphertexts for the files and the keywords. Cloud 1 stores the
result in a public storage. When DUsr wants to files that are attached to a
particular keyword, they create a token for the keyword search and send it to
Cloud 2, who will perform the search over the encrypted keywords and gives the
corresponding encrypted files to DUsr, iff the set of attributes of DUsr satisfies
the policy attached to the encrypted keywords. DUsr can verify the correctness
of the search result and can decrypt the data with their secret key. We assume
that Cloud 1 and Cloud 2 are malicious and may not follow the protocol.

In the case of integrated broadcast-broadband services, DOwn is a viewer
that holds their viewing history and DUsr is a service provider that uses it for
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Fig. 2. System model of our VABKS outsourcing scheme. The data file F1 is related
to the keywords X and V, the data file F2 is related to the keywords Y , and the data
file F3 is related to the keywords X and W. The keywords X and Y are encrypted with
access policy 1, and the keywords V and W are encrypted with access policy 2.
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their service. The index generation for the viewing history imposes a heavy load
on DOwn, so part of the above process is outsourced to Cloud 1.

4 ABKS Outsourcing Scheme

Our ABKS outsourcing scheme is based on the idea of ABE outsourcing in [10].
The generic construction of the VABKS scheme in [18] uses an ABKS scheme
as a building block. In particular, the index generation algorithm of the VABKS
scheme uses the keyword encryption algorithm of ABKS many times, which
imposes a heavy load on DOwn. Therefore, we outsource part of the encryption
process to a cloud server. First, we define the model and security of the ABKS
outsourcing scheme by modifying those of the ABKS scheme in [18]. After that,
we describe our construction. To achieve expressive policy settings by using a
LSSS and provable security in the random oracle model, our scheme is based on
the ABKS scheme in [15].

4.1 Model of ABKS Outsourcing Scheme

The model of the ABKS outsourcing scheme is based on the model of the ABKS
scheme in [18], where a cloud server can see if an encrypted keyword, called
a “keyword ciphertext”, corresponds to the search token from DUsr. Multiple
keyword ciphertexts are attached to an encrypted data file, but the data file is
outside the scope of this model.

The model of the ABKS outsourcing scheme consists of seven algorithms. In
this model, Encpoyn and Enceeuq replace one algorithm, Enc, in the model
of the ABKS scheme in [18]. Furthermore, Verify is added to the model for
verifying the correctness of the search result by using a proof.

— (mk,pm) « Setup(1‘): This algorithm is run by TA. It takes as input
a security parameter 1¢ and outputs the master key mk and the public
parameter pm.

— sk «— KeyGen(mk, S, pm): This algorithm is run by TA. It takes as input
(mk, pm) and a set of attributes S and outputs a secret key sk corresponding
to S. DUsr gets sk.

— (cph’, ) «— Encpown(w, A, ID, pm): This algorithm is run by DOwn. It takes
as input a keyword w, an access policy A, a DOwn’s identifier I D, and pm
and outputs an intermediate keyword ciphertext cph’ and a proof .

— ¢cph « Encgioua(cph’, pm): This algorithm is run by Cloud 1. It takes as
input cph’ and pm and outputs a keyword ciphertext cph.

— tk « TokenGen(sk, w,id, pm): This algorithm is run by DUsr. It takes as
input sk, w, a DUsr’s identifier id, and pm and outputs a search token tk.

— ({0,1}, aux) « Search(cph, tk, D, pm): This algorithm is run by Cloud 2. It
takes as input cph, tk, ID, and pm and outputs (1, aux) if (i) S satisfies A
and (ii) cph and tk correspond to the same keyword, where aux is auxiliary
data for verifying the search result; otherwise, it outputs (0, aux).
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— {0,1} < Verify(cph, tk, aux, 7, pm): This algorithm is run by DUsr. It takes
as input cph, tk, aux, 7, and pm and outputs 1 if 7 is a valid proof of cph;
otherwise, it outputs 0.

4.2 Security Definition of ABKS Outsourcing Scheme

We define the security of the ABKS outsourcing scheme by modifying the secu-
rity of the ABKS scheme in [18]. The model of the ABKS outsourcing scheme in
Sect. 4.1 is created by the combination of those of the ABKS scheme in [18] and
the ABE outsourcing scheme in [10], so we consider the security of the ABKS
outsourcing scheme based on those in [10,18]. We assume that DOwn is honest,
DUsr is honest-but-curious, Cloud 1 is malicious, and Cloud 2 is honest-but-
curious, as in the security models of the ABE outsourcing scheme in [10] and
ABKS scheme in [18]. We define three kinds of security as follows (we omit the
formal security definitions because of limited space and will show them in the
full version of this paper):

(1) Selective security against chosen-keyword attack: Without being given any
matching search token, an adversary (Cloud 1) cannot infer any information
about the plaintext keyword of an intermediate keyword ciphertext in the
selective security model. This security requirement is a modification of the
one in [18]: in the challenge phase of our scheme, an adversary gets a tuple
of an intermediate keyword ciphertext and a proof. This modification is due
to outsourcing the encryption process to Cloud 1.

(2) Keyword secrecy: The probability that an adversary (Cloud 2) learns the
keyword from the intermediate keyword ciphertext and search tokens is neg-
ligibly more than the probability of a correct random keyword guess. This
security requirement is a modification of the one in [18]: in the challenge
phase of our scheme, an adversary gets a tuple of an intermediate keyword
ciphertext and a proof as well as a related token. This modification is due
to outsourcing the encryption process to Cloud 1 (Note that Cloud 1 and
Cloud 2 might collude with each other).

(3) Unforgeability: Given an intermediate keyword ciphertext, an adversary
(Cloud 1) cannot create a keyword ciphertext that corresponds to a dif-
ferent keyword from the original one. This is a security requirement based
on [10], not in [18].

The above security definitions assume that the adversaries that break the
ABKS outsourcing scheme are Cloud 1 and Cloud 2, and they collude with each
other. Intuitively, (1) and (3) are the securities related to the encryption process
outsourced to Cloud 1, and (2) is the security related to the search process run
by Cloud 2. Namely, (1) ensures that Cloud 1 cannot get any information on
the keyword from the intermediate keyword ciphertexts that DOwn sent to it,
(2) ensures that Cloud 2 cannot get any information on the keyword from the
search tokens that DUsr sent to it, and (3) ensures that Cloud 1 cannot modify a
keyword ciphertext by using the intermediate ciphertexts that DOwn sent to it.
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4.3 Our ABKS Outsourcing Scheme

To reduce the computation cost for DOwn, we use the idea of [10] to outsource
part of the keyword encryption process to Cloud 1. Our scheme is based on the
ABKS scheme in [15], which achieves expressive policy settings by using a LSSS
and is likely provably secure in the random oracle model (although there is no
security proof provided in [15]).

Setup(1¢): TA selects a bilinear group G of prime order p, a bilinear map
e : GxG — Grp, a generator g of G, hash functions H : {0,1}* — G,
H' : {0,1}* x Gp x {0,1}* — {0,1}*, H" : {0,1}* — {0,1}*, and a mes-
sage authentication code function F' : Gp x {0,1}* — {0,1}™, where m is
the length of the message authentication code. It also chooses random num-
bers a,a € Z,. TA sets the public parameter and the master key as pm =
<gv g%, e(g, g)a7 F(" ')’ H()’ Hl(" ) ')7 H”(')> and mk = a.

KeyGen(mk, S, pm): DUsr sends its identifier id and a set of its attributes S
to TA. TA chooses a random value t € Z,, creates K = ¢g®¢*, L = ¢', and
{K, = H(z)"},es, and adds an entry (id, g**) to the user list. TA sets a secret
key as sk = (K, L, { K, }.cs) and sends it to DUsr.

Encpown(w, (M, p), ID, pm): This is an algorithm for encrypting a keyword
w with a policy (M, p). Here, M is an access matrix and p is a function that
associates the rows of M with attributes. DOwn randomly chooses s, ya, ..., Yn,
b1, B2, ..., Bn € Z,, and sets a column vector v = (s + B1,y2 + B2, -, Yn + Bn) €
Zy. 1t then calculates C' = ¢° and k = e(g,9)*e(g, H(w))*. After that, it
chooses a random bit string £ and sets the index of the keyword w: idx(w) =
(£, F(k,%)). After that, it calculates a proof 7 = H'(ID, k, H" (pos,;)). Here, ID
is an identifier of DOwn, and pos,, is a string including all of the positions of
lin the access matrix M. For example, if the matrix M is

01
v-(11),

then pos,; = {(1,2),(2,1),(2,2)}. For 1 <i </, let J; beaset J, ={j: M;; =
1(1 < j < n)}. DOwn caleulates E; = g"><7” and sets an intermediate
ciphertext as cph’ = (C’, (E;)1<i<s, v, (M, p), idz(w)). It sends (ID, cph’, ) to
Cloud 1.
Enceioud(cph’y pm): For 1 < i < ¢, Cloud 1 calculates A\; = M;v, where M; is
the row vector corresponding to the ith row of M. In addition, it chooses random
numbers 71, ..., ¢ € Zy. It then calculates

9" H (p(i)) "

and sets a ciphertext as cph = (C’, (Cy, D;)1<i<e, (M, p), idz(w)). Cloud 1 stores
(ID, cph, 7) in a public database.

TokenGen(sk, w, id, pm): DUsr chooses a random value u € Z, and com-
putes ¢, = g¢g“. It sends id and ¢, to TA. Then, TA retrieves g** accord-
ing to id, generates giq = ¢*'q%, and sends it to DUsr. DUsr calculates

Ci: Di:gri (1§’L§€)
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T,(w) = H(w)qild/u, L' = L'Y* and K. = K" (Vo € §), and sets a search
token as tk = (T, (w), L, { K. }zes). It sends the token to Cloud 2.
Search(cph, tk, ID, pm): Cloud 2 outputs (0, L) if S does not satisfy (M, p).
Otherwise, let I C {1,2,...,£} be defined as I = {i: p(i) € S} and {u; € Z, }ier
be a set of constants such that if {\;} are valid shares of any secret s according
to M, then » . ; A\ipts = s. Then, Cloud 2 calculates

aur; =[] (e(CuL')e(DZ-,K;(i)))M = AT (w)

auxr
il 1

Cloud 2 sets aux = (auxy, ID). If F(k,t) = F(k,t), Cloud 2 outputs (1, aux).
Otherwise, it outputs (0, aux).

Verify(cph, tk, aux, 7 pm): DUsr outputs 0 if aux = L. Otherwise, it outputs 1
if

e(C”, Ty(w))

r=H (ID,
aury

Wion)
Otherwise, it outputs 0.

Remark 1. DOwn can verify the correctness of a tuple of (ID, cph, m) stored
in a public database if DOwn keeps the random number s that is generated in
the Encpown algorithm. Namely, even if Cloud 1 creates another tuple of (ID,
cph®, 7*) from scratch and stores it in the public database, DOwn can detect
the attack (although this requires DOwn to check the status of the database
periodically).

Theorem 1. The security of the above ABKS outsourcing scheme is as follows:

— It is selectively secure against chosen-keyword attack in the random oracle
model if the decisional q-parallel DBHE assumption holds.

— It has keyword secrecy in the random oracle model if H is a one-way hash
Sfunction.

— It is unforgeable in the random oracle model if H is collision-resistant.

We omit the proof of Theorem 1 because of limited space (We will show it in
the full version of this paper).

5 VABKS Outsourcing Scheme

The generic construction of VABKS in [18] is composed of ABE, ABKS, digital
signatures, and a Bloom filter. However, ABE and ABKS imposes heavier loads
than those of conventional public key encryption schemes such as RSA and
ElGamal encryption. In particular, the keyword encryption process using ABE
and ABKS is performed by DOwn, whose device (e.g. television set) might have
a low-performance CPU. To reduce the burden on such devices, we make it so
that part of the encryption process of ABE and ABKS by DOwn is outsourced
to Cloud 1.
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5.1 Model of VABKS Outsourcing Scheme

Let FS = {F1,...,F,} be a set of data files. Let KG; (1 < j < I) be a set of
keywords (called keyword group) that will be encrypted with an access policy
Aj;. That is, Ay, ..., A; are assigned to KGy, ..., KG;, respectively. Let KG =
{KGy, ..., KG,;}. For each keyword w, let MP(w) be the set of identifiers of data
files that contain keywords w. Let MP = {MP(w)|w € Ui:1 KG;}. Let D =
(KG, MP, FS) denote data files with keywords and identifiers.

The VABKS outsourcing scheme consists of the following seven algorithms.

In this model, BuildIndexpo., and BuildIndex¢;,,q replace one algorithm,
BuildIndex, in the model of the VABKS scheme in [18].

— (mk, pm) « Init(1¢): This algorithm is run by TA. It takes as input a security
parameter 1¢ and outputs the master key mk and the public parameter pm.

— sk «— KeyGen(mk, S, pm): This algorithm is run by TA. It takes as input
(mk, pm) and a set of attributes S for DUsr and outputs a secret key sk
corresponding to S.

— (AU, Index’, D, ;) « BuildIndexpown({A}1, {A’},, D, pm): This algorithm
is run by DOwn. It takes as input a set of access policies {A}; = {Aq, ..., A}
for encrypting the [ keyword groups KGy, ..., KG; respectively, a set of access
policies {A’},, = {A], ..., A/} for encrypting the n data files FSy, ..., FS,
respectively, data D, and pm. It outputs intermediate auxiliary information
Au’, an intermediate index ciphertext Index’ that includes encrypted keywords
related to data files, and an intermediate data ciphertext D¢, that includes
encrypted data files.

— (Au, Index, Deph) < BuildIndexciouq(Au’, Index’, D;ph, pm): This algorithm
is run by Cloud 1. It takes as input Au’, Index’, D(/:ph7 and pm and outputs
auxiliary information Au, an index ciphertext Index, and data ciphertext Dcph.

— tk «— TokenGen(sk,w, pm): This algorithm is run by DUsr. It takes as input
sk, a keyword w, and pm and outputs a search token tk.

— (rslt, proof) « SearchIndex(Au, Index, Deph, tk, pm): This algorithm is run
by Cloud 2. It takes as input Au, Index, Dcph, tk, and pm and outputs a search
result rslt and a proof proof.

- {0,1} « Verify(sk,w, tk, rslt, proof, pm): This algorithm is run by DUsr. It
takes as input sk, w, tk, rslt, proof, and pm and outputs 1 if (rslt, proof) is
valid and O otherwise.

5.2 Security Definition of VABKS Outsourcing Scheme

The security of the VABKS outsourcing scheme is a modification of the secu-
rity of the VABKS scheme in [18]. We assume that DOwn is honest, DUsr is
honest-but-curious, and Cloud 1 and Cloud 2 are malicious. Note that Cloud 2
is assumed to be honest-but-curious in the security definition of ABKS outsourc-
ing scheme in Sect. 4.2. This is because an ABKS scheme, where a cloud server
who performs keyword search is assumed to be honest-but-curious, can be used
as one of the building blocks to construct a VABKS scheme (See [18]). We define
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four kinds of security as follows (we omit the formal security definitions because
of limited space and will show them in the full version of this paper):

(1) Data secrecy: Given encrypted keywords and search tokens, an adversary
(Cloud 2) cannot learn any information about the data files. This definition
can be formalized as a chosen-plaintext security game, where two challenges
Do = (KG,MP,FSy) and D; = (KG,MP,FS;) correspond to the same KG
and MP, and |FSg| = |FSy|. This security requirement is the same as that
in [18].

(2) Selective security against chosen-keyword attack: Same as the selective secu-
rity against chosen-keyword attack of ABKS (See Sect. 4.2).

(3) Keyword secrecy: Same as the keyword secrecy of ABKS (See Sect. 4.2).

(4) Verifiability: If an adversary (Cloud 1) illegally modified a keyword cipher-
text or an adversary (Cloud 2) returns an incorrect search result, it can be
detected by Dusr with an overwhelming probability. This security definition
is a modification of verifiability in [18]: in the setup phase of our scheme,
an adversary gets a tuple of an intermediate index ciphertext and an inter-
mediate data ciphertext as well as intermediate auxiliary information. This
modification is due to outsourcing the encryption process to Cloud 1.

In the above security definitions, we assume that the adversaries that attempt
to break the VABKS outsourcing scheme are Cloud 1 and Cloud 2, and they
collude with each other. Intuitively, (2) and (4) are related to the encryption
process outsourced to Cloud 1, and (1), (3), and (4) are related to the search
process run by Cloud 2. Namely, (1) ensures that Cloud 2 can get no information
of the data file from the keyword ciphertexts in the public storage and the search
tokens that DUsr sent to it, (2) ensures that Cloud 1 can get no information of
the keyword from the intermediate keyword ciphertexts that DOwn sent to it,
(3) ensures that Cloud 2 can get no information of the keyword from the search
tokens that DUsr sent to it, and (4) ensures that Cloud 1 cannot modify the
keyword ciphertext and Cloud 2 cannot modify the search result, by using the
intermediate ciphertexts that DOwn sent to it.

5.3 Our VABKS Outsourcing Scheme

We construct our VABKS outsourcing scheme by combining the generic construc-
tion of VABKS in [18] with the idea of outsourcing attribute-based encryption
processes to Cloud 1. Concretely, we replace ABE.Enc in the BuildIndex algo-
rithm in [18] by Encrypt, of the ABE outsourcing scheme in [10] and ABKS.Enc
by Encpow, of the ABKS outsourcing scheme in Sect. 4.3. These outsourcing
processes reduce the computation cost for DOwn. In addition, four kinds of
signature are generated in the BuildIndex algorithm in [18], which imposes
a heavy load on DOwn. Therefore, we try to reduce these signatures as much
as possible by using a proof in the ABE outsourcing scheme and the ABKS
outsourcing scheme.

Init(1%): Given a security parameter ¢, TA chooses k universal hash func-
tions Hj, .., Hj, which are used to construct an m-bit Bloom filter.
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Let H : {0,1}* — {0,1}™ be a secure pseudorandom generator, SE be a
secure symmetric encryption scheme, Sig be a secure signature scheme, ABEO
be the ABE outsourcing scheme in [10], and ABKSO be the ABKS outsourc-
ing scheme in Sect.4.3. TA executes (ABEO.pm, ABEO.mk) «— ABEO.Setup(1¢)
and (ABKSO.pm,ABKSO.mk) « ABKSO.Setup(1¢). It sets the public para-
meter and the master key as pm = (ABEO.pm,ABKSO.pm, Hi, ..., H;) and
mk = (ABEO.mk, ABKSO.mk).

KeyGen(mk, S, pm): TA runs ABEO.sk « ABEO.KeyGen(ABEO.pm, ABEO.mk,
S) and ABKSO.sk «— ABKSO.KeyGen (ABKSO.pm, ABKSO.mk, S), sets sk =
(ABEO.sk, ABKSO.sk), and sends sk to DUsr over an authenticated private
channel.

BuildIndexpown ({A}, {A'},,D,pm):  DOwn runs (Sig.sk, Sig.pk) —
Sig.KeyGen(1%), keeps Sig.sk private, and makes Sig.pk public. Given D = (KG
= {KGy, ..., KG;}, MP = {MP(w) | w € U'_, KG;}, FS = {Fy, ..., F,}), DOwn
performs the following actions:

1. Encrypt each data file with hybrid encryption: VF}; € FS, generate an interme-
diate ciphertext cphf:j = (cph;kj7 cphsg, ) by running SE.sk; < SE.KeyGen(1%),
cphsg, < SE.Enc(SE.skj, F;), and (cphy , mek;) < ABEO.Encrypt,(pm,
IDpown, A;-, SE.sk;), where IDpowy is an identifier of DOwn. In addition,
generate osg, < Sig.Sign (Sig.sk, cphSEj)

2. Encrypt each keyword: Given KG;, 1 < i < [, for each w € KG;, run
(cphl,, Tw) « ABKSO.Encpouwn(w, Ai, IDpown, pm), and set MP(cph!) =
{IDcph/Fj |IDF, € MP(w)}, where IDg; and IDCph/Fj are identifiers for identifying
data file F; and intermediate data ciphertext cph’F]_7 respectively.

3. Generate a Bloom filter for each group KG;: Let BF; «— BFGen({Hj, ..., H, },
KG;), (cpthi, 7er,) <— ABEO.Encrypt, (pm, IDpown, A;;, M) for some ran-
domly chosen M from the message space of ABEO, compute BF, = H(M) ©
BF;, and generate ogg, < Sig.Sign(Sig.sk, BF}).

4. Let AU/ = (lDDOwn7 Cph%FN vy CphéFz’ OBFy5 +++y OBF;35 OSEqy +++5 OSE, 5 Tlskqs +++»
Tsk,, > {Tw|w € Uﬁzl KG;}, 78F,, -, TBF,, BF}, ..., BF}), Index’ = ({cph!,|w €
UiZ KG;}, {MP(cph’,)|w € Ui_, KG;}), and D.,,, = ({cphi, |F; € FS}).

cph =

BuildIndexciouq(Au’,  Index’, D’Cph7 pm): Cloud 1 runs cphy,
ABEO.Encrypt,(pm, cph;kj), cph,, < ABKSO.Enccioud(cphy,, pm), and cphgg «—
ABEO.Encrypt,(pm, cphgg,). Set MP(cph,,) = {IDcphF]_ | IDcphfFj € MP(cph,)}.
Let Au = (lDDOwn7 CphBFl, ey CphBFl, OBFy 3 -++y OBF> OSE; 5 oy OSE, > Mskys «=+s Tsky,
{mw|w € Ui:l KG;}, 7gF,, ---, T8F,, BFY, ..., BF}), Index = ({cph,,|w € Ué:1 KG;},
{MP(cph,,)|w € U;_, KG;}), and Depn = ({cphg,[F; € FS}).

TokenGen(sk, w, pm): DUsr generates a search token tk « ABKSO.
TokenGen(ABKSO.sk, w, IDpysr, pm), where IDpyg, is an identifier of DUsr.
SearchIndex(Au, Index, Deph, tk, pm): Let rslt and proof initially be empty sets.
Cloud 2 enumerates [, = {cph,|w € KG;},1 < i < I, which are the keyword
ciphertexts with the same access control policy.
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— For each cph,, € [],, it runs (v, aux) < ABKSO.Search(cph,,, tk, IDpown,
pm). If v = 0, it continues to process the next keyword ciphertext in [],. If
v =1, it adds the tuple (IDDOwn,cphw,{cphF_]_|IDcphFj € MP(cph,,)}) to rslt
and (7, cphgg,) to proof.

— If there is no v = 1 after processing all cph,, in [T;, it adds (BF}, cphge,, osF,,
meF,) to proof.

Verify (sk, w, tk, rslt, proof, pm): DUsr verifies the search result from Cloud 2 as
follows:

1. For i =1,...,1, it verifies that the cloud indeed returned the correct result for
each keyword group ¢ as follows:

Case 1: If (IDDown,cphw,{cphFj|IDcphFj € MP(cph,,)}) € rslt, meaning that a
keyword ciphertext cph,, exists which corresponds to the same access
control policy as specified by cphgg, and having the same keyword spec-
ified by tk, it runs (v, aux) «— ABKSO.Search(cph,,, tk, IDpown, pm)
and 7’ «— ABKSO.Verify (cph,,, tk, aux, m,, pm) to verify whether cph,,
matches tk and is not modified. If either v = 0 or 4’ = 0, it returns 0.
Otherwise, it runs {SE.sk;/ L} « ABEO.Dec(cphskj, sk, » ABEOQ.sk,
pm, IDpown). If the output is L, it returns 0. Otherwise, it runs
v « Sig.Verify(Sig.pk, osE,, cphSEj). If v/ = 0, it returns 0. Other-
wise, it continues to ¢ = ¢ + 1.

Case 2: If (BFg,cphBFi,UBF“WBFi) € proof meaning that there is no matching
keyword ciphertext, it continues to verify the integrity of the masked
Bloom filter by running +' « Sig.Verify (Sig.pk, ogf,, BF}). If v/ = 0, it
returns 0; otherwise, it executes the following:

— If DUsr is authorized, compute {M/ L} «+ ABEO.Dec(cphgg,, 7gF,, ABEO.sk,
pm, IDpown). If the output is L, return 0; otherwise, BF; = H(M) & BF;.
Execute § « BFVerify ({H{,..., H,}, BF;,w) to check whether w is present
in the keyword group as represented by BF;.

e If 6 = 0, meaning that w is not present in the keyword group as repre-
sented by BF;, continue to ¢ = ¢ + 1.

e If 6 = 1, download [[, = {IDpown, (cphy,, mw)|w € KG;} from Cloud 2.
Then, run (t, aux) «— ABKSO.Search(cph,,, tk, IDpown, pm) and v/ «—
ABKSO .Verify(cph,,, tk, aux, m,, pm) by enumerating cph,, in {cph,,|w €
KG;}. If there exists some 7" = 0 after processing all cph,, (meaning that
the ciphertext is modified), return 0; otherwise, if there exists some t =1
after processing all cph,, (meaning that there exists cph,, that matches
tk), return 0; otherwise, continue to i =i + 1.

— If DUsr is unauthorized, continue to i = 7 + 1 because cphgg, cannot be
decrypted.

Case 3: If neither case happens, return 0.

2. Return 1 if all tuples in the search result have been successfully verified, and
0 otherwise.



32 G. Ohtake et al.

Theorem 2. The security of our VABKS outsourcing scheme is as follows:

— It achieves data secrecy if ABEO and SE are secure against chosen-plaintext
attack.

— It is selectively secure against chosen-keyword attack if ABEO is secure against
chosen-plaintext attack, H is a secure pseudorandom generator, and ABKSO
18 selectively secure against chosen-keyword attack.

— It achieves keyword secrecy if ABEO is secure against chosen-plaintext attack,
H is a secure pseudorandom generator, and ABKSO achieves keyword secrecy.

— It achieves verifiability if Sig, ABEO, and ABKSO are unforgeable.

We omit the proof of Theorem 2 for lack of space (We will show it in the full
version of this paper).

6 Comparison

Table 1 compares our VABKS outsourcing scheme with the previous VABKS
schemes in terms of the computation cost for DOwn. In this table, Mg and
Mg, denote the computation cost of one modular exponentiation in G and G,
respectively, P denotes the computation cost of one pairing over an elliptic curve,
¢ denotes the number of attributes in a policy (also the number of rows of the
access matrix), [ denotes the number of keyword groups, n,, denotes the number
of keywords in all of the keyword groups, and n denotes the number of data files.
ABE.Enc and ABKS.Enc respectively denote the computation costs of one ABE
encryption and one ABKS encryption. ZXA-1 denotes the VABKS scheme that
uses the CP-ABE scheme in [2] and the CP-ABKS scheme in [18] in the generic
construction in [18]. ZXA-2 denotes the VABKS scheme that uses the CP-ABE
scheme in [14] and the CP-ABKS scheme in [15] in the generic construction
n [18]. Ours denotes the VABKS outsourcing scheme in Sect. 5.3. DOwn runs
ABE n + [ times and ABKS n,, times, so the total encryption costs of ZXA-1,
ZXA-2, and Ours are ((20 4 1)n + (20 + 1)l + (2¢ + 4)ny,) Mg + (n + 1) Mg,
((30+1)n+(30+1)I+ (30 +1)ny) Mg + (n+1+2n,) Mg, +ny, P, and ((+1)n+
(L+1)I+(l+1)ny ) Mg+ (n+142n,, ) Mg, +n,, P, respectively. For example, in the
case of { =5,n =10, =1, and n,, = 30, the total costs of ZXA-1, ZXA-2, and
Ours are 541 Mg + 11Mg,,., 656 Mg + 71Mg,. +30P, and 246 Mg + 71Mg, +30P,
respectively. ZXA-2 and Ours require n,, pairing computations, so their costs
are higher than that of ZXA-1. However, while ZXA-1 is provably secure in the
generic group model, ZXA-2 and Ours are provably secure in the random oracle
model. Therefore, under this more realistic assumption, Ours is the most efficient
VABKS scheme in terms of the encryption cost for DOwn.

ZXA-1, ZXA-2, and Ours use 2] + n,, + 1, 2l + ny, + 1, and [ 4+ n signatures,
respectively. For example, in the case of n = 10, [ = 1, and n,, = 30, ZXA-1,
ZXA-2, and Ours use 33, 33, and 11 signatures, respectively. Hence, Ours uses
fewer signatures. On the other hand, in Ours, some of the signatures are replaced
by proofs and the number of proofs is n + | + n,,. In the case of n =10, =1,
and n,, = 30, the number of proofs is 41, which is larger than the number
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Table 1. Comparison of our VABKS outsourcing scheme and previous VABKS

schemes.
ZXA-1 ZXA-2 Ours
ABE.Enc (for | (2¢+1)Mg + Mg, (3¢+1)Mg + Mg, (£ +1)Mg + Mg,
DOwn)
ABE.Enc (for - - (30) Mg
Cloud 1)
ABKS.Enc (20 + 4) Mg (3¢+1)Mg + 2Mg, + P|({ + 1)Mg + 2Mg, + P
(for DOwn)
ABKS.Enc - - (3¢) Mg
(for Cloud 1)
Num. of 20 + gy + 1 2l +ny, +1 l+n
signatures
Num. of proofs 0 0 n+ 1+ ne
Policy access tree LSSS LSSS
structure
Security generic group model| random oracle model | random oracle model
model
20
18
o 16
Qv
214
Q
= 12
o 10
= —— 7XA-2
w a
Y6 —e—0urs
=]
a 4
2
0

1 2

3 4

Mum. of attributes in policy

Fig. 3. Experimental results. (CPU: Intel Core i7-4790 (3.60GHz))

of signatures in ZXA-1 and ZXA-2. However, a proof can be generated simply
by using a hash function at a smaller computation cost than that of a digital
signature scheme. This means that Ours is the most efficient VABKS scheme in
terms of the signing cost for DOwn.
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We implemented the index generation algorithms of Ours and ZXA-2 on
a PC having the following specifications. CPU: Intel Core i7-4790 (3.60 GHz),
Memory: 8 GB, OS: CentOS 7.2, and Browser: Firefox 38.3.0. The algorithms
were mainly written in JavaScript; the pairing computations were written in
C/C++. We considered a viewing history that consisted of 13 records including
54 related keywords (index) and five possible attributes for DUsr. We measured
the processing time of the index generation algorithms as the average of 100
trials. In Fig. 3, the horizontal axis denotes the number of attributes in the policy,
and the vertical axis denotes the processing time (seconds). For simplicity, we
used a ciphertext policy consisting of only AND-gates. It can be seen that Ours
costs much less than ZXA-2 and the processing time depends on the number of
attributes in the policy. In particular, for five attributes, Ours takes about 9s,
while ZXA-2 takes about 18s. Therefore, our scheme significantly reduces the
computation cost for DOwn.

7 Conclusion

We proposed a VABKS outsourcing scheme where the computation cost for a
data owner can be significantly reduced by outsourcing part of the index gener-
ation algorithm to a cloud server. Our scheme supports expressive policy setting
with a LSSS and is provably secure against malicious cloud servers in the random
oracle model. We implemented the index generation algorithms of our scheme
and a previous VABKS scheme on a PC and showed that our scheme takes
about half the processing time of the previous scheme. Our scheme is based on
the generic construction of VABKS in [18]; constructing a more efficient VABKS
scheme without a generic construction remains an open problem.
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