2 Environment

Introduction and summary: The Enterprise Security Architecture for Reliable ICT
Services (ESARIS) does not organize all security-related activities in a corpora-
tion. For example, all larger corporations including ICT Service Providers re-
quire an Information Security Management System (ISMS) for steering the secu-
rity management by defining the organizational structure and procedures used.
Such systems form the so-called Frameworks for ESARIS in which ESARIS is em-
bedded (Sect. 2.1). ESARIS concerns only the security of ICT services and not of
the corporation as a whole. The two perspectives corporate and ICT service se-
curity are discussed in Sect. 2.2 and a general governance model is given further
clarifying interdependences with respect of using ESARIS.

Fig. 8 summarizes what ESARIS is about. Note that ESARIS is neither a sole con-
ceptual tool nor a means for planning only. It is a realization of a tool box which
provides a classification, organization and standardization schema which will be
used by every employee in the company (when it comes to security). It provides a
collection of practical security standards designed to meet the needs of a large-
scale IT production. It does not only tells what to do, but provides detailed guid-
ance how to do it. The concepts, methods and measures are tried and proven and
actually applied in practice.

1 Classification, organization forlarge scale 3  aboutsecurity,
and standardization schema IT production assurance and trust

Enterprise Security Architecture

for Reliable ICT Services (ESARIS)

Y

4  balancingbetweenuser 5 madeforICT Service Providersbut 6 workable
organizationsand provider worksalso for large IT departments (...alreadyin use)

Fig. 8: Characteristics of ESARIS
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2.1 Frameworks for ESARIS

Introduction and summary: The ESARIS approach — the subject matter of this
book — does not cover all the activities within an enterprise that relate to infor-
mation security and IT risks. Firstly, a security management organization and
processes for it on a corporate level are required. This Information Security
Management System (ISMS) build or maintain the so-called Enablement Frame-
work for ESARIS. Secondly, one must manage the relations to standards, industry
and other best practices. The collection and classification of security measures or
controls is the subject of the so-called Endorsement Framework for ESARIS. This
framework also maintains a mapping between all existing security measures
from the different sources as required for the Internal Control Framework of the
ICT Service Provider and its customers.

An environment and conditions need to be defined in which the Enterprise Security
Architecture for Reliable ICT Services (ESARIS) is used. The security-related “set of
environmental conditions” is referred to below as the “Framework for ESARIS”.
Other conditions exist, but only those relating to information security are consid-
ered in the following.

The Framework for ESARIS consists of two parts (refer to Fig. 9). The Enforcement
Framework for ESARIS provides the capabilities whereas the Endorsement Framework
for ESARIS provides input for ESARIS and manages relations to different sources:

= The Enforcement Framework for ESARIS can be considered the Information Securi-
ty Management System (ISMS) of the ICT Service Provider since it provides the
organization, the processes and other resources and is built to establish, im-
plement, operate, monitor, review, maintain and improve information security.
An ISMS which is largely defined in ISO/IEC 27001 4 is used by many large
organizations and implemented on a corporate level.

= The Endorsement Framework for ESARIS builds the part that manages relations
of ESARIS to norms, industry standards and best practices as well as legisla-
tion and regulation. This framework looks in detail at security implementation
standards, namely ISO/IEC 27002 '5 or PCI-DSS 6. It also comprises a mapping
between the security measures defined in ESARIS and the security controls
stipulated in the environment.

14 ISO/IEC 27001 — Information technology — Security techniques — Information security
management systems — Requirements, 2013 [5]

15 ISO/IEC 27002 — Information technology — Security techniques — Code of practice for
information security management, 2013 [6]

16 PCI Standards Council: PCI DSS (PCI Data Security Standard); Version 3.2 as of 2016 [13]



Frameworks for ESARIS 27

Requirements (corporate and customer)

. 3 .

Framework for ESARIS
Enforcement (ISMS) Endorsement (relations) impact analysis
= security management = Mappingto other for

process and reference frameworks, standards etc. non-framework
‘ model (mainly ISO 27001) = Input of best practices requirements

Enterprise Security Architecture

industrialized ICT services custom service
== = processes including roles = protecting ICT services (specific service
* fornew business, changes = evidence (monitoring, and realization for
and operational services analyticsand reporting) acustomer)

Fig. 9: Role and content of the Framework for ESARIS

The Endorsement Framework for ESARIS comprises participating in standardization
boards (such as ISO), industry associations (such as the Information Security Fo-
rum, ISF, and the Cloud Security Alliance, CSA). It also deals with the analysis of
legislation and regulation. As a result, it delivers material for the development of
ESARIS and its security standards.

ESARIS is built to fulfill corporate and customer security requirements using pre-
defined controls. It may be, however, that some specific customer requirements
cannot be met by controls which are foreseen and selected beforehand. Those re-
quirements are called “non-framework requirements” (right in Fig. 9). In such cas-
es, a business impact analysis is performed in order to decide the following:

= the existing security will be advanced so that the “non-framework require-
ments” will no longer be “non-framework” ones,

= the customer’s request will be rejected,
®  acustomer specific service will be built.

The modification of the ESARIS security standards will result in an improvement
which can be used for subsequent businesses with other customers (case 1). The
alternatives are a “no-go decision” (case 2) and a full-custom solution (case 3). Note
that a custom solution may or may not balance between security level and costs.
However, such a decision can affect the provider’s business as a whole. Hence, an
impact analysis is necessary and the decision is taken on a rather corporate or
board level (refer to Fig. 9).

Though custom solutions are out of the scope of ESARIS, they should be built, as
far as possible, using elements taken from the industrialized ESARIS services. A
“no-go decision” is not the preferred choice for the customer or the provider. Often
there are other ways to solve the problem if special customer requirements cannot
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be met by an ESARIS control in the first place. The following example may demon-
strate this: The customer requests access to firewall management systems to control
specific activities. This request must be rejected due to the ICT Service Provider’s
policy restrictions. But a customized firewall report can be created for the customer
as an alternative and compensating response, so that the user organization is able
to get the necessary information about firewall activities. In this case it may turn
out that this alternative solution is already covered by ESARIS so that no custom
solution has to be built and maintained.

Enforcement Framework for ESARIS

The Enforcement Framework for ESARIS is defined, controlled and maintained by the
Security Management of the ICT Service Provider on a corporate level. As already
mentioned, ISO/IEC 27001 7 is often used as a basis. This standard defines the
same requirements for security management in enterprises of all types and sizes.

The development of the ISMS and its activities can be planned along the “Plan-Do-
Check-Act” cycle (PDCA) though such an approach is not described in the stand-
ard. Furthermore, this framework ensures that activities are supported through the
central provisioning of processes, tools and methods. It provides a foundation for
the achievement of an appropriate security level of the enterprise and defines and
standardizes activities throughout all departments and units of the enterprise. An
example for grouping the activities is shown in Fig. 10.

Activities of the Enforcement Framework

(conducted by Corporate Security Management)

BTN BT BTN TR

Defineand review ISMS Information security risk Monitoring of Security Improvements
@ ' : b

scopeand regulations assessment measurementresults Program
X . . T Monitoring and review Monitor and review of
Define Security Control Information security risk AR h -
Framework treatment plan security incidentsand preventative/ corrective

emergencies actions

Information Security Risk

: Informaton Security Audit Residual information
Mngt. process framework Operational management g

Program security risk acceptance

Security responsibilities Develop securit f _—
anyd res%urces awa‘:eness / Management Review Communication
Fig. 10: Activities within the Enforcement Framework for ESARIS

Although most activities are intended to enable the ICT Service Provider to meet
security requirements, some activities can also be considered a control. For in-

17 ISO/IEC 27001 — Information technology — Security techniques — Information security
management systems — Requirements, 2013 [5]
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stance, “developing security awareness (D4)” can enable persons (make them ca-
pable) or cause them to act (being a measure).

Endorsement Framework for ESARIS

The framework comprises

= consideration of norms, industry standards and best practices as well as legis-
lation and regulation, and

® mappings between the security measures defined in ESARIS and the security
controls stipulated in the environment.

The main sources for best practices are security implementation standards from the
ISO (e.g. ISO/IEC 27002 '8), the ISF (e.g. the SOGP"), ENISA (e.g. about cloud com-
puting?), the Federal Office for Information Security (BSI, Germany, e.g. IT-
Grundschutz?'), the Cloud Security Alliance (e.g. security guidance??), the NIST
(e.g. the handbook for managers®) and the PCI Security Standards Council.?* In
addition, organizations must adhere to legislation and consider regulation. Moreo-
ver, an ICT Service Provider regularly learns from its customers. All these sources
are collected and classified as shown in the upper half of Fig. 11. The sources (rep-
resented by the braces in the figure) define single security measures (represented
by the grey bricks below them). These measures may exist also in other sources
whereas specific security measures may be unique to one source.

A main function of the Endorsement Framework for ESARIS is to maintain a mapping
between all security measures just mentioned (upper half in Fig. 11) with the secu-
rity measures laid down in ESARIS security standards (lower half in Fig. 11). Such
mappings are required for the Internal Control Framework of the ICT Service Pro-
vider. The ICT Service Provider can also use the mappings when providing evi-
dence to the customers that their security requirements are met.

18 ISO/IEC 27002 — Information technology - Security techniques — Code of practice for
information security management, 2013 [6]

19 Information Security Forum (ISF): The Standard of Good Practice for Information Securi-
ty 2016 [25]

20 European Network and Information Security Agency (ENISA): Cloud Computing In-
formation Assurance Framework; November 2009 [22]

2l Federal Office for Information Security (BSI): IT-Grundschutz-catalogues; Version 13,
2013 [24]

22 Cloud Security Alliance (CSA): Security Guidance; Version 3.0, Nov. 2011 [31]

2 Pauline Bowen, Joan Hash and Mark Wilson: Information Security Handbook: A Guide
for Managers, Recommendations of the National Institute of Standards and Technology;
NIST Special Publication 800-100, October 2006 (updated 2007) [15]

24 PCI Standards Council: PCI DSS (PCI Data Security Standard); Version 3.2 as of 2016 [13]
(PCI: Payment Card Industry)
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Fig. 11: Endorsement Framework as the mediator from requirements to controls

2.2 Perspectives: corporate versus product security

Introduction and summary: Information security is a discipline that affects
many other realms. At a large ICT Service Provider, almost all departments,
business processes and the technologies and tools used could have an impact on
the achieved level of security and are affected by requirements that relate to in-
formation security. Hence, there are several departments and roles that are re-
sponsible for reducing risks that arise through the use of ICT. This section looks
at two perspectives and distinguishes between the corporate and product per-
spective, resulting in a Corporate and a Product Security Management. This dis-
tinction is necessary since ESARIS focuses on the ICT service or product security
only whereas the risk management of the ICT Service Provider must consider
product security as one but important element of corporate security.

Leading ICT Service Providers are far too large and complex for strategy and goals
to be easy and obvious. They have different departments and the division of labor
is very distinct. This makes an organization very powerful, but requires the coor-
dination of different interests. In terms of security, there are two possible perspec-
tives:

=  Corporate Security Management
=  which is responsible for the overall security of the enterprise
* including information security for which an Information Security Man-
agement System (ISMS) is operated,
® Product Security Management
* which is responsible for ensuring that the enterprise’s products (and ser-
vices) are secure and meet the customers’ requirements
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* using rules and methods from Corporate Security Management as well as
those specifically defined for securing products/services.
The situation is shown in Fig. 12.

UL Corporate Security Product Security

(facilities, people, safety, fraud) (sales, service, production)

v v

Requirements: Leadership: governance, partially customer requirements
| risk, compliance J overlap (Automotive, Finance, Public, ...)

.|
J
Area:
Safeguarding Drimaryinterest ( secondar;(/j interes‘(b
. since secure products cannotbe

the enterprise provided from an unsecure environment)
Delivering secondary interest : interest

(since unsecure products may put the primary interes
secure pI’OdUCtS enterpriseat risk)

Fig. 12: Two interwoven security perspectives

Corporate Security Management must ensure reliable and efficient leadership and
control through the implementation and maintenance of a system for control and
regulation as well as corporate organization and processes (Governance). Corpo-
rate Security Management must also ensure the systematic identification and as-
sessment of the risks which the enterprise is exposed to and the realization and
control of counteracting measures (risk management). Furthermore, Corporate
Security Management must ensure adherence to legal and other requirements as
well as internal policies and contractual duties (compliance). This task includes the
identification, definition and update of regulations as well as their enforcement
and control.

Thus, Corporate Security Management is primarily addressing the protection of
the enterprise as a whole. Of course, unsecure products or services that are deliv-
ered to customers may also put the enterprise at risk and such products or services
may lead to noncompliance. Refer to Fig. 12.

An enterprise has several organizational units that are responsible for delivering
products or services to customers. The delivery of products and services is the
main purpose and mission of an enterprise. Hence, the enterprise must also care
for secure delivery and for the security of products and services. The correspond-
ing requirements are considered as those of the customers since they are driven by
the business objectives and the market.

Thus, Product Security Management primarily focuses on making products (and
services) secure in order to meet market requirements. Of course, weaknesses in
the enterprise, e.g. in the way of working in processes, in the organization and in
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the tools and other methods that are used, may not allow delivery of secure prod-
ucts (and services). Hence, Product Security Management is also interested in the
security of the enterprise as a whole. Refer again to Fig. 12.

The necessity and existence of the two perspectives as well as their interwoven
way of working is called ESARIS Duplex Security Management Concept. Note that
the two perspectives are not distinct from each other. They do overlap.

Fig. 13 shows this situation once again. The left-hand side shows the GRC (“Gov-
ernance, Risk and Compliance”) approach and interests. The business with Prod-
uct Security Management adheres to the corresponding requirements but must
meet the requirements of customers while taking technological and business con-
straints into account. The right-hand side shows the genuine tasks of the business
including the sales, service and production departments, which are responsible to
secure product and service delivery. Corporate Security Management generally
overrules Product Security Management. Examples are compliance issues (e.g.
legislation and regulation). In other cases, conditions and constraints shown in the
figure may count: Corporate security requirements may only overrule others if this
is possible from a business point of view (e.g. strategy, investment, operating costs,
margins).

This principle is called the ESARIS Governance Model. The ICT Service Provider’s
Security Management organization must consider these facts.

Corporate Security governance

Management - {
e privacy and Management
regulatory compliance ICT services(“products”)

c risk management * service design requirements
(CRUICTTLRIECEGCN) | - service delivery from customers

business perspective

Product Security

requirementsfor = contracting, communication technological <

business - securitymanagement constraints

= prioritization business
constraints (€)

ESARIS

Fig. 13: ESARIS Governance Model

The majority of security measures maintained by an ICT Service Provider are de-
fined, enforced, controlled, improved and maintained for Product Security. Prod-
uct or service security management is the main focus of ESARIS.
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