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Abstract With the rapid evolution of mobile computing technologies, Mobile
location based services are identified as one of the most promising target applica-
tion. Mobile location based services have lot of limiting factors. In this paper we
propose a new rewarding system based on location of the Mobile User where
Mobile Units will collect Coupons from the Coupon Distribution Center and then
redeem their Coupon’s at the Coupon Collection Center. Coupons acts as virtual
currency Coupon’s Distributers and Collectors can be any entity or retailer. This
rewarding system based on location of the Mobile Unit is a secure one and pre-
serves privacy of the Mobile user.

Keywords Mobile location based services « Rewards - Coupons + Privacy -
Security

1 Introduction

With the proliferation of mobile devices, mobile location-based services (MLBSs)
have emerged as a new type of mobile marketing. Mobile commerce is poised to
make a qualitative leap. Knowledge of the end user’s location will be used to
deliver relevant, timely, and engaging content and information. For mobile network
operators, location-based services represent an additional stream of revenue that can
be generated from their investments in fixed infrastructure. For the end user, these
services can help reduce confusion, improve the consumption experience, and
deliver high-quality service options. As per a report 1 % of Americans used MLBSs
[1]. Research conducted by Juniper predict that revenue generated by MLBS’s will
be more than $12.7 billion by 2014 [2].
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There are various kinds of Mobile Location Based Services. First one is social
networking based on Location [3]. Second one require users to provide current or
historical location proofs to fulfill some purposes [4]. Third one is Mobile Com-
merce [5] and Fourth one is check-in games based on location [6].

Location-based check in games are having 3 restrictions first mobile users can
get benefits from the same store, second security is not guaranteed in this system [7,
8] and third is preserving users privacy is difficult.

Here, we propose a rewarding system based on mobile location. The proposed
system consists of a Mobile Unit, Coupon Distribution Center, Coupon Collection
Center, Data Center and Authentication Center. Mobile Unit will collect Coupon’s
from the Coupon Distribution Center and Mobile Unit can redeem the Coupons for
rewards at the Coupon Collection Center. Data Center stores the Mobile Unit and
Coupon validation details, used to validate the Coupon before rewarding the Mobile
User. Data Center is used when Coupon Distribution Center and Coupon Collection
Center happens to be of the same retailer.

If the Coupon Distribution Center and Coupon Collection Center are from dif-
ferent retailer instead of Data Center Authentication Center is used which validate
the Mobile User and Coupon. Communication between MU and CDC/CCC carried
out via WiFi interface. CDC/CCC are connected to the DC through wired network.

2 Related Work

In spite of the fact that there are many flavors of Mobile Location based systems
they cannot ensure security of the system and privacy for the users.

First users can fake their location to get more benefits, this problem can be
addressed by sun et al. [9] uses signal patterns to position users. Anisetti et al. [10]
explore geographical information and can achieve location accuracy and using
Bluetooth for generating location proofs [11]. Lenders et al. [12] uses geo-tags. [13,
8] propose to use Wi-Fi.

Second User’s Privacy can be compromised. [14-20] Propose schemes to
achieve communication anonymity and data privacy k-anonymity Clocking scheme
[15—19], propose to hide real location of the user and others include obfuscation of
location [20], and using pseudonyms.

3 System Design

This system consists of Mobile User’s (MU), Coupon Distribution Center (CDC),
Coupon Collection Center (CCC) and Data Center (DC) or Authentication Center
(AC) as shown in Figs. 1 and 2.
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Fig. 1 Same Company
Scenario where CDC and
CCC belongs to same
company or retailer

Fig. 2 Different Company
scenario where CDC and
CCC belongs to the different
retailers

Same Company:

Different Company
CDC

Mobile Users (MUs): A Mobile Unit collects the coupons and redeem for rewards.
For collecting coupons Mobile User communicates with Coupon Distribution
Center and redeems the Coupon when it communicates with Coupon Collection

Center.

Coupon Distribution Center (CDC): Coupon Distribution Center generates the
Coupon for the Mobile Unit and Stores the Mobile User validation information and
coupon information in the Data Center or in Authentication Center.

Data Center or Authentication Center: it validates the Mobile User and coupon.
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Table 1 Shar.ed secret keys Shared secret key | Purpose

in the Rewarding system

based on the location of the Kd, c Shared secret key between CDC and CCC

mobile user Ki d Shared secret key between MU and CDC
Ki, c Shared secret key between MU and CCC
K d, dc Shared secret key between CDC and DC
Kec, dc Shared secret key between CCC and DC
Kd,a Shared secret key between CDC and AC
Kec, a Shared secret key between CCC and AC

Coupon Collection Center (CCC): This entity verify the Mobile User’ coupon and
rewards them with benefits.

Shared Secret Key Generation:

As Assume two mobile users userl and user2 either one of them pick large prime
numbers n and g. User] picks a large number x and keep it secret and User2 picks a
large number y and keep it secret Userl initiates the key exchange protocol by
sending User2 a message containing (n, g, g mod n).

User2 responds by sending Userl a message containing g'modn. Now Userl
computes (g'mod n)*mod n = g ®mod n. Similarly User2 computes (g* mod n)”
mod n = g “mod n, in the similar fashion shared secret keys shown in Table 1 can
be generated.

4 Rewarding System

As Here the system consists of following processes:

Coupon Distribution:

Whenever a Mobile User visits a CDC it requests a Coupon. To protect identity of
the Mobile User and preserve the location details MU randomly generates a
pseudonym based on real identity. CDC needs to check MU’s identity before
allocating a coupon.

Thus CDC consists of two phases

e MU’s Identity authentication:
Purpose of validating an MU’s identity is defend against misbehaving users who
use fake ids.

e Coupon Distribution:
If the MU completes the identity authentication the CDC will process the MU’s
token.
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Coupon Redemption:
Whenever an MU communicates with CCC it initiates a token redemption process.

Thus CCC consists of three phases:

e MU’s Identity Authentication at CCC:
CCC first checks the MU’s identity to make sure it’s an authorized user and this
phase is similar to MU’s Identity authentication in CDC.

e Coupon validation:
This phase is used to validate the coupon submitted.

e Reward Distribution:
After the MU and coupon validation completes then benefits will be rewarded to
the MU.

Rewarding system based on Location of the Mobile User includes the following
steps:

Sample Scenario:
See (Figs. 3, 4, and 5)

Mobile Unit . Coupon Distribution Center
Ki,d(Request) P

1 Mobile Unit >
Ki,d(Coupon) 2 Generate a Coupon€-(Id,rd)

3 Decrypt the Coupon <

Fig. 3 Shows interaction between Mobile Unit and CDC using shared secret key Ki, d where
generated coupon will be consisting of Id of the MU and a random number

Coupon Distribution Center Data Center

1 Mobile Unit attribute§ Kd,dc(Id, Coupon)
and Coupon Information

are stored in Data Center

v

2 Store the information which is
used for validation

Fig. 4 Shows interaction between CDC and DC using shared secret key Kd, dc
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Mobile Unit Coupon Collection Center Data Center

1 Mobile Unit

Ki,c(Redeem)
_— > L
Kc,dc(Authentication Req)

3 Validate User

Ki,c(Rewards) KCéic(Valid /Invalid User)  and Coupon
< 4 Reward the MU

2 Authenticate MU and Coupon

\ j

Fig. 5 Shows interaction between MU and CCC and DC using the shared secret keys Ki, ¢ and
Kc, dc

5

Conclusion

Here we proposed a secure and privacy preserving rewarding system based on
location of the mobile user. We designed secured and privacy aware system for
redeeming the rewards. We find the system is resilient to many attacks and privacy
of the mobile unit will be protected well.
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