
Chapter 2
Predictive Computing and Information
Security: A Technical Review

2.1 Introduction

Future of computing depends upon the effective integration of existing technologies
and computing techniques. Integration of cloud computing and IoT provides a new
dimension to computing known as ‘Predictive Computing’ and opens the new
possibilities to researchers and developers. Predictive computing utilizes the data to
make real-time or near real-time predictions for making life easier and comfortable.
The predictive computing consists of various smart objects connected via wireless
sensor network for collection of the data which gets stored in clouds for further its
processing. The possibilities of predictive computing spans over healthcare,
transport, travel, sales, smart home like other many sectors. With the rising demand
of sensor-based products and applications for making predictions in many sectors
also include the security risks and privacy issues related to data collection and data
storage.

Use of predictive computing is getting popular as it is possible to design a smart
environment, capable of monitoring air and water pollution, prediction of weather,
earthquakes, detecting forest fires, tsunamis and various types of disasters so that
early measures could be taken to reduce their devastating effects. Further, to make
tourism sector attractive, the travel industries have come out from existing practice
of making prediction based on travellers surveys and expert views to real-time
collection of information of travellers location and updates about location in terms
of photos, nearby spots and many more. Moreover, the big data analysts can capture
the information from various photos posted on Facebook and other social networks
[1–3]. With the increased use of IoT, a number of smart home appliances have been
released into the market that include smart TV, smart refrigerator, smart lights,
smart cooling and heating devices that can be controlled by mobile devices or
desktops from remote location using internet [4]. Similarly, the use of sensor-based
IoT devices is rapidly increasing in predicting the shortest path for vehicle navi-
gation and avoiding of traffic congestion. Vehicle route is predicted in real-time by

© Springer Nature Singapore Pte Ltd. 2017
P.K. Gupta et al., Predictive Computing and Information Security,
DOI 10.1007/978-981-10-5107-4_2

17



using the existing driving habits in the database and GPS to find the traffic con-
gestion or road block like scenarios [5, 6]. A variety of devices is available in the
market to monitor the health of a person. Monitoring of health, using smart blood
pressure monitor, glucose monitor, pulse monitoring device, tracking of user
activity running, walking, heartbeat, etc., can be done using various sensors and
storing of this information over cloud for its further monitoring by healthcare
personnel [7]. The healthcare personnel can make the prediction on the basis of
received data and can provide suggestion or medications accordingly. In this
chapter, we have discussed various such predictive frameworks and computing
techniques based on IoT and cloud computing to perform various predictions. As
the dependency on these smart devices is increasing and these smart objects are
becoming the soft target of attackers to breach the user’s privacy. Managing data
confidentiality, integrity is becoming a major task it is because a number of
restrictions associated with these smart devices in terms limited battery power, lack
of complex encryption algorithm, poor access control at user level and lack of
secure communication methods, etc. This chapter discusses various information
security techniques and frameworks to maintain the confidentiality, integrity,
availability and trustworthiness of data. We have listed various available security
threats and their countermeasures with respect to two major technologies cloud
computing and IoT.

2.2 Google Trend Analysis

With the growing shift towards the use of IoT, cloud computing and predictive
computing, we have tried to find and analyze the Google search trends for com-
puting terms like ‘Cloud Computing’, Internet-of-Things, ‘Predictive analytics’ and
‘Information Security’ from year 2008 to 2017 (up to May 2017).

The Google search trend results are shown in Fig. 2.1 and it can be observed that
cloud computing and information security are two major areas which lead the
global market whereas significant advancements are taking place with IoT and
predictive analytics. The authors have also tried to find the trend results for
‘Predictive computing’ but no results are returned for the same. Market role of
predictive computing is gearing up and one can expect a big demand and growth in
future with the increased use of IoT 2.0 [8]. We have also analyzed the search
trends at region level which are represented in Fig. 2.2 for all the previously
mentioned computing techniques. From these results, it is clear that the regions like
Singapore, India, Kenya and Uganda are the major regions, related to use of
mentioned buzzing words.

Here, Fig. 2.2a represents the top five regions for cloud computing where India
lead the search trend, Fig. 2.2b represents the top five regions for information
security where Uganda lead the search trend, Fig. 2.2c represents the top five
regions for Internet-of-Things and Fig. 2.2d represents the top five regions for
predictive analytics, in both the cases Singapore leads the search trends.

18 2 Predictive Computing and Information Security …



Fig. 2.1 Google search trends for buzzing words cloud computing, information security,
Internet-of-Things, and predictive analytics

Fig. 2.2 Google search trends versus top 5 regions a cloud computing b information security
c Internet-of-Things d predictive analytics
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2.3 Predictive Computing Techniques

On the basis of performed operations and actions, the predictive computing tech-
niques can be categorized into various categories. In this technical survey, we have
tried to incorporate all the recent techniques which are mostly used by the devel-
opers to build their predictive solutions.

2.3.1 Data Handling Techniques

With the advancement in technology and computing techniques task of data gen-
eration and data processing has become easier. Various technologies like cloud
computing, mobile computing, voice recognition, artificial intelligence and
advanced application software are making prediction modelling possible. The
predictive models are created whenever data is used to train a predictive modelling
technique [9]. Table 2.1 summarizes various data handling techniques proposed by
various researchers to find patterns in obtained data to perform smart computation.

2.3.2 Sustainable Techniques

Sustainable techniques are used to handle the issue of power consumption of
computer systems and its devices. Majority of computer systems and devices are
left unattended while they are active where they consume less amount of power.
Similarly, if we discuss the same scenario from data centre’s point of view then the
power by such standalone device becomes disastrous. By using various predictive
models and sustainable techniques, we can make predictions about the future of the
device and computer system or device can be switched to energy saving state. In
[10], Zhu et al. have presented an energy efficient reliable data gathering scheme in
wireless sensor network environment. The proposed scheme is based on Reed–
Solomon code and its enhanced version has been presented with intra-segment and
inter-segment coding schemes. The authors have initially defined the optimization
problem to derive the proposed energy efficient and reliable packet delivery
scheme. In their obtained results, authors have claimed that proposed scheme is
applicable in collecting data from sensor nodes at low-rate and low-power. In [11],
Khan et al. have proposed a localization scheme StreetLoc for energy efficient smart
phones using participatory sensing and have focused on the issue of data collection
by these participatory nodes from urban streets. Authors have introduced the
coverage metrics for the proposed full coverage, partial coverage and k-coverage
schemes for the collected data from a street segment of the city. In their obtained
results, authors have shown that proposed schemes can save a significant amount of
energy. In [12], Abdullah and Yang have considered the issue of energy
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conservation in IoT and proposed a message scheduling algorithm to improve the
efficiency of the system. The authors have also handled the faulty and failed node
with the proposed algorithm. They have considered two main issues for energy
conservation known as saving energy in battery powered objects and quick
response to the query and the obtained results show the efficiency and effectiveness
in service response and energy consumption. In [13], Brienza et al. have proposed
the energy management system E-Net-Manager for various networked computers.
They have proposed unique methods to reduce the energy consumption by using
the soft sensors of computer systems like keyboard, mouse, bluetooth, Google
calendar and PC activity soft sensors. In their results, significant energy saving has
been achieved for short idle period. In [14, 15], Gupta and Singh have proposed a
novel sustainable algorithm for prediction of CPU workload for minimizing the
power consumption by personal computers. They have proposed a prediction model
[16, 17] and algorithms for switching the current state of running computer system
into power saving state.

2.3.3 Navigation Techniques

One major use of predictive computing is in navigation of vehicles or
e-Transportaion. With the growth of technology, it has become possible to predict
the shortest route for vehicle navigation. One can predict the navigation paths with
lesser traffic rather than considering the busiest road networks in the city. These
algorithms usually require a constraint to be placed on the system for effective
prediction to take place. A Markov process is a stochastic process in which one can
make predictions about the future state of the process based only its current state.
Vehicle navigation paths are usually repetitive in nature due to natural constraints
that limit the freedom of the driver. One of the most common natural constraints is
time where most drivers just attempt to reduce the amount of time spent travelling
between their origin and destination. The number of methods has been suggested
for the prediction of vehicle navigation paths. Barth and Karbassi [18] have used a
hierarchical tree data structure to perform real-time prediction of the navigation path
that a vehicle may take for direct trips (source to destination). Their algorithm is
recomputed as new data from the vehicle arrives while the vehicle is already in
transit. Froehlich and Krumm [19] have discussed an alternative method where
details of vehicle navigation path are collected and grouped by similarity. Each
specific navigation path is assigned an index and stored. As the vehicle begins
journey, the navigation path progresses and the algorithm attempts to match the
current navigation path with an existing one. Although this allows for an initial
prediction of the navigation path, the prediction is continuously updated as the
journey advances. Kansal et al. [20] have discussed a sensor network for tracking
using mobile phone devices. They have mentioned the fact that the prevalence of
mobile devices and the increased availably of GPS technology makes them ideal
nodes in a sensory network that focuses on the same GSM signals used for voice
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communication. Trials for autonomous vehicle navigations are on the way and soon
one can expect the market release of such cars [21, 22]. Technologies like GPS,
RFID [23], sensor networks and IoT have made predictive navigation approaches
easier and implementable in all the sectors like automobile, aviation [24] and
marine. Cao et al. [25] have used the GPS technology for constructing the minimum
dominating set of navigation paths and used this data for selecting the best possible
navigation path to drive. The authors have implemented the algorithms like
marking process to find the dominating vehicle, Updating process to keep the data
updated of neighbour’s node, and cutting process to cut down the redundant vehicle
information from the database. In [26], Davidson has presented three different
algorithms that can be integrated into personal navigation systems. First, algorithm
computes positioning for a map aided navigation system designed for land vehicles
travelling on road network; second, algorithm is aimed at map aided vehicle nav-
igation indoors and the third algorithm computes solution for the pedestrian navi-
gation system. In [6], Pattanaik et al. have presented a smart congestion avoidance
technique by estimating the scope of real-time traffic congestion on urban road
networks and predicts an alternate shortest route to the destination. This technique
utilizes the k-means clustering approach to estimate the magnitude of congestion
and applies Dijkstra’s algorithm to predict the shortest route. In [27], Su et al. have
designed a shortest path computing algorithm for navigation of large commercial
vehicles. They have integrated spatial data with the proposed algorithm. Authors
have listed various characteristics of commercial vehicles types like bus, truck,
trailer and passenger car, etc. Mitton and Rivano [28] have deployed sensors on
bicycles to analyze the various road conditions for medical purpose and have
gathered the data in real time from the deployed bicycles. The proposed system is in
its preliminary stage and a lot of work is still remaining to obtain the results. In [29],
Kranz et al. have discussed the concept of embedded interactions of objects in the
day-to-day utilities. They have monitored these interactions using IoT. They have
also listed various challenges for embedded IoT like Invisibility dilemma, implicit
versus explicit interactions, context dependence, etc. They have presented the
vision beyond ubiquitous computing for day-to-day computing using IoT.
Similarly, in [30–35], the authors have presented the architecture and smart navi-
gation techniques for vehicles and the presented techniques utilize the IoT and
sensor networks for navigation of vehicle. Some of the major predictive naviga-
tional techniques are shown in Table 2.2.

2.3.4 Intelligent Agents

The vision of smart environment is possible because of growth in computing
techniques and use of predictive models. The smart environments utilize the con-
cept of prediction and communication among the various existing objects. This
communication involves various intelligent agents at middleware level for remote
access and control of information in smart environment. Chen et al. [23] have
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proposed code centric RFID system, which is used to store the information based on
smart agents and provide the instructions to system whenever action has to be
performed. Still proposed system does not meet the goals like knowledge repre-
sentation and situation-aware code interpretation. In [36], Huang et al. have done
body posture analysis by using collaborative accelerometer sensors on different
parts of human body like on neck, wrist, waist and thighs. They have tried to predict
the odd situation with the help of predictive body posture analysis whether there is
any accident like scenario or not. They are unable to determine the condition of the
body once the accident has taken place and planning to use gyroscope for more
accuracy of results for falling like scenarios. Jeong et al. [37], have designed and
implemented large-scale middleware for ubiquitous sensor networks. This ubiqui-
tous sensor network supports intelligent event processing, various types of sensors,
real-time sensed data and management of collected metadata. Further, the authors
are keen to extend the support for a variety of wireless communication protocols
like ZigBee, Bluetooth, Code division multiple access, etc. In [38], Taylor et al.
have focused on the distribution of electricity in future and proposed cost effective
and intelligent solutions for electricity distribution network and management sce-
narios. In [39], Gaoan and Zhenmin have proposed an intelligent method for
measuring the heart rate using mobile acceleration sensor. They have suggested
using their proposed real-time heart-tracking algorithm to develop low-cost heart
rate monitor device. In [13], Brienza et al. have focused on the issue of energy
consumption by ICT devices and suggested some intelligent soft sensor methods
like bluetooth based, Google calendar based, activity soft sensors, etc., to reduce the
energy consumption using these devices.

2.3.5 Smart Objects Based Computing

With the growth of mobile networks, researchers and developers are targeting
mobile devices as a smart object to perform predictive computing over collected
data. These mobile devices are also working as a middleware for transferring data
from one sensor node to another. In [40], Kortuem et al. have presented the concept
of ‘Internet of smart objects’ and classified smart objects into three different cate-
gories (a) activity aware objects, (b) process aware objects and (c) policy aware
objects. These smart objects are equipped with embedded display and buttons on it.
They have categorized between these objects on the basis of parameters like
awareness, representation, interaction and augmentation. Figure 2.3 represents
various smart objects that can be connected with mobile like smart devices in a
ubiquitous network. In this section, we have summarized various mobile computing
techniques for ubiquitous computing of received data as shown in Table 2.3.
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2.4 Predictive Computing Frameworks

In [9], Kalechofsky has presented a simple framework for developing predictive
and statistical models for modern business. The author has mentioned that pre-
dictive analytics includes various techniques like predictive modelling, machine
learning and data modelling to make predictions. The predictive analytics, in turn,
uses the predictive modelling framework to perform predictive computing. This
computing technique can be used in almost every sector like healthcare, travel,
marketing, e-commerce, etc., by using their modelling framework.

2.4.1 Healthcare Frameworks

The predictive computing plays an important role in the prediction of health related
issues and sending the early alerts to the patients. These healthcare frameworks use
various predictive modelling frameworks for predictions and that’s why their
accuracy may differ from one framework to another. Predictive modelling is widely
in use in clinical research and analysis. In [41], Ng et al. have described a scalable
predictive platform known as PARAMO (PARAllel predictive MOdelling) that can

Fig. 2.3 Smart objects in a ubiquitous network [3]
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be used by many predictive applications. Brooks et al. [42] have stated that
healthcare organizations can implement a predictive model that uses business
intelligence (BI) to improve clinical efficiency. They have proposed a framework
for developing a domain specific BI model for an expert practitioner in the field. In
[7], Gupta et al. have proposed an IoT-based cloud centric health framework to
monitor user’s activities in sustainable health centres. This framework regularly
predicts the user’s activities and stores the details of various parameters like heart
rate, pulse rate, timing of activity session, etc., in the cloud database and sends
alerts to health care professionals of the user wherever emergency like scenario
arises.

In [43], Lu et al. have presented the SPOC framework for secure and privacy
preserving computing in mobile health care. This framework extends its func-
tionality in the pervasive environment and introduces the user-centric privacy
controls. In [44], Zhang et al. have presented three tier system architecture for
healthcare system based on ubiquitous sensing. Tier-1 consists of various objects
equipped with ubiquitously distributed sensor nodes. Tier-2 consists of ubiquitous
technologies like wireless sensor networks, internet, WiMAX, 3G/4G, etc., to
transfer the sensed data to doctors or medical practitioners. Whereas, Tier-3 is an
information processing centre and consists of nodes like medical practitioners,
doctors, data centres, servers for processing of collected data related to patient’s
health and to provide the necessary action to be taken by the patient. Similarly, Xu
et al. [45], have proposed the semantic data model for interpreting the IoT data and
also a data access mechanism has been proposed for emergency medical services in
ubiquitous environment. Hu et al. [46], have also used the IoT network of physical
objects for monitoring and predicting the health condition of elder person living at
home. They have proposed an intelligent and secure health monitoring framework
for finding the elder’s activity and elders can use the mobile device for getting
connected with the IoT network. In [47], Zhao et al. have presented the predictive
model for finding the effect of multiple sclerosis in patients. They have used logistic
regression and machine learning techniques in predicting disease course. In [48],
Abreu et al. have studied about the recurrence of breast cancer and presented a
predictive model based on combination of machine learning techniques for accurate
prediction of recurrence events. In [49], Rana et al. have introduced the concept of
changing interventions on different datasets and proposed a predictive framework
that models interventions explicitly. In [50], Sakr and Elgammal have discussed
some major challenges in healthcare systems which can be resolved using modern
technologies like cloud computing, IoT and big data. The aspects of these tech-
nologies can be different that vary from communication to data storage. Authors
have proposed a framework known as ‘SmartHealth’ and described its various
applications in the healthcare domain. Ifrim et al. [51], have highlighted the current
status of the evolution, trends and research on IoT from e-Health perspective and
performed a comprehensive survey.
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2.4.2 Smart Home Frameworks

The potential technology used for designing the smart home varies from simple
sensors to detect the position of door to more sophisticated sensor systems where
the sensors are equipped into various objects and humans reside inside the house.
Mulvenna et al. [52] have examined the role of context aware computing in smart
home environment and monitored the activity of each individual in the house.
Authors have developed various frameworks for monitoring the activity. These
smart objects equipped with the sensor, collects the data about user’s offline activity
performed at home and continuously transmit it on the Internet. Apthorpe et al. [53]
have mentioned that IoT devices have always-on sensors that capture the data
constantly about the user’s physical environment. They have developed a prediction
strategy from the obtained data for passive network observer and to find about the
various possibilities related to the user. In [54], Raj has presented a framework for
smart monitoring of home and its security in owners absence. He has designed the
context aware protocol for this system. This system is secure, reliable and user
friendly and combination of Zigbee, Wi-Fi and body area network like technolo-
gies. By making the use of pervasive computing this framework is known as smart
home system where user is connected with the various devices in home remotely. In
[55], Aquino-Santos et al. have also presented the use of ubiquitous computing in
developing smart home applications and interoperability of these applications. They
have discussed the challenges like isolation of subsystem by executing several
instances using hypervisor for the connected devices, and implementing a micro
middleware. In [56], Hong et al. have analyzed the user’s habits and behaviour in a
living space and discussed the context aware model for smart home systems and the
proposed model is shown in Fig. 2.4.

This model connects the various household devices with the user behaviour and
process the collected information in an intelligent environment.

Fig. 2.4 Context aware
smart home system model
[56]
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2.4.3 Navigation Framework

Currently, the road transport of goods or passengers relies on tracking technology.
In designing of smart navigation systems, GPS data may be augmented with Wi-Fi
and GSM signals to be used to provide location information of vehicle transporting
the goods and passengers [57]. At present these systems suffer from limitations like
reduced reliability in areas that are not permeated by the necessary GSM or Wi-Fi
signals, or areas in which the GPS satellites do not have sufficient coverage. In [5],
Malekian et al. have designed and implemented a system which is capable of
predicting the navigation path of a vehicle on the basis of the existence of driver’s
existing driving practices. This system is capable of using RFID based information
about navigation paths, in conjunction with predictive algorithms based on the
Hidden Markov Model (HMM) to accurately determine the vehicle navigation
paths in advance. In HMM, the sequence of observed output values provides
information about the sequence of states. If modelled using a HMM, then the
observer will only observe a sequence of output tokens directly. Baum et al. [58],
have described a model based on this information. The observer can then attempt to
infer the sequence of states that yielded the observed output sequence. HMM is an
acknowledged tool for predictive solutions to systems that can be modelled as
Markov processes. In [59], Simmons et al. have proposed the usage of the HMM to
perform predictions on a vehicle’s navigation path. In their method, the historical
driver data is gathered using GPS information. This is used to supply parameters to
the Hidden Markov model. They were able to achieve results of above 98%
accuracy in most cases, although the navigation paths they tested had very few
places in which choices were required. In [60], Herbert et al. have a proposed a
modular framework FaSTrack that provides a safety controller and can be used with
most current paths. In [61], Jabbarpour et al. have presented the general framework
for vehicle traffic routing system, known as VTRS and used for mitigating traffic
congestion on roads. VTRS gathers traffic-related data such as vehicles’ speed,
travel time and density, user preferences and alternatives paths for preparing the
routing tables by calculating the fitness function. In [62], Yang et al. have proposed
an autonomic navigation system (ANS) operating over vehicular ad hoc networks
(VANETs) for predicting the future vehicle density and adopts hierarchical algo-
rithms for route planning and time dependent routing algorithm for traffic prediction
as shown in Fig. 2.5.

In [63], Cebecauer et al. have presented a framework for integrated real-time
network travel time prediction of vehicle based on probe data. This framework is
capable of predicting short-term traffic conditions, real-time vehicle routing and for
trip planning. They have used hybrid probabilistic principal component analysis
(PPCA) methodology for short-term prediction of vehicle path. Similarly, a number
of frameworks and approaches have been proposed for finding the predictive tra-
jectory guidance, prediction of next turn at road junction and motion planning for
autonomous vehicle navigation [64–67].
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2.4.4 e-Commerce Framework

Since last decade, a lot of significant developments have taken place in e-commerce
market and its applications. The organizations have completely changed the way of
marketing by implementing the various data mining rules for predicting the price of
product, behaviour of consumer and selecting the appropriate marketing strategy,
granting them to make intense and knowledge-driven results. Similarly, change in
marketing models is taking place from traditional website based system to
knowledge-based system to recommender system. A recommender system predicts
about the customer’s choice by exploiting ratings made by the customer for the
same or similar product in the past. In [68], Qiu has proposed a predictive model,
COREL to make purchase behaviour prediction of customers. He has investigated
the three factors that significantly affect the purchasing decision of customer in
online shopping that is the needs of customers, the popularity of products and the
preference of the customers. He has explored associations between products,
exploiting them to predict customer needs. In [69], Gupta and Pathak have focused
on the dynamic pricing of the product where prices vary according to market
demand of the product. Nowadays, dynamic pricing concept is being used by
almost all e-commerce sites including retail, automobile, tours and travels, grocery
stores and a lot many. They have proposed a model for determining the purchase
behaviour and pricing strategy for online customers. This proposed model consists
of stages like Data Collection, Preprocessing, Attribute selection, Grouping of
customers, Dynamic pricing and Predictive analysis as shown in Fig. 2.6.

Fig. 2.5 Autonomic navigation system
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This framework also includes various techniques of Machine learning, Data
mining and Statistical methods for predicting the online purchase behaviour of
customers by selecting an appropriate price range. In [70], Ahmadi has proposed a
framework, e-CLV (Electronic customer lifetime value) for predicting the online
customer’s behaviour. Proposed model considers real option analysis to predict all
future states with probability of each of them. In [71], Lo et al. have tried to
characterize, understand the customer’s behaviour for developing predictive models
of user purchasing intent. They have identified some set of general principles and
performed large-scale longitudinal study to model user purchasing intent across
many discovery applications. Authors have classified the user’s action into four
classes known as (i) searching for a content (ii) exploring contents by using pro-
vided links (iii) getting closer with particular piece of content and (iv) saving
contents to retrieve it later. In their predictive analysis, authors have tried to find
how engagement in these actions predicts users’ future purchasing intent or activity.
Similarly, in other studies [72, 73] related to prediction of consumer behaviour,
authors have used different perspective of analysis like Badea [72] have used the
concept of artificial neural network for predicting consumer behaviour, and
Naumzik et al. [73] have performed image sentiment analysis on their proposed
model for predicting the increase in rent prices.

2.5 Information Security Techniques

‘Data’ is becoming a vital component for all kind of computing techniques. Several
issues arise with the handling of data like data storage, data access and data usage
issues, etc. As discussed earlier, over the period of time various security techniques

Fig. 2.6 Framework for predicting online purchase based on dynamic pricing
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have been proposed by the researchers and developers to establish confidentiality,
privacy and trust while handling of data. Here we have summarized various security
techniques related to cloud computing and IoT.

2.5.1 Security Techniques for Cloud Computing

Security is a major issue in cloud computing as it leads to various types of vul-
nerabilities while handling of data. Cloud storage and data has to be secured and
must ensure various security parameters like authentication, authorization, confi-
dentiality, integrity, availability, etc. In [74], Arockiam and Monikandan have
proposed a security technique AROcrypt that ensures confidentiality of data in
cloud storage. AROcrypt is one of the symmetric encryption techniques and makes
use of ASCII values for processing of plain text into cipher text. In [75], Alsulami
et al. have investigated many security techniques and models for cloud computing
to main the data integrity and confidentiality. They have identified few of the
techniques like encryption, anonymization, separator and multilayering that can
have an effect on data integrity and confidentiality. Among these techniques,
encryption technique is most widely used for cloud security. In [76], Zhou et al.
have presented a scheme to control and prevent unauthorized access to data stored
in the cloud. They have proposed a role-based encryption (RBE) technique that
integrates the cryptographic technique with role-based access control (RBAC)
model. They have also proposed a RBE-based architecture for secure data storage in
public cloud. To maintain the privacy of data, policy based encrypted data access
approach has been used in which users who satisfy the access policies can decrypt
the data using their private key. In [77], another work, Bokefode et al. have used
encryption technique AES and RSA for encryption and decryption of data and
RBAC used to provide control to users as per their role. In [78], Gugnani et al. have
focused on to provide confidentiality to the user while using cloud-based web
services, and proposed an approach for selective encryption of XML elements so as
to provide confidentiality and to prevent XML document form improper informa-
tion disclosure. Figure 2.7 represents XML DNA Encryption/Decryption to embed
confidentiality. Authors have considered the XPath Injection attacks which take
place when web site uses user-supplied inputs to form XPath query for XML data.
Terec et al. [79], have discussed the implementation of various cryptographic
techniques in Java, MATLAB and Bio-Java and also represented how DNA
encryption is implemented in three of them. Besides XML encryption, we have SSL
and XML signatures to secure the internet transmission. Users interact with the
cloud using XML files and then these XML files and their contents need to be
protected so as to safely transfer the confidential information. Also, the commu-
nication among Web Service and the clients are mainly done through plain-text
XML formats like SOAP messages and WSDL [80].

In [81], Dinesha and Rao have proposed a secure cloud transmission protocol
(SecCTP) to maintain data integrity, confidentiality, access management and
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identity in the cloud. Proposed technique SecCTP deploys Multi-Dimensional
Password (MDP) system, Multilevel Authentication scheme (MLA) and Multilevel
cryptography (MLC) system to handle various cloud security issues of authenti-
cation, identity and confidentiality. In [82], Yu et al. have proposed an efficient and
practical identity based Remote data integrity checking (RDIC) protocol which is
based on key-homomorphic cryptographic schemes and maintains perfect data
privacy. In perfect data privacy, protocol leaks no information of the stored files to
the verifier. In [83], Zhou et al. have stated that the integration of IoT techniques
with cloud computing leads to new challenging security and privacy related threats.
They have proposed unique security and privacy requirements for cloud-based IoT
and addressed the challenging issues of secure packet forwarding and efficient
privacy preserving authentication by proposing a new efficient privacy preserving
data aggregation without public key-homomorphic encryption. In [84], Choi and
Lee have focused on various security issues related to the public sector that restrict
any organization from the use of cloud platform. They have proposed a method-
ology for information security management and adopted a Delphi approach to
establish the classification criteria in objective and systematic manner. In [85],
Gaetani et al. have focused on data integrity issue in cloud computing and used a
Blockchain-based method for handling these issues. Blockchain has recently
emerged as a fascinating technology that consists of consecutive chained blocks
containing records that are replicated on the nodes of a P2P network. These records
witness transactions occurred between pseudonyms. They have proposed an
innovative blockchain-based database that permits balancing strong integrity
guarantees with appropriate performance and stability properties.

2.5.2 Security Techniques for Internet-of-Things

The architecture of IoT converts living and non-living entities into smart objects
that can be monitored or used continuously by using internet technologies. These
smart objects can communicate with each other, and can respond to the changes in

Fig. 2.7 XML DNA encryption approach
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surroundings intelligently. This intelligent feature derived from IoT architecture
includes new security risks and privacy issues. So, maintaining user security and
privacy is one of the crucial issues and need to be addressed thoroughly. In [86],
Dabbagh and Rayes have presented the security and privacy issues related to IoT
platforms. Various security challenges identified by them are Scalability, Multiple
verticals, Multiple technologies, Big data, availability, remote locations, etc. They
have categorized the IoT architecture into three different domains that include:
(a) IoT Sensing Domain, (b) IoT Fog Domain and (c) IoT Cloud Domain. Various
security attacks related to cloud domain and IoT are summarized in Table 2.4.

In [87], Nia and Jha have presented a detailed survey and provided a compre-
hensive list of vulnerabilities and countermeasures against them. Authors have
discussed three widely known IoT reference model, i.e. (a) Three-level model [88],
(b) Five-level model [89] and (c) Cisco’s Seven-level model [90] and discussed
various possible applications of IoT. In [91], Singh et al. have discussed state of the
art of various lightweight cryptographic primitives that consists of lightweight
block ciphers, hash functions, stream ciphers, high-performance systems and low
resources devices for IoT environment. They have also analyzed several lightweight
cryptographic algorithms like AES, DES, Twine, Seed, RC5, PRESENT, etc., on
the basis of their key size, block size, a number of round parameters.

2.6 Information Security-Based Frameworks

As discussed in the previous section, various information security techniques have
been evolved to mitigate or to reduce the vulnerabilities in an existing software
system, used by business organizations or its customers. For effective implemen-
tation of information security and privacy techniques in the system developers and
software designers need to modify the existing architecture or framework of soft-
ware system. It is observed, that in most of the cases these architectures or
frameworks are responsible for security-related issues. The reason for this is that
security parameters are overlooked by the designers and developers while designing
of system. In this section, we have discussed various information security frame-
works related to cloud computing and IoT.

2.6.1 Cloud Computing-Based Security Frameworks

Rising demand for storage of data in a cloud environment by the business orga-
nizations and customers requires a lot of changes in existing architecture or
framework of software systems. Current system design and deployment techniques
must be capable enough to accommodate these changes into the system and must
ensure the security and privacy of new cloud-based frameworks and architectures.
In [92], Chang et al. have presented a multilayered security framework for business
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clouds. This Cloud Computing Adoption Framework (CCAF) integrates three
major security technologies known as firewall, identity management and encryp-
tion. In [93], Mushtaq et al. have presented the quad layered framework for data
security, data privacy and data breaches. This layered architecture prevents the
confidential information with a variety of quad security layers like Secure
Transmission of Data, Encrypted Data and its processing, Database Secure Shell
and Internal/external log Auditing. They have also presented a new auditing
mechanism where customers can design their own rules for making auditing better.
In [94], Youssef and Alageel proposed a framework to identify cloud specific
security and privacy challenges, attacks and risks. They have also proposed a
security model to perform generic cloud computing and to protect security and
privacy requirements from vulnerabilities as given in Fig. 2.8.

In [95], Matte and Kumar have focused on storage of data, and stated that cloud
supports data storage in distributed environment. They have provided the solution
for security of data in multi-cloud. Multiple copies of data are stored in encrypted
form on different clouds. Authors have used plain cipher algorithm for encryption
purpose. In another work, Dorairaj and Kaliannan [96] have focused on issue of
data migration in cloud, which is accessed by several users. Data protection from
unauthorized access becomes important to both organizations and customers. To
handle the issue of data sensitivity, authors have proposed an adaptive multilevel

Secure Cloud Computing

Concerns & Risks

Access Control,
Encryption,
Monitoring,
Application
development,
Testing,
Incident management,...

Attacks & Threats

Wrapping,
Spoofing,
DoS,
Malicious Injection,
Eavesdropping,
Physical attacks,...

Concerns & Risks

Confidentiality,
Integrity,
Availability,
Authentication,
Authorization
Auditability,
Trustworthiness,
Privacy, ...

Fig. 2.8 Framework for secure cloud computing

2.6 Information Security-Based Frameworks 39



security framework that provides adequate level of security under different classes.
This framework provides required access control at each level by using suitable
encryption techniques. Similarly, cloud computing-based security framework is
being used in every domain like healthcare, vehicle navigation, eLogistics, banking,
etc. In [97], Ondiege et al. have mentioned that poor implementation of security in
healthcare leaves the patients’ data vulnerable to attackers and considered that
providing security to remote patient monitoring (RPM) infrastructure is a major
issue. They have proposed a new identification technique NFC in their new security
framework for monitoring of remote patients in multi-user environment and to keep
the patient’s information secure. In another work, Jaganathan and Veerappan [98]
have proposed a new cloud storage model, CIADS, to keep patient’s medical data
secure. They have implemented authorization service through certificates, confi-
dentiality by implementing new encrypting algorithm and data integrity is ensured
by modified hash algorithm. In [99], Xiao and Xiao have presented the generic
ecosystem for cloud security and privacy which employ an attribute driven
methodology. This ecosystem employs five security/privacy attributes:
(a) Confidentiality, (b) Integrity, (c) Availability, (d) Accountability and
(e) Privacy-preservability, as shown in Fig. 2.9. Authors have considered security
and privacy separately and demonstrated the connection among vulnerability, threat
and defense mechanism for the mentioned attributes in cloud environment.

Defense

Threats

Vulnerabilities

Integrity

Availability

Accountability

Confidentiality

Privacy-
preservability

Security PrivacyFig. 2.9 Generic ecosystem
based on attributes for cloud
security and privacy
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2.6.2 IoT-Based Security Frameworks

Significant advancements in the field of information and communication technol-
ogy (ICT) and wireless technology, lead to development and adoption of various
frameworks which are based on cloud computing, IoT, Big data, etc. It is predicted
that by 2020, around 50 million of things will be connected to the Internet via IoT
[100]. Usage of IoT-based frameworks in every business sector like healthcare,
smart home, agriculture, logistics and transportation, is increasing very rapidly as it
provides anyone, anytime, anyplace and anywhere type of frameworks for the all
connected living and non-living things in the network [101]. However, these
technological advancements and adopted frameworks also bring many issues.
Security and privacy are considered at the top of all issues that need to handle
intelligently for global adoption and use of IoT technology by the humans [102].
Park and Shin [103], have proposed a general security assessment framework for
IoT services. They have applied integrated fuzzy multicriteria decision-making
(MCDM) approach which uses an analytic network process (ANP) in combination
with the decision-making trial and evaluation laboratory (DEMATEL) technique to
increase the sensitivity of interrelationships among diverse security requirements.
This framework is shown in Fig. 2.10.

In [104], Ge et al. have proposed a framework for modelling and assessing the
security of the IoT and provide a formal definition of the proposed framework under
five phases known as (a) data processing, (b) security model generation, (c) secu-
rity visualization, (d) security analysis and (e) model updates. This framework
identifies all possible attack paths in the IoT and evaluates the security level of the
IoT through security metrics. In [4], Kang et al. have focused on human centric
smart home services and proposed an enhanced security framework for smart

Fig. 2.10 Security assessment framework for IoT
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devices in a smart home environment. As shown in Fig. 2.11, this framework is
made up of smart appliance module, appliance integrity module, mandatory access
control framework and appliance integrity protection framework. This framework
provides the security service for ensuring device authentication, integrity and
availability.

In [105], Ngu et al. have focused on realization of middleware technologies in
IoT systems which represents that software framework play as an intermediary
between IoT devices and applications. They have designed an application for
real-time prediction of blood alcohol content using smart-watch sensor data and
presented a comprehensive survey on the capabilities of the existing IoT middle-
ware. They have also presented a thorough analysis of the challenges and the
enabling technologies in developing an IoT middleware. They have captured the
key properties of some trusted IoT system as shown in Fig. 2.12. In [106], Ukil
et al. have presented privacy preservation framework as a part of the IoT platform
and a data masking tool for both privacy and utility preservation. This provides
negotiation based architecture to find a solution for utility-privacy tradeoffs in IoT
data management. They have also presented a case study on e-Health for this
framework.

Fig. 2.11 Security framework for smart home
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2.7 Challenges and Discussions

A primary focus of this chapter is to discuss various techniques and frameworks
available for predictive computing and information security. We have found that the
security issues in cloud computing and IoT will become a challenging task in near
future. According to new research released by TRUSTe, 35% of online US con-
sumers now own at least one smart device other than a smart phone, and the most
popular devices are smart TVs (20%), in-car navigation systems (12%), followed
by fitness bands (5%) and home alarm systems (4%). In this section, we have
summarized few major challenges related to cloud computing and IoT which are
listed as follows:

• As per findings from 2015 U.S. IoT Privacy Index, only 79% of consumers are
concerned about the idea of their personal data being collected through smart
devices, while 69% believed they should own any such data being collected
[107].

Fig. 2.12 Security, privacy, and trust in IoT systems
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• In supporting security, privacy and trust mechanisms within IoT middleware
has been recognized as a critical and important issue for the successful
deployment of IoT applications, and is deemed as one of the major challenges in
both industry and academic communities [105].

• As the digital market will be flooded with IoT-based devices and cloud users. It
is predicted that by 2020, around 50 million of living and non-living things will
be connected to Internet via IoT [100].

• Integration of cloud computing, wireless sensor networks, RFID and other
multiple technologies with IoT will increase the complexity of overall system
exponentially, as each technology has its own vulnerabilities and integration
with IoT will sum up all these vulnerabilities and introduce new security threats
to devices and systems [86].

• The modelling security of the IoT is a difficult task as it is characterized by a
large number of heterogeneous and mobile devices and facing numerous threats.

• IoT paradigm consists of several verticals that span over e-Health, intelligent
transportation, agriculture, smart home, etc. All these verticals have different
requirements of security and privacy at device level and at user level.

• IoT framework consists of a number of sensor nodes and scalability of IoT
application stored in the cloud, with respect to utilization of CPU, memory and
other resources is a challenging task. An IoT solution needs to scale
cost-effectively, potentially to hundreds of thousands or even millions of
endpoints.

• Another challenge from these endpoints is that they generate heavy amount of
data over time and require some effective mechanism in cloud for security and
privacy of this data. This large volume of data is also known as Big Data [86].

• The ownership of the data collected from these endpoints must be clearly
established and the endpoints and reading devices from the IoT Things should
each be equipped with privacy policies. This collected data is further processed
to obtain useful information related to health analysis, vehicle route prediction,
monitoring a home and environment, etc. [106].

• In [103], Park and Shin have considered service availability challenge at the top
priority with increased attention on infrastructure security for networks and
systems.

• Further, the nodes in IoT have limited energy and computational power on
which implementing complex security measures, is a challenging task. To
handle this challenge, security mechanism needs to be developed in context to
IoT resources that focus on particular type of attacks like DoS, spoofing, etc.,
this will help to utilize less energy and computational time.

• In [87], Nia and Jha have also discussed about two emerging security chal-
lenges: (1) Exponential increase in number of weak links—Currently, available
devices in the market don’t support complex cryptography algorithms because
of these restrictions and this led to number of weak links in the system that can
be exploited by the attackers. (2) Unexpected usage of data—Growing use of
IoT technologies has led to sensor-based connectivity in day-to-day living, this
scenario leads to unexpected use of user’s data collected by these sensors.
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• In another approach, attack paths could be found with the help of framework if
node vulnerability and network reachability information is given [103]. The
attackers can access these IoT devices and resources with the help of cloud and
can use these devices as zombies, so protection of each node becomes
important.

• Most of the IoT-based devices are mobile in nature and this mobility has a great
influence over security, because attack surfaces changes with the change of
network. This challenge involves designing of mobility model for protection of
IoT device node in hanging network environment.

• Designing IoT applications and services is yet another challenge as IoT mid-
dleware must be available in cloud and on the edges like IoT devices, gateways,
etc.

• A big challenge is to ensure the security of IoT application and privacy of users
along with semantic service discovery in which a failed IoT service gets
replaced with available ones in the network without causing any disruption to
the user [105].

• As reported, lack of security mechanisms, auditing mechanisms, data integrity
and service level agreements are serious concerns in cloud computing. Some
security models have been proposed related to proof of retrievability [108],
anonymity based system [109], privacy stabilizing architecture [110], process of
access control [111], preserving cloud computing privacy (PccP) model [112]
and public auditing mechanism-Oruta [113, 114], to overcome mentioned
challenges.

• According to NIST [115], various challenges associated with the cloud com-
puting platform are: designing of policies, standards and procedures that are
sufficient to defend organizations from threats.

• The distributing the roles and responsibilities among team members to imple-
ment security policy is yet another challenge that should be followed with
effective planning at each stage of system’s life cycle.

• Implementations of security policies are considered in ad hoc manner in cloud
environment to satisfy some set of organizational needs to minimize the risk of
threats. The future challenge would involve real-time measures to provide
assurance against organizational goals.

• Business outsourcing is common phenomenon of organization and number of
organization opt outsourcing to reduce the overall business complexity. The
cloud computing facilitates organizations with computational and storage
resources at reduced operational cost.

• In cloud environment, data owner lacks full control over outsourced data and
finds its management untrustworthy as data may get exposed to various insider
and outsider attacks or data leakage related issues could be there [100].
Therefore, maintaining a data confidentiality and privacy is a challenging task to
gain users confidence for adopting cloud computing.

• Implementing proper access control mechanism could be challenging issue to
maintain user’s privacy and unauthorized access to data. As mentioned, in cloud
computing data is stored with the third party and in such case implementing a
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log monitoring system to analyze the various logs related to a security breach
and attacks could be a challenging task [116].

• In clouds, similar to dynamic resource provisioning, automatic resources pro-
visioning is another challenging issue in which by predicting the future demand,
resources are allocated and de-allocated from the cloud.

• Server consolidation, and energy efficiency is another big challenge in cloud
computing to minimize the power consumption and operational cost of data
centers. A key challenge in this is to achieve a good trade-off between energy
savings and application performance [117].

• For some specific scenarios, cloud interoperability issue is an emerging chal-
lenge where it becomes difficult to integrate existing legacy systems with pro-
prietary cloud APIs to get various cloud services [118].

Integration of cloud computing and IoT provides enormous benefits to the users
and organizations in terms of more bandwidth and resources. Due to this reason, it
has been widely adopted by the industry but still it has number of issues which need
to be addressed and several more challenges are emerging related to applications
security and privacy after integration of these technologies.

2.8 Summary

The advancement in computing field has gone through from traditional computing
to interactive cloud and IoT-based predictive computing to make our lives easier
and comfortable. The predictive computing makes the utilization of wireless sensor
network for connectivity of various smart objects with Internet and continuous
collection of data from these objects to make predictions related to health, navi-
gation, agriculture, sales, etc. Predictive computing makes effective use of machine
learning and data mining approaches to process collected data and produce the
results in real time for consideration. However, these technological advancements
that predictive computing brings are associated with security risks and privacy
issues that need to be addressed thoroughly for effective implementation of pre-
dictive systems. Ignoring these risks and issues will adversely affect the system’s
integrity. In this chapter, we have presented a study on various predictive com-
puting techniques and frameworks that can be applied in a variety of fields
including vehicle navigation, sustainable computing, e-health, smart home and
e-commerce, etc. As we know, integration of IoT and cloud computing sums up the
total possible threats related to user and system in case of predictive computing. We
have also presented the various information security techniques and frameworks
related to cloud computing and IoT. These security techniques represent various
security attacks like hidden attacks, eavesdropping, spoofing, etc., and security
violations in terms of confidentiality, integrity, availability, trustworthiness, etc., of
data. We have also outlined various challenges related to security and privacy issues
of cloud computing and IoT. We hope that in future, researchers and developers
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will consider these security and privacy issues and will provide appropriate solu-
tions to these issues at an early stage of system development. Predictive computing
is the future that will change the way of application development scenario by
changing the existing framework into the predictive framework and will provide
short-term or long-term prediction results to enhance the day-to-day life of a user.
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