Chapter 2

Hardware Architectures for Channel
Encoding in Information Transmission
Systems

Nowadays, digital representation of any kind of information source is common.
Speech waveforms, image waveforms, text files and any other information sources
are represented as binary sequences. In order to pass the information from source to
destination, the source output, represented as a binary sequence, is further on
converted into a form suitable for transmission over a particular physical media
(e.g. cable, optical fiber etc.). In other words, information transmission systems are
used to pass digital sequences from source to destination trough a particular
physical media defined as the communication channel. Considering the afore-
mentioned principle of digital communications, two fundamental ideas are distin-
guished: communication sources are viewed as digital sequences and
communication channel demand the encoding of the digital sequences in a form
suitable for reliable transmission [1]. Consequently, digital representation of the
information sources is known as source coding, whereas the conversion of the
source digital sequences in a form suitable for the communication channel is called
channel encoding. The present chapter presents introductory sections for both
information transmission systems and channel encoding, followed by hardware
implementations of coder and decoder architectures in case of linear block codes
(i.e. Hamming and cyclic codes).

2.1 Introduction to Information Transmission System

Accurate and timely data, presented in a context that gives it meaning and relevance
can be defined as information [2]. The word information comes from ancient Greek,
and is derived from the words “eidos” (idea) and “morphe” (shape, form). Joining
the two terms suggests that, the mind interpretation of objects generates
information.

With regards to the Information and Communication Technologies (ICT),
information is embedded into a physical form (e.g. electromagnetic wave) in order
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to be transmitted through a communication channel. Consequently, in ICT infor-
mation involves an information source S, a destination D and a physical medium
(i.e. transmission channel) that assures the information transmission from S to
D. The information source can be discrete (digital source), or continuous (signal
source). In our case, 0 and 1 symbols are used for information representation, thus
information is discrete and specific for digital communications.

In digital communication, the ensemble of interdependent blocks used to transfer
the information from source to destination is called Information Transmission
System (ITS). As mentioned before, source coding and channel coding are inde-
pendently performed using a binary interface between source and channel. Using
digital sequences for information transmission is specific for digital communica-
tions systems.

The main advantages of digital communication systems are, on one hand, the
possibility of flexible implementation and low cost considering the advent of digital
logic circuits, and, on the other hand, the reliability and the possibility to ensure
information confidentiality [2]. Digital communications come with the disadvan-
tage, the increased bandwidth compared to analogue information transmission
systems. Nevertheless, the disadvantage is diminished due to the existing compu-
tational power and the possibility of data compression.

2.1.1 Modelling an Information Transmission System

The schematic diagram depicted in Fig. 2.1 represent a digital ITS.

The source encoder converts the input signals into a sequence of bits i. For
example, a number of m source messages to be transmitted are coded using n bits
for each source message, where m < 2"—1. The main benefits of this source mes-
sage conversion into a digital sequence are the inexpensive digital hardware and
possibility of source/channel separation.
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Fig. 2.1 Schematic model of an ITC for information transmission from sours S to destination D.
The source messages are encoded in binary sequences i, and further on converted into a codeword
v for channel transmission. The channel decoder performs error detection and correction on the
received codeword v
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The transmission channels, especially the electromagnetic field specific for
wireless communication, are susceptible to noise which may alter the signals. The
role of the channel encoder and decoder is presented next, considering noisy
communication channels. To start with, the noise in communication channel is
shortly described. Commonly, a channel model includes an input waveform x(z), a
noise waveform n(?) and the output waveform y(z). In our case, the noise waveform
is considered an additive white Gauss noise (AWGN). The input signal is
characterized by its power P, whereas the communication channel is of bandwidth
B. A characteristic of the communication channel is the signal per noise ratio SNR,
given by the input signal power level compared to the background noise power, as
denoted by & from Eq. (2.1). The SNR is often expressed in dB.
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Considering channel noise levels, Shannon defined the maximum decision rate
D, [bits/s] that can be error free transmitted through an AWGN communication
channel of bandwidth B. By decision rate we understand the number of bits per
second delivered by the channel encoder block. Consequently, the channel capacity
C is given by Eq. (2.2).

P
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where N is the noise power and N, is the noise power per unit bandwidth. The
channel capacity as previously defined represents a theoretical limit impossible to
be reached in real transmission systems. Nevertheless, state-of-the-art channel
coding schemes together with remarkable computational power offered by digital
hardware such as GPU or FPGA allow to closely approach this channel capacity,
whereas high-throughput is also delivered. A classic channel coding scheme is
detailed further on.

The channel coding, i.e., the channel encoder and the channel decoder, converts
the information i into a codeword v, which is transmitted to the channel. At des-
tination, the channel decoder block receives the codeword r, and decodes the
sequence of information bits i’. These conversions are performed in order to ensure
a high degree of accuracy at destination, in spite of the noisy transmission channels.
In other words, redundant bits are added by the channel encoder to the information
bits i and the codeword v is obtained. Based on the added redundant bits, the
decoder performs error detection and correction of the information bits. A more
detail description of error control using channel encoding is presented in the next
section.
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2.2 Introduction to Channel Encoding for Error Control

When information transmission is performed through a noisy communication
channel, the signal carrying the information is susceptible to alterations due to the
channel noise. Nowadays, considering the high impact of communication in eco-
nomic and social life, data transmission requires increased reliability, high speed
and increased throughput. Thus, protection against channel noise is considered in
order to eliminate this unwanted effect. The error protection is performed through
channel coding. The history of error control coding starts in mid 20th century and
began with Hamming codes and reached to more powerful error correction codes
such as low density parity check codes (LDPC) or turbo-codes, trying to limit
technically errors effect in applications. The solution for achieving error protection
while transmitting information was proposed by C. E. Shannon is known as
Shannon second theorem namely noisy channels coding theorem [3].

Basically, the theorem proves that on a noisy channel having the capacity C, a
real time transmission with D bit rate and an error probability P(E) as small as
wanted, using uniform codes of length n, such that: P(E) <277D) (¢(D) is a
positive function of D, completely determined by channel characteristics). This
means an error probability P(E) however small can be obtained in two ways: by
increasing D which lead to inefficient channel usage and by using large codewords
by adding redundant bits [2]. The last approach is used in practice for error control
codes for data transmission over noisy channels. The strategies for error control in
data transmission are classified as follows: (i) error detection which informs the
transmitter about the need for retransmission of erroneous data (ARQ—automatic
repeat request); (ii) forward error correction (FEC) in which case the channel
coding approach automatically corrects an amount of errors at the receiver side;
(iii) error correction and detection which involves error correction through coding
according to error correction code capacity and repeat transmission for the rest of
erroneous combinations (e.g. radio transmissions). To conclude, error detection and
correction is achieved by channel encoding.

2.2.1 Representation of Error Control Codes

The representations used for binary code sequences can be classified as matrix,
vector, polynomial and geometrical representations described as follows:

e matrix representation implies all the code words are stored in matrix, excepting
the zero components; let m be the number of codewords and n be the length of
one codeword, than the whole code may be stored in the next matrix

(aj € {0;1}):
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a ap ... A | = w1
a] a» ... = V3

c= n (2.3)
Am1 am?2 e Amn = Vu

e vector representation of codes considers each code word of length n as a n—
length vector from the vector space V,,. In other words each sequence of length
n is represented by a vector as shown below:

v=(a; a ... a,), (2.4)

where a; € {0; 1} for binary codes.

e polynomial representation of a length n codeword v is made through a poly-
nomial of degree n and unknown x, for which the coefficients are represented by
the codeword bits a;. Polynomial representation example:

V(X) = ap X" Fa, ox" 2+ . +ax+a (2.5)

e geometric representation implies that the code words of length n are represented
as points which defines the peaks of a geometrical shape, in a n-dimensional
space; the main benefit is that the representation allows using a series of well
known proprieties of geometric figures to the codes.

Within the current chapter, vector representation and polynomial representation
of codes will be used in case of Hamming codes and cyclic codes respectively.

2.2.2 C(lassification of Error Control Codes

Considering the nature of the processed information, the error control codes used to
detect, to correct or for both error correction and detection can be classified as:

e block codes in which case, the information at the encoder input is divided into
blocks of m symbols/bits to which the encoder adds k control symbols resulting
in an n = m + k length codeword.

e convolutional codes in which case the information bits are processed in a
continuous way; e.g. an n bits codeword is coded into another n bits codeword
based on the coding relations.

Taking into account the types of the error propagated through the communica-
tion channel, the error control codes are:

e codes for independents error correction;
e codes for burst error correction;
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Based on the possibility of having or not, the information and control symbols
positions well defined in a codeword, the error control codes can be classified in:

e systematic codes for which both the information bits i and the control bits
¢ positions are clearly defined;

e non-systematic codes in which case the information bits and control bits are not
given in clear considering the codeword structure.

2.2.3 Error Control Codes Parameters

The performances and characteristics of error control codes are illustrated by a set
of parameters which are further on detailed. Let us consider the codeword length
given by parameter n and the number of information bits is m and the control bits
k in case the information bits and control bits are separable.

Redundancy (R), as shown in Shannon second theorem, is used to achieve error
protection by adding supplementary bits for error detection or correction.
Depending on the type of error control codes (i.e. separable or non-separable
corresponding to the possibility to separate the redundant bits from information bits
or not) the redundancy is computed as presented bellow.

For separable codes, redundancy is given by:

k
R=-

- (2.6)

whereas for non-separable codes,

R — log, (total no. of nlength sequences) — log,(no. of codewords)
L=

2.7
log, (total number of nlength sequences) 27)

Detection/correction capacity (C/Cy) represents the ration between the number
of detectable/correctable erroneous sequences and the total number of erroneous
sequences.

Code distance (d) is a parameter indicating the capacity of the code to detect and
correct errors. The relation between the code distance and the error
detection/correction capability are demonstrated in [4].

Let us first define the Hamming weight w of a codeword v by the number of
non-zero symbols of the respective codeword. Moreover, let v; and v; be the two
codewords for which the hamming distance is intended to be computed. The d(v;,v;)
is defined by the number of positions for which v; and v; differ, and denotes the

n
hamming distance: d(vi,vj) =: > ay @ ay; where v; = (ay;, ay,..., Ani)s Vj =
k=1

(a1j, aj, . . ., ayj) and & is modulo 2 summation.
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As referred to the error correction capability related to the hamming distance, the
necessary and sufficient condition for a code to correct maximum t errors is
d >2t+ 1. Considering the error detection capacity, the necessary and sufficient
condition for a coded to detect maximum e errors is d > e+ 1. The necessary and
sufficient condition for a code to simultaneously correct maximum t errors and
detect maximum e errors isd>t+e+1, e >t [2].

2.3 Block Codes

Considering a block code, information from a binary source is divided into m-bits
blocks representing the information bits i. For each information symbols m we add
k control symbols according to a coding rule. The result is a codeword v of length n,
according to Eq. (2.8).

n=m-+k (28)

Considering such a structure, the number of resulted codewords is given by M,
with M = 2™. Let V,, (dimension n) denote the space of vectors containing all the
codewords of n bits (with coefficients in Galois Field GF(2)). In case 2" codewords
form a vector space of dimension m which is a subspace C of the space V,,, we call
the block code linear, and the linear block code is denoted by the pair (n, m). Such
linear structures are very important for the practical applications for the block
codes. Another interpretation of the block codes linearity is that, a block code is
linear if and only if the modulo 2 sum of two code words is also a code word. It
follows that the vector space of dimension n, V,, containing the set of distinct
combinations that can be generated with n bits (2") is divided into two distinct sets:

C—the set of code-words,

F =V, — C—the set of false code-words.

The linear block codes were invented after Shannon gave his second theorem
(1948). Thus, R. Hamming and Golay introduced the systematic liner codes (1950),
whereas the unified theory for linear codes was documented in 1960. Many prac-
tical applications in information theory and coding were developed since, which
make use of linear block codes [5]. Further on, Hamming codes and cyclic codes
are exemplified, but first the coding equations are detailed.

2.3.1 Coding Equations

As mentioned before, the linear code C(n,m) is an m-dimensional subspace of V..
Consequently, the entire set of codewords can be generated by the linear combi-
nations of the m linear independent vectors belonging to C. Let the set of linear
independent code vectors be denoted by g;, i = 1, m. This set of vectors can be
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written as the matrix from Eq. (2.9) and represents the code generating matrix
G[mxn]~

gn &2 - Em | =T | &
G- |81 &2 - En|T |8 (2.9)
E€mi Em2 -+ Zmn = Sm

where g;; are binary symbols.
The encoding equation is given by:

=1l1g| +ig +... +iyg, (2.10)
Em

In order to obtain a systematic structure of the codeword v, denoted by v/ =
[i c] the generating matrix G must have the canonical form:

G’ = [I,P] (2.11)

where I, is the unit matrix of order m.

The m information symbols are found unchanged in the codeword v structure
and that the k control symbols are linear combinations of information symbols. Let
¢; be the & control symbols and i; the m information symbols. The control symbols
are computed based on the information bits, according to the f; functions as shown
by Eq. (2.12).

¢ =fi(ij), i=Lk, j=T,m (2.12)

Equation (2.12) are known as the parity check equations. Considering the binary
vector spaces properties [6], if we have a space C of dimension m, then always
exists an orthogonal space C* included in the vector space C such that a codeword
veC is orthogonal in C*. The linear independent k vectors belonging to the
orthogonal space C* can be put in a matrix Hjxy,) named the parity check matrix.

The spaces C and C being two orthogonal spaces means that the two matrices
G and H are also orthogonal, as expressed by Eq. (2.13).

GH' =HG" =0 (2.13)
The coding Eq. (2.10), relative to the vector space C~ becomes:

Hv' =0 (2.14)
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2.3.2 Decoding Equations

Let us consider the communication channel and from Fig. 2.2. The information bits
i are coded using the channel coder and the codeword v is obtained which is
transmitted through the communication channel. The binary codeword v is affected
by channel noise, and, consequently the error vector e contains “1” values as
additive noise for the bits position. The e vector is unknown at the receiver side.
Thus, the vector r is received which contains errors.

The received codeword represented by the binary vector r is given by Eq. (2.15).

r=v+e (2.15)

The error vector e indicates the additive errors due to the noise within the
communication channel. The sign + is the modulo 2 summation of the two vectors,
codeword v and the error vector e, respectively.

Considering the matrix representation, the error vector e may be written as:

e=[e; e ... ey
where an e; value of “1” means an error at position I, whereas a value of “0” means
an correct bit within the received codeword r. As far as for the decoding equation at
the receiver side, it is based on the syndrome S, as denoted by Eq. (2.16). The
syndrome represents a column matrix with £ elements.
Hr' =§ (2.16)

By replacing r vector we obtain:

H(v+e)' =He' =S (2.17)
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Fig. 2.2 Channel coder/decoder implementation scheme; blocks of i information bits are coded
and transmitted through the communication channel; the receiver gets the codeword transmitted to
the channel (r) and corrects the errors denoted by e




64 2 Hardware Architectures for Channel Encoding ...

Equation (2.17) denotes that the syndrome S depends only on the channel errors.
Consequently, if there are no errors or the errors cannot be detected, the syndrome
S = 0. Meanwhile, if the syndrome S # 0 then the errors are detected. In case the
error correction is wanted, it is necessary to determine the error position based on
the resulted syndrome. This is the case for the Hamming codes. An example of a
coder/decoder implementation for the Hamming codes is detailed further on.

2.4 Hamming Coder/Decoder Implementations

Hamming codes were introduced after Shannon second theorem by R. Hamming in
1950. In our case, we detail a Hamming group code for the correction of single
errors.

The characteristics of this code are:

e the code length can be determined by:
n=2F—1 (2.18)

e the codeword structure is given by the Eq. (2.19), where a; represent the
information symbols and c; represent the control (parity check) symbols;

V = [c1Coa3C4858627Cg4y. . .8y (2.19)

e the control symbols are placed at positions 2' within the codeword, with
i=0k—1,

o the control matrix H is given by Eq. (2.20), where each column h; expresses in
binary natural code (BN) its position with the less significant bit LSB on the k™
line;

Hypoy=[hi ... h ... hy] (2.20)

The coding relationships are determined using Eq. (2.14). Consequently, the
control symbols are expressed as a linear combination of information symbols, as
expressed by Eq. (2.12).

Regarding the decoding process, having the received codeword r, it verifies the
decoding Eq. (2.16). Thus the S syndrome is determined by Eq. (2.21).

S = [hl hn] € :hi (221)
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When only one error occurs, the syndrome indicates a binary number 4;, cor-
responding to the error position within the codeword r. Thus, using a
binary-decimal conversion, we can determine from the S syndrome the erroneous
position. In case more than one error occurs, a major disadvantage comes up. The
supplementary errors are not detected, whereas the decoder introduces supple-
mentary errors. To deal with the aforementioned disadvantage, modified Hamming
codes are available (extended or shortened Hamming codes) which allow supple-
mentary errors detection or correction.

Following the aforementioned descriptions for coding and decoding processes,
hardware architectures are built both for the coder and the decoder, in case of a
Hamming (7, 4) group code.

2.4.1 Encoder Implementation

The Hamming (7, 4) codeword structure is presented as follows:
v=/c; ¢; a3 ¢4 a5 a5 ay] (2.22)

The parity check matrix H and the encoding equations are denoted by the
Eq. (2.23).

00 011 11
H=|0 1 1 0 0 1 1

1 01 01 01 (2:23)
H-vi=0

The control symbols are expressed as a linear combination of information
symbols according to the following set of equations:

Cl = az+as+ay
C) =az+ag+ay (224)

¢4 =as+ag+ay

Example 2.1 Hardware architecture for the Hamming encoder

The hardware architecture corresponding to the Hamming encoder is described in
Fig. 2.3a. The main components are: a shift register with parallel load for each
codeword; three adders for calculating the parity check bits c;, ¢, and c¢,. According
to the equations set (21), the control bits are calculated and loaded into the shift
register RD in the corresponding positions: I, 2 and 4. In this manner, the code
word v is formed using the shift register RD.
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Fig. 2.3 a Hamming coder implementation using shift register RD, b logic block for the
Hamming encoder (inputs/outputs)

The logic block for the Hamming encoder intuitively called Hamming is illus-
trated in Fig. 2.3b. The Hamming logic block has a 4 bits input representing the
information bits and an output of 7 bits for the codeword resulted after encoding.
The corresponding VHDL code for the entity associated with the Hamming encoder
is presented next:

Entity declaration:
entity Hamming is
Port ( Clk: IN std_logic;
inf: IN std_logic_vector (3 downto 0);
data_paralel: OUT std_logic_vector (6 downto 0)) ;
END Hamming;

End of entity declaration

The corresponding VHDL code which describes the Hamming encoder func-
tionality is presented next. A shift register RD with parallel load is used to store the
received codeword. The register is represented by the femp internal signal, whereas
the parallel load operation is performed through the concurrent statement femp
(j) = inf{i). Note that j = {6, 5 4, 2}, the position of information bits, whereas i = 0
to 3. The 7 bits output is also assigned in a concurrent manner to the temp register
output (e.g. data_parallel <= temp). In order for the temp signal to represent a
register within the behavioral architecture, the control bits are computed by xor
operator and assigned on the rising edge of the clk input, on the positions 0, 1, and 3
(e.g. temp (0) <=1inf(3) xor inf(0) xor inf (1) ;).

Behavioral description of the Hamming encoder

architecture Behavioral of Hamming is



2.4 Hamming Coder/Decoder Implementations 67

signal temp: std_logic_vector (6 downto 0) ;
begin
process (clk)
begin
if clk’event and clk = ‘1’ then
temp (3) <=inf (1) xor inf (2) xor inf (3);
temp (1) <=inf (0) xor inf (2) xor inf (3);
temp (0) <=inf (3) xor inf (0) xor inf (1) ;
end if;
end process;
data_paralel <= temp;
temp (6) <=inf (3); temp(5) <=inf(2);
temp (4) <=inf (1); temp(2) <=inf(0);
end Behavioral;

End of behavioral description of the Hamming encoder

Figure 2.4 illustrates the parallel load of the input (i.e. the information bits inf)
into the shift register RD at simulation time # and 7,. The resulted codewords after
adding the control bits are underlined at simulation time #; and #; as underlined in
Fig. 2.4.

Example 2.2—Hardware architecture for the Hamming decoder

The Hamming decoder receives the codeword r through the communication
channel. In case of the Hamming (7, 4) code, the error prone received codeword is
denoted by Eq. (2.25).

r = [r11ar31415T617] (2.25)

Taking into account Eq. (2.14), the Hamming decoder corrects or detects the

transmission errors based on the syndrome S. The following cases are distinguished
based on the S syndrome values:

Parallel load for the information bits

V N
/hamming /ck 1 o Y o ol ' o g G o N
fhamminginf 1101 0001 j0101 1101 SB__MSB
/hamming/data_... | 1100110 000... 0100111 [0101101) 1101101 §{1100110)
fhamming/temp 1100110 000... 30100111 47701101 1101101.41100110
t1 \\/ t3
Control bits Resulted codeword

Fig. 2.4 a Simulation of the Hamming encoder; the resulted codewords corresponding to the
information bits bx0/01 and bx1101are underlined
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Fig. 2.5 a Block diagram for the Hamming decoder composed of a shift register, adders and
binary to decimal decoder (BD decoder), b the black-bocx corresponding to the Hamming decoder

e S =0 meaning there are no errors or the errors are not detected;

e S 0 meaning the error is found at the position given by the binary repre-
sentation of the syndrome S (e.g. the syndrome S = [0]]] denotes an error on
the 3rd position within the received codeword r).

The hardware architecture for the Hamming decoder based on syndrome
decoding is described in Fig. 2.5a. The main components are: a shift register where
the received codeword is loaded in parallel, three adders for computing the syn-
drome bits (S = [s;, 55, s3/), a binary to decimal decoder (i.e. BD decoder) for
computing the position of the erroneous bit. Once the received codeword r is loaded
in the shift register, the syndrome S is computed. Further on, the computed binary
value of the S syndrome is decoded into a 7 bits binary vector e, which marks the
position of the erroneous bit. The received codeword r is corrected by adding “1”
logic value to the position specified by the BD decoder. Thus, the corrected
codeword is denoted by Eq. (2.26).

vVi=r+e (2.26)

The logic block for the Hamming decoder is illustrated in Fig. 2.5b. It has a 7
bits input y_in representing the received codeword through the communication
channel and an output of 7 bits (y_out) for the corrected codeword resulted after
decoding process. There are also the clock signal clk and the reset input reset
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available for the Hamming decoder. The corresponding VHDL code for the entity
associated with the Hamming decoder is presented next:

Entity declaration:

entity decoder is

Port ( clk: in std_logic;
reset : in std_logic;
v_in: in std_logic_vector (0 to 6);
v_out: out std_logic_vector (0 to 6)

)

end decoder;

End of entity declaration

The functionality of the Hamming decoder is described within its behavioral
description detailed in the next VHDL code section. There are two processes
describing the functionality of the decoder (lines 5 and 13) together with two
concurrent assignments (lines 33 and 34). The signal temp?2 is used within the first
process to build a register which stores the syndrome S = [s; s, s3/. The values for
the syndrome bits s;, s, and s3 are computed and stored in temp2(i) register cells,
according to the code lines 8, 9 and 10. The second sequential process, computes
the error vector err which specifies the position of the erroneous bit, based on the
syndrome S. Further on, the concurrent assignments corresponding to the code lines
33 and 34 perform the correction of the codeword v_in by adding the error vector
err to the templ register. It is to be mentioned that, the fempl registers store the
input codeword v_in. Consequently, the last assignment (line 34) delivers the
corrected codeword to the decoder output v_out.

1: architecture Behavioral of decoder is

2: signal templ: std_logic_vector (0 to 6);

3: signal temp2: std_logic_vector (0 to 2);

4: signal err: std_logic_vector (0 to 6) ;

4: Dbegin

5: process (clk)

6: begin

7: if clk’event and clk = ‘1’ then

8: temp2 (0) <=v_in(3) xor v_in(4) xor v_in(5) xor v_in(6) ;
9: temp2 (1) <=v_in(1l) xor v_in(2) xor v_in(5) xor v_in(6) ;
10: temp2 (2) <=v_1in(6) xor v_in(4) xor v_in(2) xor v_in(0) ;
11: end if;

12: end process;
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13: process (clk)

14: begin

15: if ( clk’event and clk = ‘1’)
16: if ( reset = ‘1’) then
17: err <=7"0000000";
18: else

19: case temp2 is

20: when ”000” => err
21: when ”001” => err
22 when ”010” => err
23: when ”011” => err
24: when ”100” => err
25: when ”101” => err
26: when ”110” => err
27: when ”111” => err
28: when others

29: end case;

30: end if;

31: end if;

32: end process;

33: templ <=v_in;

34: v_out <= err XOR templ;

35: end Behavioral;

Hardware Architectures for Channel Encoding ...

then

<=70000000";
<="70000001";
<="70000010";
<=70000100";
<=70001000";
<=700100007;
<="70100000";
<="1000000";

=>err <=7"0000000";

The simulation of the Hamming decoder implementation is presented in Fig. 2.6,
where three different situations of the decoding operation mode are underlined. At
the simulation time #,, the decoder input got no errors and consequently, the
resulted err signal is err = ‘0000000°. At the simulation time ¢,, there is a unique
error in the v_in codeword, which is corrected using the err vector err = ‘0001000’
at the simulation time #,. The last simulation time #; corresponds to an input code
word v_in having two errors; in this case the decoder introduces an additional error
to the output signal v_out.

[decoder dk 0
[decoder freset 0

[decoderjv_in 751011010
Jdecoderfv_out 751011010
Jdecoder ftemp1 751011010
[decoder jtemp2 3b000

[decoderferr 7b0000000

) S U N N S Sy )y Sy
7510...)761010010 1751010011
7b10... 751010010 171011010 751011011 1761010111
7b10...]7b1010010 1761010011
35000 13b100 36011
750000000 760001000 1750000100

to t tz ts

Fig. 2.6 Simulation of the Hamming decoder implementation; the erroneous positions are marked

with rectangular areas
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2.5 Cyclic Codes Principles

Cyclic codes are a well known subset of the linear block codes commonly used in
practice, considering the simplicity of their implementation. The implementation is
performed using linear feedback shift registers.

Cyclic codes were first studied by E. Prange in 1957, whereas in 1960 multiple
error correction cyclic codes were introduced as BCH codes by R. Rose and
P. Chauduri. Moreover, non-binary cyclic codes known as Reed—Solomon codes
were proposed in 1960.

Definition

A cyclic code is a linear block code if any cyclic permutation of a codeword is also
a codeword. In other words, if a codeword v = (ag a; ... a,) is included in the set of
codewords C, than any cyclic permutation of v (i.e. v = (a, ag ... ap.p) ...
v = (apsi Apeic1 ---8n.1 Qg A7 ... Ay.441)) 18 still a codeword.

Further on, the polynomial representation of the codes is used for describing the
cyclic codes coding and decoding processes. Let i = (ip...iy.1) be the information
bits. Thus, the information polynomial i(x) of degree m-I detailed in Eq. (2.27)
describes the information bits.

i(x) =ig+ix+...4+ip_x™" (2.27)

The codewords of size n are chosen as polynomials multiples of a k = n-m
degree polynomial known as the code generator polynomial g(x) (see Eq. 2.28).

g) =go+ex+.. +gxdg=g=1 (2.28)
Consequently the coding equation is given by:
v(x) = i(x)g(x) (2.29)

In the current chapter, we will focus on the binary cyclic codes. For binary
codes, considering the c(x) polynomial of degree n, the set of modulo 2 residue
classes of c(x) has 2" elements, out of which, 2™ elements are considered the
codeword set that are multiples of the generator polynomial g(x).

The codeword formed with the relation (2.29) leads to a non-systematic code-
word structure. In order for the codeword to have a systematic structure, the next
steps are followed as presented in [2].

xKi(x) = iox* +ipx* T 4 i x™!
xXi(x) r(x)
=qx)+ —
2(x) 2(x) (2.30)
v(x) = xKi(x) +1(x) = q(X)g(x)

k-1 k —
zao—l—alx—i—...—i—ak,lx —l—akx +...—|—an,1x"

1
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Thus, a cyclic codeword multiple of g(x) is obtained, with the information bits
placed on the first m significant positions whereas the control bits are given by the r
(x) polynomial. The r(x) polynomial represents the reminder after the division of x*i
(x) with g(x). In [2] the reader may find how an equation similar with Hv = 0is
obtained for the coding process. Considering h(x) = (x" + 1)/g(x), the H matrix is
defined as denoted by Eq. (2.31).

0 0 - 0 hm hmy -+ hy hy
0 0 - hy hpy hpo -~ hy O

Hioa) = | : S : : S (2.31)
hn hny -+ hy 0 0 - 00

To sum up, we present next how the cyclic code size is determined, and how to
choose the generator polynomial of degree k in order to correct a number of t errors.

First, the code size is n = 2 %1, as the cyclic codes are a particular case of linear
block codes described in Sect. 3.1.

Secondly, the g(x) is chosen as a primitive polynomial of degree k, according to
the Table 1 from Annex 2. Moreover, a table with generator polynomials for dif-
ferent codeword sizes n and errors to be corrected ¢ are detailed in Annex 2,
Table 2. Further on, digital circuits for cyclic encoding and decoding are presented
and implemented using VHDL code.

2.6 Cyclic Codes Encoder and Decoder Implementations

The coding and decoding process for the cyclic codes is performed through the
division of x*i(x) and r(x) respectively to the g(x) polynomial. Linear feedback shift
registers with external modulo 2 adders are used for the polynomials division
implementation.

The register cells Cj connections to the external adders depend on the charac-
teristic of the generator polynomial g(x) = gy +g;x+ ...+ gx*, g =g, = L.
The block scheme is presented in the Fig. 2.7.

Ci-1 Ci2 [ » Cy Co

go=1

Fig. 2.7 Liner feedback shift registers with external adders for the polynomial division with g(x)
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Let the s7,C; be the state of the register cell C; at the moment i. Considering a
matrix description, the functionality of the linear feedback shift registers is
described by Eq. (2.32):

S =TS, (2.32)
where
0O 1 O 0
st;Co st;_1Co 0 0 1 0
Si = : , Sior = : ,and T = :
st;Cx_1 sti_1Cx_1 0 0 0 1
& & & -+ -1
(2.33)

The cyclic encoder can be build based on the previously described linear
feedback shift register. Thus, another modulo 2 adder S, is introduced together with
a switch K. This leads to the cyclic encoder from Fig. 2.8.

Concerning the decoder implementation, the information bits i = [a,.; a,5 ...
a,.m] are delivered to the input sequentially during m clock cycle, whereas the
switch K is found at position 1. The encoder output during these first m clock cycles
is the same as the input. After m clock cycles, the switch K is in position 2 for the
next k clock cycles, while the control bits are computed by dividing xi(x) to g(x).
At the output we can find along the m + k clock cycles the v(x) polynomial cor-
responding to the codeword associated with the information symbols from the input
(i.e. v(x) = xNi(x) + r(x)). Note that at the end of the n clock cycles, the registers
cells are all 0. The Eq. (2.34) expressing the register functionality is illustrated next.

Si:TSi_l + a,-U (234)
Cie1 Ciz » Cy Co
Ok-1, Ok-2 J2 g1
=1
ge=1 9%
+ S,

Sz Y
+

OUTPUT: 2 INPUT:

V = [an. ... @1 ag] T K 1 i = [8n1 @nz -.. A
e » O

Fig. 2.8 Cyclic encoder with linear feedback shift register and external adders
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where a; is the input signal at the moment i and the U matrix is U = [00 ... 1]" of
size k. Note that during the k clock cycles while the switch K is on position 2, the
input is O logic. This leads to the value O for all the register cells at the end of the
n clock cycles (i.e. S, = 0).

The equality S,, = 0 and the Eq. (2.31) are used to compute the control symbols
based on the information bits (i.e. the encoding equations).

Example 2.3—Hardware architecture for the cyclic encoder implementation
We will present how the encoding relation are determined for a cyclic code C(7,4)
using the generator polynomial g(x) = x° + x+1. Further on, the relation will be
verified through simulation, using the VHDL implementation of the cyclic encoder
having the same size and the same generator polynomial.

The block scheme for the C(7,4) cyclic encoder is detailed in Fig. 2.9.

The encoder operates according to the Table 2.1. Thus, the initial state of the
register is [C; C, C3] = [0 O O]. For the first m = 4 clock cycles, the switch is on
position 1, meaning the output is the same as the input (i.e. i = [ag a5 a4 as]),
whereas the register cells evolve according to the generator polynomial g(x). For the
next k = 3 clock cycles, the switch is on position 2, meaning the output v at

C, (of Co
+
S, ¥
+ 2
OUTPUT: INPUT:
Vv = [as as a4 as @z a1 ag T K 1 i=laeasasag]

O

»
»

o}

Fig. 2.9 Cyclic encoder for the C(7,4) cyclc code with g(x) = x> + x + 1

Table 2.1 Hardware resource usage for the implementation of 10 hardware architectures for

Canny edge detector aiming parallel microarray spot processing

t thel th

T K Input i cP c© c Output v

1 1 ag ag 0 0 ag

2 as as ag 0 as

3 ay a4 + ag as ag ay

4 a3 a3 + as + ag ay + ag as a3

5 2 0 a3 + as + ag a4 + ag ay = a4 + a5 + ag
6 0 0 a3 + as + ag a, = az + a4 + as
7 0 0 0 a, = az + a5 + ag
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simulation time #,, is given by the register cells C; + C, from the simulation time t,,.
This leads to the coding equations described by Eq. (2.35).

a = az +as+ag
a; = a3 +a4 +as (2.33)
a =aztas+ag

The VHDL code for the cyclic encoder is described next. The input output ports
are detailed in the entity description as presented next.

Entity declaration

entity RD1 is
Port ( clk: in std_logic;
inf: in std_logic;

reset: in std_logic;

k_switch: in std_logic;

data: out std_logic) ;
end RD1;

~N oy U WN

End of entity declaration

The information bits i are sequentially delivered to the inf input port, which is
connected internally to the first register cell C,. The clk and reset inputs represent
the clock signal input port and the reset port, respectively. The reset port initializes
the register cell C,, C; and Cy with O logic. The data output ports delivers
sequentially each bit of the v codeword. Note that the size of v is 7 in our example
(i.e. C(7, 4) cyclic code). The input port k_switch, as its name reveals, represents the
switch K. This input port is 1 logic for the first 4 clock cycles, meaning the switch K
is on position 1 and the information bits are loaded in the register cells. The next 3
clock cycles the k_switch is 0 logic, meaning the input into the shift register is 0 and
the control symbols are computed and delivered at the data output port.

Behavioral description of the cyclic encoder

8: architecture Behavioral of RD1 is
9: signal temp:STD_LOGIC_VECTOR (2 downto 0) ;
10: signal outt:std_logic;

11: signal outt2:std_logic;

12: begin

13: process (clk)

14: variable RDin : std_logic;

15: begin

16: if k_switch = ‘1’ then
17: RDin : = inf;

18: else

19: RDin : = ‘07;

20: end if;
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21: if reset = ‘1’ then temp <= 7000";

22: elsif clk’event and clk = ‘1’ then

23: temp <= RDin & temp (2 downto 1) ;

24: end if;

25: end process;

26: outt <=inf;

27 : outt2 <=temp (0) xor temp (1) ;

28: data <= outt when k_switch = ‘1’ else
29: outt?2 ;

30: end Behavioral;

The end of the behavioral description of the cyclic encoder

The functionality of the decoder is described by the aforementioned behavioral
description. There is a temp signal declared, which represent the shift register. The
register is instantiated through the sequential process description where register cell
values are instantiated on clock event (code line 22 and 23). On reset (code line 21),
the temp register in initialized with O logic values. The variable RDin represents the
input into the first register cell, which is a multiplexed input. In case the k_swith is 1,
the input into the register is the information bits, whereas the k_switch is 0, the input is
0. This multiplexed input is described by the code lines 16 to 20. Outside the process
there are 3 other concurrent statements, code lines 26, 27 and 28. These code lines
connect the output port either to the input through the outt wires in case the k_switch is
1, or to the femp(0) xor temp( 1) in case the control bits are computed and the k_switch
is 0 logic. Note that k_switch 1 logic means the switch K is on position 1 and k_switch
0 logic means that the switch K is on position 2, as referred to Fig. 2.9.

Figure 2.10 details the functionality of the cyclic encoder through two examples.
Let us consider two information sequences given by the following information bits:
i; = [1010] and i, = [0001] for each of the previously mentioned examples. The
information bits i; and i, are sequentially delivered to the encoder starting with

t t
Dk ik
Msgs ! P !
Jrd1/dk 0 f]ﬂ|'||'|ﬂ“]ﬂﬂﬂ[‘[“]ﬂﬂﬂiﬂnlpﬂﬂ"mﬂﬂ'ﬂ"ln'ﬂﬂﬂ“mﬂ
frd1/inf 1 . [ - [ |
frd1freset 0 f ! | ! |
frdifk_switch |0 ' H 1l
frd1/data 0 y LT | ﬂ__‘__

Fig. 2.10 Simulation results for the cyclic encoder for the C(7,4) cyclc code with g
x) = X+ x+1
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Detector S,, <> 0

1 1

Cit Ci2 [ » C4 Co

INPUT
r={[rn1..

go=1

Fig. 2.11 Logic block for the cyclic decoder

simulation time #; and ¢, respectively, according to Fig. 2.10. After 4 clock cycles,
the number of k£ = 3 control bits are delivered to the output for the next 3 clock
cycles. Consequently, the codewords delivered by the encoder at the output cor-
responding to the two information bits sequences are vl =[1010110] and
v2 = [0001011].

2.6.1 Cyclic Decoder Architectures

Let us consider r to be de received codeword at the decoder side. For error
detection, the non-zero state of the shift register shows that an error occurred during
information transmission. Consequently, the architecture for the decoder is build
based on the encoder, by adding a detector block which specifies if the shift register
state S, is non-zero. This leads to the logic block for the cyclic decoder illustrated in
Fig. 2.11. During n clock cycles, the decoder detects based on the register state
S, = [Cy.1 ... Co] if there are errors during transmission.

In case error correction is desired, based on the S,, syndrome value, the positions
of the errors within the received codeword r are computed using supplementary n
clock cycles. Thus, during 2n clock cycles the error can be corrected. Detailed
architectures for error correction cyclic decoders are presented in [2].

2.7 Conclusions

The current chapter illustrates how channel coding is used for error protection
through error detection or correction during data transmission. Basic notions for
channel coding such as error control codes representation and parameters are pre-
sented. The chapter continues with the description of linear block codes, namely
hamming and cyclic codes. Once all the necessary information on error control
codes are provided, coder and decoder architectures are presented together with
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VHDL codes sequences for their implementation. The functionality of the proposed
architectures is shown through simulation. The examples of VHDL code for
encoder and decoder implementation represent the starting point for any other
implementation of coder/decoder architectures.
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