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Abstract. In this paper, we consider the ideas and approaches to the intelligent
data analysis methods in problems of information security. Solving network
security problems is a complex task, involving the large number of factors and
requiring finding reasonable compromises between maintaining security, the
stable work, enhancing operating expenses and functional restrictions of complex
information systems. There are considered the ways to apply inductive concept
formation methods for analyzing network traffic, as well as argumentation
methods for an automated support of security solutions. The proposed approach
allows to give numerical assessments of the quality of recommendations devel‐
oped by the system, thereby helping to solve an important task - the task of
choosing the way to react to suspicious activity in the system. In addition, the
example of handling the dangerous situations arising in the system is given.

1 Introduction

Up-to-date computer networks are large distributed systems of software and devices
interacting with each other to exchange, store and process information. Networks
connect different types of devices by communication channels. The intensified loading
the networks, their complication and the increased number of attacks on networks are
the reason of importance of researches of network security problems. In connection with
the urgent need to ensure the security of computers interacting in the networks, the
system development able to recognize the suspicious network activity becomes very
important. Many up-to-date network security systems use only certain rules, laid down
in them manually based on the analysis of expert experience, and do not have the possi‐
bility of self-learning. To increase the security of the systems through rapid detection
of attacks, methods of intelligent data analysis are currently used. They can effectively
operate in the face of unexpected situations, not described by experts. Let’s list the main
tasks that can be solved with the help of intelligent data analysis methods in the field of
information security.

(1) Rapid recognition of threats based on the analysis of information stored in the
Knowledge Base of an intelligent system.
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(2) Optimization of the search for malicious sources and fighting with malicious soft‐
ware (malware), which can also be self-learning.

(3) Generalize information in the learning process, and build new rules for detecting
malware on the basis of gained experience for a more powerful protection system.

The paper is organized as follows. In Sect. 1, the main concepts of the argumentation
theory will be given and an example of the application of the argumentation system for
solving the problem of selecting the control action in the presence of suspicious activity
will be presented. In Sect. 2, generalization methods will be considered for the problem
of finding anomalies in the analysis of network traffic. Algorithms for finding anomalies
in sets of time series, as well as the results of machine experiments, are presented. At
last, conclusions on the work are given.

2 Application of Argumentation Methods for the Choice of Control
Actions in the Presence of Suspicious Network Activity

Modern security systems must handle large amounts of information, that is often noisy
and contradictory. Often security systems use mechanisms of classical logic (see, for
example, [1, 2]) to describe the rules of invasion detection and other suspicious actions
of users in information systems. At the same time, false triggering of protection mech‐
anisms is extremely undesirable, since it can lead to significant financial losses. The
simplest example is firewalls, containing thousands [1] of rules for detecting suspicious
activity, under triggering of which the blocking of data exchange with the user is brought
about. Reducing the percentage of false actions of protection systems is an important
problem [3], the solution of which will significantly improve the quality of computer
security systems. Usually the question of the data protection is considered only as the
fact detection of the invasion and the question of possible consequences of false trig‐
gering protection systems is usually not viewed [4]. Here, it is proposed to describe the
mechanism for decision making not only in terms of assessing the plausibility of mali‐
cious user actions, but also in terms of assessing the potential risks from the application
of protection mechanisms. For this purpose, it is suggested to use the mechanism of
argumentation theory to determine the need for protective measures taking into account
possible risks from false triggering protection systems. Argumentation is a formal
approach to decision making that has proved its efficiency in a number of areas. Argu‐
mentation is usually understood as the process of constructing assumptions about a
certain analyzable problem. Typically, this process involves conflicts detection and ways
of problem solutions.

We will consider the argument as a pair consisting of a set of premises and a conclu‐
sion [5]. All interrelations between arguments will be represented on an inference graph.
It is a graph that shows a way of building new arguments from already existing ones
and the conflicts between arguments. Besides arguments, argumentation system contains
the inference rules of two types. Defeasible rules are the inference rules whose reliability
is questionable. In the natural language, such rules are formulated by expressions such
as “as a rule”, “usually”, “normally”, “likely”, etc. The arguments obtained by such rules
are called defeasible. Defeasible rules are denoted by M |⇒ N. In inference graphs, they
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are depicted by dashed arrows, and defeasible arguments are depicted by double ovals.
Undercutting rules are the inference rules that formalize the conflict of the defeat type.
These rules indicate that there are arguments that defeat the connection between two
other arguments connected by a defeasible implication. For example, there is an argu‐
ment E that undercuts the defeasible relationship C |⇒ D between the arguments C and
D. Such undercutting rules are written in the form E ⇒ (C @D). In inference graphs,
the undercutting arguments and the arguments defeated by them are connected by a bold
dashed arrow.

To apply the theory of argumentation in problems requiring the calculation of quanti‐
tative assessments of the argument reliability (such as, for example, network security tasks)
the mechanism of justification degrees for arguments is applied. Argumentation systems
with the justification degrees were considered in [6]. Let’s present a simplified example

Let us consider an example of the network security problem given in [4]. For clarity,
the statement of the problem will be simplified. Let there be a complex information
system protected by some security system. The security system in the case of detection
of suspicious activity informs about a threat that has arisen, its type and the assessment
of threat reality probability. Suppose that there are several open ports in the system and
let the web service be running on port 80 to handle client requests. By default, when a
threat is detected on one of the ports, this port is blocked. As a result of port blocking,
all services using this port must be stopped. If the web service is stopped, a critical error
will occur and the company will incur serious costs. If a threat is not serious - you cannot
admit the occurrence of critical errors as a result of the application of protective meas‐
ures. Network worms belong to the class of not very dangerous network invasions.
Suppose that the security system has detected suspicious activity on port 80, similar to
the attack of a network worm.

In the formal language, this problem will take the following form, where A1-A5 are
the original arguments, R1 is the undercutting rule, R2 is the defeasible rule:

A1: attack(port_80, warm) – the suspicion of a network worm attack on port 80 is
detected;
A2: use(web_service, port_80) – port 80 is used by the web service;
A3: ∀x ∀y (block(x) & use(y, x) → stop(y)) – when the port is blocked, all services
using this port must be stopped;
A4: stop(web_service) → critical_error – stopping the web service is a critical error;
A5: ~ serious_attack(warm) – network worms belong to the class of not very
dangerous network invasions;
R1:∀y ~ serious_attack(y) & critical_error ==>∀x attack(x,y) @ block(x) – the
undercutting rule stating that if the threat is not very serious - it is impossible to admit
the emergence of critical errors as a result of the application of protective measures;
R2: ∀x∀y attack(x,y)) |=> block(x) – the defeasible rule that states that by default when
a threat is detected on one of the ports, this port is blocked.

Figure 1 shows the inference graph for the given problem. Let’s analyze the solution
of this problem in steps. Arguments A1–A5 are given initially. The defeasible argument A6:
block (port_80) is obtained using the argument A1: attack (port_80, warm) and the defea‐
sible rule R2:∀x∀y attack(x,y)) |=> block(x). Arguments A7 and A8 are drawn by means
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of the skolemization procedure from the argument A5 (the variables bound by the universal
quantifier are replaced by free variables, denoted by _x and _y, respectively). Argument
A9: block(_x) → (use(_y, _x) → stop(_y)) is inferred from the argument A8: block(_x) &
use(_y, _x) → stop(_y) using the rule of premise disconnection. The defeasible argument
A10: (use (_y, port_80) -> stop (_y)) is derived from the defeasible argument A6: block
(port_80) and the argument A9: block(_x) → (use(_y, _x) → stop(_y)) by the Modus
Ponens rule. The defeasible argument A11: stop (web_service) is inferred from the defea‐
sible argument A2: use (web_service, port_80) and the argument A10: (use (y, port_80) -
> stop (y)) also by the Modus Ponens rule. The defeasible argument A12: critical_error is
obtained from the defeasible argument A4: stop(web_service) → critical_error and the
argument A11: stop (web_service) according to the Modus Ponens rule. Arguments A12:
critical_error and A5: ~ serious_attack (warm) in accordance with the undercutting rule
R1:∀y ~ serious_attack(y) & critical_error ==>∀x attack(x,y) @ block(x) undercut the
defeasible inference between the arguments A1: attack (Port_80, warm) and A6: block
(port_80), making the A6 argument defeated.

Fig. 1. The example of the argumentation application for decision making about port blocking

As a result of solving this problem by argumentation based on defeasible reasoning,
the argument A6: block (port_80) became defeated, i.e. a possible attack of the network
worm on port 80 is not so great to decide to block all traffic on this port because this will
lead to significant costs.

3 The Problem of Detecting an Unauthorized Access Based on the
Analysis of Network Traffic Using the Inductive Concept
Formation

At present, using components of foreign production is the cornerstone of production of
technical means and the software for the majority of computing systems. However, at
the same time there is a threat of information leakage due to using the functional capa‐
bilities negatively affecting on safety of processed information. Such malicious func‐
tional possibilities could use for organizing hidden channels in round of well-known
protection means at passing defended information on computer networks.
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One of the ways of information losses being discussed from 1990s [7] is possibility
of malicious codes to use parameters of transfer protocols for coding defendable hidden
information. In case a protection system implements encoding the information trans‐
ferred according to the IP protocol, a malicious code can use such parameters as a lengths
of packets, temporal intervals between packets for coding transferred unauthorized
information. Taking account of a high complexity of up-to-date software and closing its
program codes for researching by developers, often it is impossible to produce software
researches for detecting similar malicious program functions.

3.1 The Method of the Anomaly Detection

Transferring encoded data on communication links is brought about by the conversion
of bit sequences to electromagnetic signals. The data presented by bits or bytes are
transferred with a velocity defined by the number of bits in a time unit. Such parameters
of the physical layer of network protocols as a bit rate, an encoding method, a transfer
scheme and a signal range are defined by standards that are developed by the competent
organizations. The process of physical data transfer on a certain interval can be consid‐
ered as time series.

The analysis of a traffic will be a basis for detection of malicious program functions
in an information exchange system: if parameters of a typical information exchange on
certain protocol are known, then the abnormal template of behavior in a computer
network obtained by traffic analysis in the case of exchange according to this protocol
could speak that at analyzed system there is a malicious program function, and anomalies
in a traffic are caused by actions of such programs.

In general, the time series ts is an ordered sequence of values

ts =< ts1, ts2,… , tsi,… , tsq >,

describing a process flow, where the index i corresponds to a time label. tsi values can
be sensor indications, product prices, exchange rates and so on.

The anomaly detection problem [8] is set up as the task of searching for patterns in
data sets that do not satisfy some typical behaviors. The anomaly or “outlier” is defined
as an element that stands out from a data set belonging to it and differing significantly
from the other elements of a sample.

Let’s consider, thus, the problem of anomaly detection in sets of time series. The
problem of anomaly detection in time series sets is formulated as follows. Let
TSStudy = <tsstudy1, tsstudy2, …, tsstudym> be a set of objects where each object is time
series. We call it a study set. Each of the time series in a study set represents some
“normal” behavior or a process flow. Based on the analysis of TSStudy one needs to
build a model to distinguish the instances of time series TSStudy from test sample sets:

TStest = <tstest1, tstest2, …, tstestn> that could be “normal” or “ abnormal”.
We propose the method of the anomaly detection in the sets of time series, This

method is a modification of an “exact exception problem” [9] that is described as follows:
for the given set of objects I, one needs to get an exclusion-set Ix. To do this, there are
introduced:
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• the function of dissimilarity D (Ij), Ij ⊆ I: defined on P (I), where P (I) is a set of all
subsets Ij for I receiving positive real values;

• the cardinality function C (Ij): Ij ⊆ I, defined on P (I) and receiving positive real values
such that for any two subsets Ik ⊆ I, Il ⊆ I, (k ≠ l) Ik ⊂ Il ⇒ C (Ik) < C (Il);

• the smoothing factor SF (Ij) = C (I\Ij) · (D (I) - D (I\Ij)), that is calculated for each
Ij ⊆ I.

Then Ix ⊂ I will be considered as an exclusion-set for I with respect to D(I), and C(I),
if its smoothing factor SF (Ix) is maximal [9].

Informally, an exclusion-set is a smallest subset of I, that makes the largest contri‐
bution to its dissimilarity. A smoothing factor shows how much the dissimilarity of a
set I can be reduced, if to exclude a subset Ij from it. A dissimilarity function can be any
function that returns low values if elements of a set are similar to each other and higher
values if elements are dissimilar. This method was adapted for the task of the anomaly
detection in collections of time series. Let us introduce the following changes.

As a set of objects I we use TSStudy ∪ {tstestj} for each tstestj ∈ TSTest. The function
of dissimilarity (Ij) for time series is defined as follows. Let Ij ⊆ I be a subset of time
series. Each time series is considered as a vector of its values. Further in shot, any
individual time series is designated by a 𝜖 Ij. Calculate an average value on vector coor‐
dinates Ij. Then the dissimilarity function for time series is computed as a sum of squared
distances between Ij and vectors a 𝜖 Ij:

D
(
Ij

)
=

1
N

⋅

∑
a∈Ij

|||a − Ij

|||
2
 where Ij =

∑
a∈Ij

a

|||Ij

|||
 and N – the number of elements Ij.

The cardinality function is given by the formula C (I\Ij) = 1/|Ij| + 1. The formula for
calculating the smoothing factor is SF (Ij) = C (I\Ij) · (D (I) - D (Ij)).

If an exclusion set for I = TSStudy ∪ {tstestj} contains tstestj, then tstestj is an
anomaly. For anomaly detection in collections of time series two algorithms were devel‐
oped [10]: TS-ADEEP for study sets, containing a single class of time series and TS-
ADEEP-Multi for study sets containing several classes of time series.

The generalization of the TS-ADEEP-Multi algorithm is quite obvious: splitting a
study set to a single class subsets and consequently applying the TS-ADEEP algorithm,
we can determine whether the considered time series is an anomaly or not. If time series
is an anomaly for each subset, then time series is an anomaly for the whole study set [11].
The results of the software modelling described in this paper were obtained on the orig‐
inal dataset “TRAFFIC”. This dataset contains examples of time series on the bases of
which the detection task of cases of information exchange with unauthorized data access
has been solved.

3.2 Experimental Results

The possibility of applying algorithms for anomaly searching in collections of time series
to the problem of detection of cases of atypical information exchange on a network that
assumes existence of malicious codes has been researched. This problem was compli‐
cated because it is very hard to receive a representative sample which would be rather
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exact and at the same time exactly describing all possible variants of behavior in an
information system. Also it is necessary to note that obtaining a sample for the normal
behavior of an information systems is enough easily than for abnormal one because the
normal behavior could be modeled in laboratory conditions while abnormal behavior
happens extremely rare. Moreover, the abnormal behavior is dynamic by the nature, and
therefore there can be new types of anomalies which weren’t represented in the original
study samples.

It is proposed the following problem solution. There are reference models presented
by time series which reflect parameter changes of the protocol depending on types of
information exchange. For comparing, the time series are used, that present the real
behavior of an information system in the case of a data interchange. The comparison of
these two models of information exchange allows to look for behavior types in the case
of information exchange, different from standard, i.e. the anomalies. As an illustration
of the method, the exchange protocol by the FTP files was chosen. On the basis of
analysis of a network traffic under transferring files in accordance with the FTP protocol
in various conditions (including simultaneous transferring several files), the data set was
obtained that represents a study sample for creating of a model of reference data trans‐
ferring. Experiment details are given in [12]. The following variants of data transferring
were researched:

• transmission according to the FTP protocol (standard);
• simultaneous transmission according to the FTP protocols and ping (FTP-traffic was

analyzed);
• simultaneous transmission according to the FTP protocols and UDP (FTP- traffic was

analyzed).

The example of normal data exchange running using the FTP and UDP protocols is
given in Fig. 2. Having this information about data transferring on a network, it is
necessary to define whether data transferring is “suspicious”, what could testify about
a possible compromise of network infrastructure, and malicious code existence. As test
data, among others, there were used specially generated time series simulating the

Fig. 2. Time series representing the normal flow of information exchange
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transfer of unauthorized data. Figure 3 shows time series having the irregular structure
and presenting the anomaly. Such time series, having a pronounced irregular structure,
are anomalies. The original “TRAFFIC” data set was constructed by combining normal
and abnormal time series that were used in the experiments further.

Fig. 3. Time series representing the abnormal flow of information exchange

To analyze one type of traffic (FTP protocol, FTP and ping protocols, FTP and UDP
protocols), the TS-ADEEP algorithm proposed in [10] was used. The obtained experi‐
mentally data were viewed as a set of time series where tsi values represent lengths of
packages. These data used in the experiment were subjected to a preliminary treatment
consisting of two stages: normalization and a subsequent discretization of the normal‐
ized time series with a transition to symbolical data presentation, and where an alphabet
size (the number of used symbols) has been varied depending on a task. The process of
preliminary data conversion is based on the ideas of the SAX algorithm [13]. Changing
parameters - an alphabet size and a time series dimensionality - one can obtain an optimal
representation of time series for their using by TS-ADEEP and TS-ADEEP-Multy algo‐
rithms.

Results of recognizing the anomalies in the case of data transferring according to the
above-named protocols are given in Table 1. As it is seen from results, for the given task
it was succeeded to reach the accuracy of anomaly classification up to 100%.

By the simultaneous analysis of all traffic types considered in the experiment, the
TS-ADEEP-Multy algorithm was used. Here the problem becomes complicated because
the normal behavior can correspond to one of several classes. Presented in the Table 2
results show, that for the case of several classes it is possible to reach the classification
accuracy of anomalies up to 100% at selection of parameters of time series normaliza‐
tion.
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Table 1. The accuracy of the anomaly detection in data sets “Traffic” with the single class for
the TS-ADEEP algorithm

Dimensionality of time series
210 150 100 50 30 20 10

Number
of
alphabet
symbols

5 71,43 82,14 60,71 64,29 60,71 46,43 67,86
10 92,86 96,43 100 96,43 82,14 85,71 64,29
15 92,86 100 100 96,43 92,86 82,14 85,71
20 92,86 100 100 96,43 92,86 82,14 82,14
25 92,86 100 100 96,43 92,86 82,14 92,86
30 92,86 100 100 96,43 92,86 92,86 82,14
40 92,86 100 100 96,43 92,86 92,86 92,86
50 92,86 100 100 96,43 92,86 92,86 92,86

Table 2. The accuracy of the anomaly detection in data sets “Traffic” with several classes for the
TS-ADEEP-Multy algorithm

Dimensionality of time series
210 150 100 50 30 20 10

Number
of
alphabet
symbols

5 85,71 89,29 57,14 64,29 60,71 46,43 67,86
10 96,43 96,43 100 96,43 96,43 85,71 67,86
15 92,86 100 100 96,43 92,85 82,14 67,86
20 96,43 100 100 96,43 96,43 96,43 75,00
25 96,43 100 100 96,43 96,43 82,14 82,14
30 96,43 100 100 96,43 96,43 96,43 92,86
40 96,43 100 100 96,43 96,43 96,43 92,86
50 96,43 100 100 96,43 96,43 96,43 96,43

4 Conclusion

The proposed idea of using argumentation in network security systems, according to the
authors, will make such systems more flexible and will make it possible to assess the
appropriateness of using certain protective mechanisms. The use of argumentation will
allow giving qualitative and quantitative assessment of the recommendations developed
by the system, thereby solving an important task - the task of choosing the way to react
to suspicious activity in the system.

The research also examined methods for detecting anomalies when solving the task
of analyzing network traffic in order to detect malware. The algorithms implementing
the search for anomalies were software modelled. The results of experiments showed
high accuracy of detection of anomalies, what indicates good prospects for using the
proposed methods and software.
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