Chapter 2
Comparative Face Soft Biometrics for
Human Identification

Nawaf Yousef Almudhahka, Mark S. Nixon and Jonathon S. Hare

Abstract The recent growth in CCTV systems and the challenges of automati-
cally identifying humans under the adverse visual conditions of surveillance have
increased the interest in soft biometrics, which are physical attributes that can be used
to describe people semantically. Soft biometrics enable human identification based
on verbal descriptions, and they can be captured in conditions where it is impossible
to acquire traditional biometrics such as iris and fingerprint. The research on facial
soft biometrics has tended to focus on identification using categorical attributes,
whereas comparative attributes have shown a better accuracy. Nevertheless, the
research in comparative facial soft biometrics has been limited to small constrained
databases, while identification in surveillance systems involves unconstrained large
databases. In this chapter, we explore human identification through comparative
facial soft biometrics in large unconstrained databases using the Labelled Faces in
the Wild (LFW) database. We propose a novel set of attributes and investigate their
significance. Also, we analyse the reliability of comparative facial soft biometrics
for realistic databases and explore identification and verification using comparative
facial soft biometrics. The results of the performance analysis show that by com-
paring an unknown subject to a line up of ten subjects only; a correct match will be
found in the top 2.08% retrieved subjects from a database of 4038 subjects.

Face Biometrics and Semantic Face Recognition

The crucial role of surveillance systems in crime prevention and public safety
has motivated massive deployments of CCTV networks around the world [1-4].
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For instance, the number of CCTV cameras deployed in cities and town centres in
the UK was estimated between 1.85 [5] and 5.9 million [6]. This expansion in the
usage of surveillance systems has increased the reliance on CCTV imagery for sus-
pect identification, which is the first challenge faced by law enforcement agencies
in criminal investigations [3]. Thus, the need for identifying suspects from imagery
databases (i.e. mugshots or CCTV footage) has motivated research in human identi-
fication using semantic descriptions based on eyewitnesses’ statements with a view
to enabling searching a database of subjects through verbal descriptions [7-9]. These
semantic descriptions are based on soft biometrics, which refer to physical and
behavioural attributes that can be used to identify people.

The main advantage of soft biometrics as compared with traditional hard biomet-
rics (e.g. iris, DNA, and fingerprint) is that they can be acquired at a distance with-
out individuals’ involvement. In addition, soft biometrics enjoy sufficient robustness
to the challenging visual conditions of surveillance such as occlusion of features,
viewpoint variance, low resolution, and changes in illumination [7, 9, 10]. There-
fore, soft biometrics can play a significant role in criminal investigations, where it is
required to retrieve the identity of a suspect from an imagery database using a ver-
bal description (i.e. eyewitness statement). Furthermore, soft biometrics bridge the
semantic gap resulted from the difference between machines and humans in estimat-
ing attributes, which enables retrieval from a database solely by verbal descriptions
as illustrated in Fig. 2.1.

Soft biometrics can be categorized according to their group and format. In terms
of group, soft biometrics may fall under global, facial, body, or clothing attributes.
While in terms of format, soft biometrics can be classified as: categorical, where
individual attributes are assigned to specific classes (e.g. square versus round jaw);
or comparative, where attributes of an individual are estimated relative to another
individual (e.g. subject A has a more rounded jaw than subject B) [12]. Comparative
soft biometrics are discussed further in more details in the next section. Figure 2.2
shows example categorical soft biometric attributes from the four different groups of
soft biometrics: facial, body, clothing, and global. Figure 2.3 presents example soft
biometric attributes in the comparative format. More highlights on the different soft
biometric attribute formats are provided in Table 2.1.

Soft biometric database
Semantic descriptions N

query Retrieve
1 092 045 072 011

n biometric —> Subject ID
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o m 4 093 033 074 044

Face images n 072 048 052 029

1D Biometric signature

Fig. 2.1 Soft biometric identification using face attributes
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Facial attributes:

* Eyebrow thickness: thick
* Nose length: average

¢ Mouth width: wide

¢ Chin height: large

Clothing attributes:

* Head coverage: none
* Sleeve length: short
* Leg length: long

* Heel level: flat
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Body attributes:

¢ Chest size: big

* Arm thickness: average
¢ Muscle build: muscle

e Leg thickness: average

Global attributes:

e Age: adult

* Figure: average

¢ Gender: male

* Skin colour: tanned

Fig. 2.2 Example categorical soft biometric attributes for a sample from the University of
Southampton Biometric Tunnel (BioT) database [11]

Subject 4

Facial attributes:

» Eyebrow thickness: more thin
* Nose length: more short

*  Mouth width: more narrow

* Chin height: more small

Body attributes:

* Chest size: more big

* Arm thickness: more thin
* Muscle build: more lean

* Leg thickness: more thin

Clothing attributes:

* Head coverage: same

* Sleeve length: more long
* Leg length: same

* Heel level: more high

Global attributes:

* Age: more old

* Figure: same

* Gender: more feminine
»  Skin colour: more light

Subject B

Fig. 2.3 Example comparative soft biometrics for a pair of subjects from the BioT database. The
labels describe attributes of subject A with respect to subject B
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Table 2.1 Semantic attribute formats

N.Y. Almudhahka et al.

Format Type Nature of labels Example
Categorical Presence/absence Binary (T/F) A has bushy eyebrows
Multiclass Absolute A has a very large
mouth
Comparative Similarity = # A is the same age as B
Dominance <, > A is older than B

Literature Review

Face Recognition in Psychology

Understanding face recognition from a psychological perspective is vital for study-
ing facial identification using soft biometrics, as human identification accuracy is
significantly affected by behavioural and physiological factors such as memory and
encoding [13, 14]. In addition, human face recognition has substantial implications
on automatic face recognition [15, 16], which has a wide range of real-life applica-
tions. The existing psychology literature on face recognition by humans is extensive
and focuses particularly on understanding how the human visual and neural sys-
tems process the facial features and recognise faces. One of the key studies that has
addressed face recognition in humans is that of Bruce and Young [17], who pro-
visioned a theoretical model for understanding how humans recognize faces that is
based on a set of distinguishable codes for face recognition, which are: label pictor-
ial, structural, identity-specific semantic, visually derived semantic, and name. Bruce
and Young’s study suggested that regular face recognition involves the structural and
identity-specific semantic codes (e.g. a familiar person’s occupation and friends),
while the other codes are used in lower levels for face recognition and perception.
In [18], Hancock et al. outlined the factors that affect humans accuracy of recogniz-
ing unfamiliar faces. It has been found that changes in viewpoint and illumination
significantly affect the ability of humans to recognize unfamiliar faces from images.
Also, the spatial relationship between the facial components (i.e. configuration) has
a high impact on recognition accuracy. Furthermore, the study emphasised the effect
of face distinctiveness on recognition accuracy, and highlighted the role that can be
played by the machines in aiding face recognition performance by humans.

A detailed overview on the human face recognition in a psychological and neural
contexts was offered by O’Toole [19]. Her study provided some insights for address-
ing the problem of automatic face recognition. O’Toole stressed on humans ability to
identify faces with the aid of semantic categories such as age, gender, and race, which
increases recognition accuracy. Moreover, the study pointed the significance of the
observer’s as well as the observed person race on the recognition accuracy. Sinha et
al. [15] outlined the key findings from previous experimental studies of face recog-
nition in humans that can aid face recognition in computational systems. Their study
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highlighted the impact of spatial resolution on recognition performance, in addition
to highlighting the holistic processing of facial features by the human visual system.
Also, the study showed that pigmentation cues (i.e. texture or colour) have at least
the same importance as the shape cues in face recognition. Tsao and Livingstone
[20] highlighted the differences between computer vision algorithms and humans in
face detection and recognition. The study emphasised on the independence of face
detection and recognition stages in the human neural system, and outlined the differ-
ences in processing faces as compared with other objects in the neural system. Also,
the study stressed the norm-based coding nature of face processing in humans, and
the interpretation of faces in terms of their distinctiveness. Finally, the study high-
lighted the holistic processing of faces in the human neural system and stressed on
the effect of the whole face on the processing of the individual facial components.

Several studies investigated the significance of facial features in recognition per-
formance. Haig [21] explored the relative importance of facial features in face recog-
nition by manipulating primary facial features of target samples and evaluating the
recognition performance of the observers accordingly. The study found that eye-
eyebrow, followed by mouth, and nose, have the highest importance for face recog-
nition. Davies et al. [22] assessed the saliency of different facial features, where their
experiments were based on manipulating faces using the Photofit Kit and monitoring
the identification performance of different alternatives of samples. They have found
that forehead and eyes have the highest saliency (i.e. their changes are most likely
to be noticed), while chin and nose have the least saliency. Sadr et al. [23] inves-
tigated the role of eyes and eyebrows in face recognition and found that eyebrows
have a significant role in face recognition that is at least similar to that of the eyes.
Furthermore, their experiments reported that the absence of eyebrows results in a
larger degradation in the face recognition performance as compared to the absence
of eyes.

In summary, the findings of these studies highlight the role of semantic bindings
in human face recognition, and show how categorization of facial or personal charac-
teristics can affect the human face recognition performance. In addition, they outline
the relative importance of the different facial parts, and show that eye-eyebrow region
is the most important in face recognition. The implications of these studies will be
noted on the proposed facial soft biometrics in this chapter.

Human Descriptions and Eyewitness Statements

There is a large volume of published studies that explored the reliability of verbal
descriptions in eyewitness statements for suspects identification in criminal investi-
gations. Kuehn [24] evaluated the effectiveness of verbal descriptions provided by
victims of violent crimes to the police and examined the descriptions completeness
using a random sample from the police records. The examined descriptions included
the suspects’ physical traits which are: age, sex, height, weight, build, skin colour,
hair, and eye. The results of the study showed that more than 85% of the eyewitnesses
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were able to provide at least six attributes in their descriptions, where sex could be
identified in 93% of the descriptions, while eye colour was the least to be recognised
in the sample. The results also revealed that eyewitnesses cannot recall discrete traits
of the suspects, but rather they have a general impression about the suspects.

In an analysis of the content of 139 eyewitnesses’ descriptions, Sporer [25] found
that 31% of the witnesses reported clothing attributes, 29.6% described facial fea-
tures, 22% specified global features (i.e. age, and gender) in addition to movement
descriptions, and the remaining descriptors used other features (e.g. smell, accent,
and accessories). Sporer’s analysis of the facial descriptions showed that most of the
eyewitnesses described the upper half of the face, and more specifically, the hair of
the suspect. Also, the study pointed that although the hair was the most mentioned
in eyewitnesses descriptions, it is less reliable for locating the suspects as compared
with the inner facial features, since hair style can be easily changed.

Koppen et al. [26] assessed the completeness and accuracy of eyewitnesses’
descriptions using 2299 statements of 1313 eyewitnesses for 582 different robbers
from official police records and investigated the factors that affect the accuracy and
completeness of the statements. The findings emerged from their study revealed that
the eyewitnesses tend to provide more information about general descriptions (e.g.
age and gender) as compared to facial features. In addition, the study showed that
the completeness of the descriptions did not necessarily imply their accuracy, thus
although the information provided by the eyewitness was little, it tended to be accu-
rate. In [27], Burton et al. explored subjects’ ability to identify target people from
surveillance videos. They found that familiarity with target faces has a substantial
impact on the accuracy of identification. Thus, face recognition performance with
familiar targets is much better than it is with unfamiliar ones. Furthermore, the study
revealed that even with the poor quality of surveillance data, the face has a signifi-
cantly higher impact on identification accuracy compared with the gait and body.

A significant analysis was presented by Meissner et al. [28], which outlined the
psychological factors that affect eyewitness descriptions as: (1) encoding-based,
which affects a person’s perception such as illumination, distance, and stress; (2) per-
son variables, which are age, gender, and race; and (3) the effect of inaccurate infor-
mation from co-witnesses or investigators. Lee et al. [29] have conducted a detailed
examination of the impact of a feature-based approach in suspect identification. Their
experiments have shown that using a subjective feature-based approach for retrieving
suspects from a database of mugshots is more efficient and accurate than presenting
mugshots for an eyewitness in arbitrary order. Their experiments have also revealed
that the feature-based approach of identifying suspects is effective for recognising
faces in realistic conditions.

Overall, these studies reveal that the accuracy and completeness of eyewitnesses
descriptions are determined by multiple factors such as the spatial and tempo-
ral settings of the incident, in addition to the eyewitness personal variables (e.g.
age and gender). Furthermore, the findings of these studies stress on the tendency
of eyewitnesses to describe general physical characteristics such as age and gen-
der (i.e. global soft biometrics) in their statements, whereas facial features were
described less likely. Also, the feature-based approach of identifying faces has been
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investigated and found to have a better impact on the efficiency and accuracy of sus-
pects identification. Taken all together, these outcomes imply that global soft bio-
metrics (e.g. age and gender) are essential for identification. In addition, the findings
highlight the inadequacy of facial features for verbal descriptions as compared with
other physical features, suggesting the introduction of more effective semantic facial
attributes, which is one of the objectives of this chapter.

Facial Soft Biometrics

Due to its richness of features and details, the human face is considered as the most
informative source of attributes for identification at a short distance as compared
to other soft biometrics such as body and clothing [8, 9, 30]. Also, human face
recognition demonstrated great robustness for challenging visual conditions such as
low resolution and pose variability [31]. Therefore, a great deal of previous research
into soft biometrics has focused on facial attributes either to improve the performance
of traditional face recognition systems or to perform identification exclusively based
on facial attributes [32].

The earliest exploration of semantic facial attributes emerged in [33], where face
verification using the LFW database [34] was examined via attribute classifiers that
were trained to recognize the presence or absence of a trait (i.e. categorical soft
biometrics). The attributes covered 65 describable visual traits such as eyebrow
shape, nose size, and eye width. The approach resulted in lowering the error rates by
23.92% compared to the state-of-the-art reported at that time on the LFW database.
In [35], the authors studied the use of facial marks such as scars, moles, and freck-
les, as categorical soft biometrics to improve face recognition performance using the
FERET database [36]. Their experiments demonstrated the improvement that can be
achieved by augmenting facial marks (as soft biometrics) with traditional facial hard
biometrics.

A key study in facial soft biometrics is that of Reid and Nixon [37], which is the
first study to investigate human face identification using comparative soft biometrics.
In this study, 27 comparative facial attributes were defined, and annotations were
collected for subjects from the University of Southampton Gait Database (SGDB)
[38]. The experiments showed that comparative facial soft biometrics outperform
categorical facial soft biometrics. Thus, the rank-1 retrieval accuracy achieved using
categorical attributes is 59.3%, compared to 74.5% in case of comparative attributes.

The first study that explored the interaction between automatically extracted soft
biometrics and human generated soft biometrics is that of Klare et al. [39], which
presented a method for using categorical facial attributes to perform identification
in criminal investigations. Aiming to capture all persistent facial features, a set of
46 facial attributes were defined, and a model was trained to extract facial features
and estimate them using SVM Regression automatically. Identification experiments
were performed using the FERET [36] database with all the possible combination of
probe-gallery (i.e. human vs. machine). Identification using an automatic probe and
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gallery resulted in the best recognition accuracy as compared with the other three
identification scenarios in which human annotations are used (i.e. for probe, gallery,
or both).

The study by Tome et al. [40] considered shape, orientation, and size of facial
attributes as soft biometrics that can be utilized for forensic face recognition. The
study proposed an approach to automatically convert a set of facial landmarks to
a set of facial attributes (shape and size), which can be of continuous or discrete
values (i.e. categorical). These features were used to generate statistics that aid
forensic examiners in carrying morphological comparisons of facial images. Also,
they were used to improve the performance of traditional face recognition system.
Using ATVS [30] and MORPH [41] databases, the experiments revealed that the
facial soft biometrics improve the accuracy of traditional face recognition systems.
Recent work by Samangouei et al. [42] has investigated the use of categorical facial
attributes for active authentication on mobile devices using the MOBIO [43] and
AAO1 [44] unconstrained mobile datasets. Their approach has highlighted the relia-
bility of binary facial attributes for face verification on mobile devices and demon-
strated the improvement that can be gained from fusing the scores of low-level fea-
tures with the attribute-based approach. Table 2.2 summarizes the existing work that
studied facial attributes for identification and verification.

In general, it can be seen from this literature review that the use of facial soft bio-
metrics for human face identification has been studied using relatively constrained
databases [8, 30, 39], whereas the real identification scenarios involve larger popula-
tions with significant demographic diversity, in addition to more challenging visual
conditions of surveillance such as high variability in illumination, facial expres-
sions, resolution, and pose. Except for Kumar et al. work [33], no study has so far
addressed the use of facial soft biometrics for subject identification in large and
unconstrained datasets like Labelled Faces in the Wild (LFW) [34]. In addition,
although comparative soft biometrics have shown better identification accuracy as
compared to categorical soft biometrics [8, 12], it is still not known whether com-
parative soft biometrics can scale for large and unconstrained datasets (e.g. LFW), as
the studies in comparative soft biometric were performed using small and relatively

Table 2.2 Existing work on identification and verification using facial attributes

Publication Dataset (no. of Attributes Labels
subjects)

Kumar et al. [33] LFW (5749) 65 categorical (binary) | Automatic

Reid and Nixon [37] | SGDB (100) 27 comparative Human-based

Klare et al. [39] FERET (1196) 46 categorical Automatic and

human-based

Tome et al. [40] MORPH (130) and 32 categorical Automatic
ATVS (50)

Samangouei et al. [42] | MOBIO (152) and 44 categorical (binary) | Automatic
AAO01 (50)
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constrained database [11]. Altogether, the findings from this literature review high-
light the importance of exploring human identification using comparative facial
soft biometrics in large unconstrained databases. Accordingly, this chapter aims to
address the inadequacies of previous studies and to explores unconstrained human
identification using comparative facial soft biometrics.

Comparative Facial Soft Biometrics

As mentioned in section “Face Biometrics and Semantic Face Recognition”, the
research in soft biometrics has largely been focused on categorical descriptions of
facial attributes [7, 30, 39, 40, 45]. However, describing visual attributes in a relative
(comparative) format has several advantages [46]. First, it makes richer semantics for
humans (e.g. person A is thinner than person B). Second, it enables comparisons with
areference object (e.g. person A is faller than Bernie Ecclestone). Third, it improves
interactive learning and makes searching based on an attribute more efficient (e.g.
search for a younger person). Figure 2.4 illustrates the descriptive enrichment that
can be gained by using comparative attributes. Besides these advantages of compara-
tive attributes, the application of comparative soft biometrics in human identification

: \

A is adult B is senior C is senior
(a) Categorical age attributes

A is younger than B B is younger than C C is older than A
(b) Comparative age attributes

Fig. 2.4 Expressing age of subjects from the LFW database [34, 47] using semantic labels
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has demonstrated the superiority of relative attributes as compared to the categorical
attributes [8, 10, 12].

The aim behind comparative soft biometrics is to create a biometric signature for
each individual that embeds the individual’s physical attributes, and consequently,
allows each individual to be uniquely identified in a database as shown Fig. 2.1. This
biometric signature is a vector that is composed of the relative strength of each soft
biometric attribute. Relative rates are inferred from pairwise comparisons between
the individual being evaluated and other individuals in the database. The generation
of relative rates from pairwise comparisons can be achieved using a ranking algo-
rithm that infers a rate for each item in a dataset from its pairwise comparisons. One
popular ranking algorithm that has been used in prior work on comparative soft bio-
metrics is the Elo rating system [8, 10, 12, 37], which is a well-known algorithm
for rating chess players [48, 49]. Also, RankSVM [50], which is a formulation that
learns a rating function from example pairwise comparisons to infer the relative rate
of attributes, has been used in some studies on comparative soft biometrics [51, 52]
to predict biometric signatures. The relative rating of soft biometric attributes using
the Elo rating system is described later in this section.

Attributes and Comparative Labels

The human face has an abundance of features that can be used for identification.
However, to consider a facial feature as an effective soft biometric attribute, it needs
to be understandable, memorable, and describable. These aspects have governed the
selection of facial features to define the soft biometric set used in this chapter, which
covered the major facial components (i.e. eyes, eyebrows, mouth, and nose), with an
emphasis on eyebrows according to their pivotal role in human face recognition [23].
Table 2.3 lists the proposed comparative soft biometric attributes that are analysed
throughout this chapter. Each attribute is associated with a comparative label that
is based on three-point bipolar scale, which ranges from -1 to 1, such that -1 is
associated with the “Less” label, while 1 is associated with the “More” label. The
normalised value of a comparative label is used to generate the relative rate of the
attributes, which is computed using the Elo rating system as described later in section
“Relative Rating of Attributes”.

Dataset and Label Acquisition

Labelled Faces in the Wild (LFW) [34] is a popular database that is used for uncon-
strained face recognition, and consists of more than 13000 facial images extracted
from the web. The images of LFW have significant variations in pose, lighting, res-
olution, and facial expressions, which make them suitable to study unconstrained
face recognition. The LFW database is composed of two subsets: View 1, which is
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Table 2.3 Comparative facial soft biometrics defined to analyse unconstrained human identifica-
tion and verification

No. Attribute Label

1 Chin height [More Small, Same, More Large]
2 Eyebrow hair colour [More Light, Same, More Dark]

3 Eyebrow length [More Short, Same, More Long]

4 Eyebrow shape [More Low, Same, More Raised]
5 Eyebrow thickness [More Thin, Same, More Thick]

6 Eye-to-eyebrow distance [More Small, Same, More Large]
7 Eye size [More Small, Same, More Large]
8 Face length [More Short, Same, More Long]

9 Face width [More Narrow, Same, More Wide]
10 Facial hair [Less Hair, Same, More Hair]

11 Forehead hair [Less Hair, Same, More Hair]

12 Inter eyebrow distance [More Small, Same, More Large]
13 Inter pupil distance [More Small, Same, More Large]
14 Lips thickness [More Thin, Same, More Thick]
15 Mouth width [More Narrow, Same, More Wide]
16 Nose length [More Short, Same, More Long]
17 Nose septum [More Short, Same, More Long]
18 Nose-mouth distance [More Short, Same, More Long]
19 Nose width [More Narrow, Same, More Wide]
20 Spectacles [Less Covered, Same, More Covered]
21 Age [More Young, Same, More Old]
22 Figure [More Thin, Same, More Thick]
23 Gender [More Feminine, Same, More Masculine]
24 Skin colour [More Light, Same, More Dark]

dedicated to training and model selection; and View 2, which is dedicated to perfor-
mance analysis. The training subset of View I consists of 9525 sample face images
for 4038 subjects, some of these subjects have one sample in the database, while the
others have two or more samples.

To explore unconstrained identification using comparative facial soft biometrics,
a dataset that includes the 4038 subjects of the training subset of View I from the
LFW database was created by selecting one sample face image for each subject,
and applying random selection whenever multiple samples exist for a subject. The
selected images were all aligned using deep funnelling [47], which is an approach
that incorporates unsupervised joint alignment with unsupervised feature learning to
align face images, and reduces the effect of pose variability correspondingly. Also,
all the images in the dataset were normalized to an inter-pupil distance of 50 pixels
to ensure consistent comparisons between subjects.
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Fig. 2.5 Example
crowdsourced comparison

Person-A Person-B

The nose of Person-A relative to that of Person-B is:

More Narrow
Same

More Wide
Don't know

The number of pairwise comparisons that result from a set of nitems is n(n — 1) /2,
accordingly, the 4038 subjects in the LFW dataset result in 8.15 million pairwise
comparisons, which is a massive number that is infeasible to be crowdsourced.
Therefore, a graph that models pairwise relations between the 4038 subjects has been
designed using a topology that ensures the involvement of each subject in at least
four pairwise comparisons. The graph resulted in 10065 pairwise comparisons that
were crowdsourced via the CrowdFlower platform,1 and each of the 10065 crowd-
sourced comparisons consists of 24 questions targeting the comparative labelling
of the attributes that are listed in Table 2.3. As explained earlier, each attribute is
labelled based on a 3-point bipolar scale that represents the difference between the
two subjects being compared. Figure 2.5 shows an example crowdsourced compari-
son. The crowdsourcing of the LFW dataset comparisons resulted in the collection
of 241560 comparative labels for the 10065 comparisons as shown in Table 2.4. The
labels collected through crowdsourcing were used to infer more comparisons. Thus,
given two comparisons that involve subjects A and B with a common subject C, a
new comparison between A and B can be inferred according to the rules outlined in
Table 2.5. Relation inference results in increasing the coverage of the dataset, and
enriches the analysis accordingly.

Thttp://www.crowdflower.com.
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Table 2.4 Crowdsourcing job statistics

Collected Inferred Total
Attribute comparisons | 241560 132879504 133121064
Subject comparisons | 10065 5536646 5546711
Average number of 4.98 1371.1 N/A
comparisons per
subject
Number of annotators | 9901 N/A N/A
(contributors)

Table 2.5 Relation inference rules

@4, 0) B, 0) inf(A, B)
< >
>
> <
<
= >
>
= <
<
> N/A
>
< N/A
<

Relative Rating of Attributes

Comparative soft biometrics aim to create a biometric signature for each individ-
ual that embeds the individual’s physical attributes, and consequently, allows each
individual to be uniquely identified. This biometric signature is a vector that is com-
posed of the relative strength of each soft biometric attribute. The relative strength
(or relative rate) is inferred from the pairwise comparisons between the individual
begin evaluated and other individuals in the database. The generation of relative rates
from pairwise comparisons can be achieved using a ranking algorithm that infers a
rate for each item in a dataset from its pairwise comparisons. One popular ranking
algorithm that has been used in prior work on comparative soft biometrics is the
Elo rating system [8, 10, 12, 37], which is a well-known algorithm for rating chess
players [48, 49]. Also, RankSVM [50], which is a formulation that learns a rating
function from example pairwise comparisons to infer the relative rate of attributes,
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has been used in some studies on comparative soft biometrics [51, 52] to predict
biometric signatures.

In this analysis, the Elo rating system is used to generate biometric signatures from
comparisons, as its applicability and effectiveness for comparative soft biometrics
have been already demonstrated [12, 37]. In addition, the Elo rating does not require
training as is the case with RankSVM [50], which has also been proposed for rating
comparative soft biometrics [51, 52]. The rating process in the Elo rating system
starts by initializing the rates of all players in a tournament to an initial default value.
Then, for a game between players A and B with the initial (default) rates R, and Ry
correspondingly, the expected scores, E, and Ej are calculated as:

(Rg—Ry) 71

@=P+mm] @2.1)
(Ry—Rp) 71

@=P+mw] 2.2)

Subsequently, based on the game outcome (i.e. loss, win, or draw), the new rates,
R, and Ry, for players A and B respectively, are:

Ry =R, +K(S, —E,) (2.3)

Ry =Ry + K(Sz — Ep) (2.4)

where S, and Sy are scores that are set depending on the game outcome as: O for loss,
1 for win, and 0.5 for draw, while K is the score adjustment parameter that determines
the sensitivity of rate update, and its value is selected through cross validation, as
it has a significant impact on the outcomes from the rating process. The Elo rating
system can be used to rate facial soft biometrics in a similar scheme to chess rating.
Thus, by considering the subjects of a dataset as players in a tournament, and assum-
ing that a comparison between two subjects, A and B, for a particular facial attribute,
X, is a game between two players, correspondingly, this comparison can result in
one of three possible outcomes for each of the two players as: “Less X, “More X,
or “Same X, for example: “subject A has a more thick eyebrow than subject B”.
Accordingly, the rates of the two subjects that make the comparison are updated
based on the comparison outcome using Eqs. 2.1-2.4. Figure 2.6 shows examples of
the outcomes of the relative rating using the Elo system for selected attributes.

Attribute Analysis

The analysis in this section aim to explore three main aspects: (1) statistical distrib-
ution and the correlation between attributes; (2) attribute discriminative power; and
(3) attribute semantic stability. The analysis in this section was conducted using the
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Fig. 2.6 The subjects with the lowest and highest relative rates for selected attributes

relative rates of the attributes, which were generated from the crowdsourced com-
parative labels using the Elo rating system as explained in the previous section.

Statistical Overview

Fig. 2.7 shows the distribution of the attributes in the LFW dataset summarized using
box plot. As can be noted from Fig. 2.7, the attributes significantly differ in their dis-
tribution and variation, which reflect the demographic diversity of the LFW dataset.
Also, there is a strong presence of outliers with most of the attributes, which indicates
the challenging nature of the dataset. Closer inspection of the distribution shows
that facial hair and spectacles, which are more of a binary nature, have the greatest
variation. On the contrary, eyebrow hair colour has the lowest variation. These find-
ings might suggest the potential discriminative power of binary-like attributes, and
the low power of eyebrow hair colour. This to be further investigated through the
discriminative power analysis.

Investigating correlation between the attributes allows exploring their indepen-
dence, in addition to the potential contribution of individual attributes in the dis-
tinguishing subjects. Figure 2.8 shows the correlation map for the attributes, where
it can be seen that all correlations between the attributes are either insignificant or
weak, with the exception of the negative correlation between facial hair and skin
colour, which can be attributed to the low contrast between darker skin colour and
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Fig. 2.7 Box plot for relative rates of the attributes

facial hair. In general, the findings from the correlation analysis confirm the indepen-
dence of the attributes, and reveal the informative value embedded in each attribute.

Attribute Discriminative Power

Discriminative power analysis allows ranking attributes on their capabilities in dis-
tinguishing subjects, and contribution in identification accordingly. Discriminative
power can be assessed using entropy [39], which is an information theoretic measure
that represents the average amount of information contained in a random variable X,
and it is calculated as follows:

HOO = = ) p(olog, [peo)] 3)

xeX

where X is a discrete random variable, and p(x) is the probability distribution func-
tion of X. In the context of soft biometrics, it is assumed that the relative rates of
attributes are random variables, and thus, entropy can be used to measure the infor-
mation contained in each attribute, providing us with an indicator of the impact of
each attribute in distinguishing between subjects.

Figure 2.9 shows the discriminative power of the attributes in terms of normalized
entropy. It can be seen from Fig. 2.9 that spectacles, facial hair, and gender, which
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Fig. 2.8 Correlations between the attributes

are binary-like attributes, have relatively high discriminative power. Also, the results
show the relatively high discriminative power of eyebrow shape and inter eyebrow
distance, which highlight the role of eyebrows in human face recognition. On the
other hand, the analysis shows that age has the lowest discriminative power, which
can be attributed to the inaccuracy of human estimations for age from face images
[53]. Furthermore, eyebrow hair colour and forehead hair demonstrate low discrim-
inative power, which can be due to the difficulties of estimating these attributes.

Attribute Semantic Stability

Semantic stability can be defined as the consistency of an attribute rate among dif-
ferent annotators, which is substantial in assessing the attribute effectiveness and
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Fig. 2.9 Discriminative power of the attributes

robustness. The semantic stability of the attributes is evaluated by creating two dif-
ferent galleries, each of which consists of the biometric signatures of all the subjects
in the dataset, where each biometric signature is composed of the relative rates of the
24 soft biometric attributes (listed in Table 2.3). The relative rates in each gallery
are inferred using the Elo rating system based on two mutually exclusive subsets
of comparative labels, which represent two different groups of annotators. Then,
the semantic stability is measured for each attribute among the two galleries as the
Pearson’s correlation between the subjects’ rates in both galleries. The results of the
semantic stability analysis are shown in Fig. 2.10.

The semantic stability analysis demonstrated that all the attributes are statisti-
cally significant (p < 0.05 ), regardless of the strength of the correlation (stability)
between the two galleries. Moreover, an interesting outcome from the result of the
semantic stability analysis is the agreement of its ranking for the attributes with the
ranking resulted from the discriminative power analysis in Fig. 2.9. Thus, the binary-
like attributes (i.e. spectacles, facial hair, and gender) beside eyebrow shape have
the highest semantic stability, while age, eyebrow hair colour, and forehead hair
have the lowest discriminative power. This correspondence in the findings of seman-
tic stability and discriminative power analysis reveals the robustness of entropy for
assessing discriminative power of soft biometric attributes.
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Fig. 2.10 Semantic stability of the attributes

Analysing Facial Comparisons

Identification Using Facial Comparisons

This experiment simulates a realistic scenario in which a semantic database DB; is
searched to identify an unknown subject using a verbal description for the subject’s
face as illustrated in Fig.2.1. The identification performance evaluation follows a
6-fold cross validation, where the 4038 subjects of the LFW dataset are randomly
divided into six equal subsets, and each subset is used for testing while the remain-
ing five folds are used for training. For each subject in the test set, a probe biomet-
ric signature PR, is generated from the relative rates of the 24 attributes (listed in
Table 2.3). The relative rates are computed using the Elo rating system and based
on comparisons between the probe and c other randomly selected subjects from the
training folds. The remaining comparisons, after excluding those used in generating
PR, are used to generate a biometric signature for each subject, which makes up
the database DB, to be searched. Then, the distance, dp, between the probe and each
subject in DB is calculated using the Pearson correlation coefficient as follows:
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where PR, is the biometric signature of the probe, S, € DB; is the biometric signa-
ture of the counterpart subject in the database DB, that is compared to the probe,
and ¢ is the number of features composing the semantic face signature. The rank of
the correct match to the probe is used to report the identification performance via a
Cumulative Match Characteristic (CMC) curve. This cross validation runs over the
six folds, and repeated till the harmonic mean of identification rates among all the
ranks converges. Figure 2.11 shows the CMC curve resulted from this experiment
and it can be seen that using ten subject comparisons to generate the probe biomet-
ric signature, which is the ideal size of identity parade [10], an identification rate of
92.62% can be achieved. Rank-10 identification rate increases to 98.14% and 99.41%
as the number of subject comparisons increase to 15 and 20 respectively.

The relationship between the number of comparisons used in generating biomet-
ric signatures and identification performance can be seen in Fig.2.12 and it shows
that the identification performance in terms of mean rank of retrieved match con-
verges starting from eight comparisons. Furthermore, the impact of using facial com-
parisons on identification performance can also be seen from another interesting per-
spective, which is the compression of search range in a database. Thus, narrowing
down search range becomes vital for efficiency of identification in large database.
In addition, when verbal descriptions are not sufficiently accurate, search compres-
sion can lead to filtering out a long list of suspects, making subject retrieval more
efficient.

Figure 2.13 demonstrates the compression in the search range that can be achieved
in the LFW dataset using the comparative facial soft biometrics. It shows that using
two comparisons only, the search range can be narrowed down to 10.55% of the total
dataset with probability p = 0.99 that a correct match with the subject will be found.

To the best of our knowledge, the only study that has investigated human identi-
fication using facial soft biometrics for both probe and gallery in a relatively large
database is that of Klare et al. [39], which achieved a rank-1 accuracy of 22.5% using
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46 attributes (27 categorical and 19 binary) with 1196 subjects from the relatively
constrained FERET database. Our approach can reach a rank-1 accuracy of 38.04%
with 20 subject comparisons and 24 comparative attributes only, using the larger
and more challenging LFW dataset. This performance advantage is due to the use
of comparative attributes [10]. Furthermore, the results of the identification experi-
ment demonstrate the power of comparative soft biometrics for unconstrained face
identification, and reveal their scalability for relatively large databases.

Verification Using Facial Comparisons

Analysing the verification accuracy of comparative facial soft biometrics is neces-
sary to evaluate the extent of agreement among semantic descriptions collected from
different annotators (i.e. eyewitnesses) for the same subject. Each biometric signa-
ture for a subject can be considered as a unique sample, provided that it was gener-
ated using a unique group of comparisons. Therefore, in this experiment, two sam-
ples (biometric signatures) were generated for each of the 4038 subjects of the LFW
dataset using randomly selected and mutually exclusive comparisons. The number
of comparisons that were selected to generate biometric signatures was set to 10, as
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it is the average ideal size for an identity parade [10]. The verification was assessed
using the two galleries resulted from the generated biometric signatures.

As Fig. 2.14 shows, the comparative facial soft biometrics achieved an equal error
rate (EER) of 15.4% using ten subject comparisons only. Also, the attributes achieved
an area under the curve (AUC) of 92.32% as can be seen in Fig. 2.15a. Furthermore,
it can be seen from Fig.2.15b that as the number of subjects comparisons used in
generating biometric signature increases, the verification performances improves.

Using the BioT database, Tome et al. [30] achieved an EER of 13.54% by utilizing
an automatic face detection and recognition system, with the fusion of 23 categor-
ical soft biometrics (13 bodily, 3 global, and 7 head). While the proposed compar-
ative attributes (without face hard biometrics) resulted in a slightly higher EER of
15.4% using ten subject comparisons, which decreases to 11.32% outperforming the
approach in [30] with five more subjects comparisons only. Overall, the results of this
experiment demonstrate the verification capability of the proposed comparative soft
biometrics and show that the attributes can outperform the performance of automatic
face recognition with or without fusing categorical soft biometrics.

Approach Limitations

Although the effectiveness and reliability of the proposed approach have been demon-
strated in this chapter, some issues need to be considered for the practical application
of the approach. First, the subject comparisons have taken place while the images of
subject pairs were presented for the annotators, whereas real identification scenar-
ios involve recalling suspects’ facial attributes from eyewitnesses’ memory. Second,
as explained in section “Relative Rating of Attributes”, the relative rating of com-
parative soft biometrics using the Elo rating system involves a cross validation to
tune the score adjustment parameter, and this can be costly with large databases.
Third, despite its effectiveness for studying comparative soft biometrics, crowd-
sourcing of comparisons is not scalable for very large databases due to the time and
cost associated with it. Accordingly, a framework for the automatic estimation of
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under the curve (AUC) versus number of subject comparisons, ¢

comparative facial soft biometrics is required to reduce the dependency on human
annotators. Finally, most of the subjects of the LFW database are public figures that
are familiar to the annotators, while the real life scenarios involve the description of
unfamiliar faces (e.g. eyewitness descriptions of a suspects), which might be more
difficult to recall and describe.

Summary

This chapter aims to analyse unconstrained human identification using comparative
facial soft biometrics. We have presented a literature review on identification using
facial attributes and highlighted the need to bridge the knowledge gap in comparative
facial soft biometrics. Also, we have proposed a novel set of comparative facial soft
biometrics and demonstrated their significance. The performance analysis conducted
in this chapter using the well-known LFW database have revealed the reliability of
comparative facial soft biometrics for unconstrained identification and verification,
in addition to their scalability for large databases. Thus, by comparing an unknown
subject to a line up of ten subjects only, a correct match will be found in the top 84
retrieved subjects from a database of 4038 subjects. Furthermore, the attributes have
revealed a notable verification accuracy achieving an EER of 15.4% with biometric
signatures generated from ten subject comparisons only. In conclusion, the findings
of this chapter extend our knowledge of capabilities of comparative soft biometrics
and can serve as a base for future investigations of other comparative soft biometrics
such as body and clothing.

In terms of directions for future work, it would be interesting to explore the
automatic retrieval of comparative facial soft biometrics from images. Also, as
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criminal investigations involve the collection of memory-based descriptions from
eyewitnesses, future work could determine the accuracy of humans in recalling facial
attributes of unknown subjects from memory relative to presented subjects. and
exploring the effectiveness of these soft biometric comparisons for identity retrieval.
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