Chapter 2
Formal Methods and Tools for Safety
of Critical Systems
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Abstract Advances in the quality of Safety-Critical Software Systems are very
much essential in addressing the correctness, safety and security attributes of the
system. The development processes of such critical systems are imperative at
corresponding stages in accomplishing its key attributes. The use of formal methods
and tools coupled with formal verification techniques presumes explicit definition
of system and its properties which meets the specifications. A meticulous mathe-
matical notation used to represent the critical systems at early stages of their
development process is the substratum of Formal Methods. Model checking, a
formal verification technique, encompasses specification and modelling languages
that improve the overall software architecture. This paper describes various tools at
different phases of development process of Safety-Critical Systems, aiding formal
methods and verification techniques in software practices. Also we present a
unified-framework architecture which integrates various such tools used in the
development of Safety-Critical Systems and their underlying software.
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2.1 Introduction

The use and application of mathematical techniques, Formal Methods, in exploring
the systems relative behaviour is benefitted with predictive and accurate compu-
tation of properties of the system. Safety-Critical Systems are such systems which
exhibit discrete behaviour and state diversifications, with abrupt transitions
enabling the state changes successively. Formal Methods defy this distinct beha-
viour of these systems and predicts the system properties with the help of mathe-
matical models. Such models also ensure in improvising the quality attributes in
developing the system. This in turn increases the confidence in achieving highly
integrated software. The formal methods mandate the use of formal specifications
and models using formal languages during the development life cycle. The formal
specifications govern the development stages such as design, architecture, imple-
mentation, coding, verification, validation and maintenance. These provide an
accurate means of predicting and analysing the behaviour of the system.
Application of these in the early stages of design and development life cycle of the
software system provides corrective and preventive measures in their specification
for the determination of their satisfiability.

With the use of formal methods and its techniques a compelling capability of
improving the quality of the software being developed is provided, by the mathe-
matical models/theorems [1]. During recent times, with the advances in the com-
plexity of the hardware and the software counterparts of the Safety-Critical
Systems, a rigid and a robust technique is very much required during its devel-
opment phase in their entire life cycle. Various qualitative metrics are to be con-
sidered in analysing the impact of the application of formal methods from that of
the conventional methods. Quantifying the software of Safety-Critical Systems in
applications such aerospace, security applications (such as Net-Centric Warfare and
Cyber-Physical Systems), pose a great challenge in assessing their qualitative
metrics for functionality, safety and security. Safety, reliability and security are the
major concerns in engineering an integrated module for Safety-Critical application.
The consideration of these criticalities early in the development phase provides
substantial foundation and enhances the efficacy of the application of formal
methods and their supported tools. In addition to these methodologies, formal
verification techniques yield affirmative solutions in deciding the critical decisions
and theories involved in the design and development of Safety-Critical System.
These further induce a sense of confidence in the practical developmental proce-
dures of the software counterparts for Safety-Critical Systems.

In this paper, Sect. 2.1 gives an introduction about the need for Formal Methods.
Section 2.2 provides an insight into the pre-work about the formal methods and
tools for Safety-Critical Systems, while Sect. 2.3 gives an approach adopted in
presenting a unified-framework architecture for the application of formal methods in
Safety-Critical Systems. Section 2.4 deals with the conclusion and future scope of
the work presented in this paper.
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2.2 Literature Survey

2.2.1 Formal Methods-Based Database—Intelligent
Knowledge Database (IKD)

Over a decade, several processes aiding the enthusiasts, researchers and developers
in retrieving the information related to formal methods and formal verification
techniques have proven to be a major impediment. These kinds of information
retrieval systems and engines needs to be intelligent and flexible in making the
search options and the process of recovering the necessary information much
simpler and user friendly. Such systems handles humongous amount of data per-
taining to formal methods. Dr. (Ms.) Nanda et al. proposed an intelligent, inte-
grated, unified and efficient intelligent knowledge database system [2]. This system
served the purpose of retrieving the information from a single source. This is very
much essential in enabling the analysis of safety critical applications wherein the
formal methods and the formal verification techniques are applicable. The IKD tool
acts as an extensible knowledge-based tool which provides with the crucial infor-
mation pertaining to formal methods, their applicability and the tool support
comprehensively. This tool is very robust with the segregation of the information
related to these methodologies and its applications at abstract phases of the
development life cycle. This tool basically makes use of the keyword search engine
[3] as proposed by Monika Henzinger in retrieving the Web Information. Thus, this
tool is alike encyclopaedia for various formal methods and formal verification
techniques, as well as the supported tools/tool chains along with their application
differentiated under a broad classification set.

In the due course of design and development of such a knowledge database [4], it
was surveyed that there tends to be a skeptical view about the usefulness of these
methodologies and techniques. Also the need for a unified platform wherein such
methodologies and techniques along with their respective tool support can provide the
necessary artifacts supporting the need to consider such methodologies. This in turn
enhances the safety-critical system’s software counterpart expectations as desired.

2.2.2 Development of Tool Related and Tool Applicability
Metrics

The advancements in the software counterparts of Safety-Critical Systems are
flourishing. This has resulted in an increase in the functionalities being embed in the
software. This is as a result of a substantial increase in the number of electronic
components within avionics systems. As an impact of these there is an increase in
the automation required to address the criticality that are involved in their devel-
opment life cycle. All these factors yield a lighter-greener aircraft with state-of-art
technologies, control and functionalities. The association of formal methods and
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formal verification techniques with the adherence to the standards has found
acceptance for evolution, over a wide spectrum of methodologies, tool and tech-
niques which can formally meet the specifications as desired.

A one point solution to this problem is to use normal conventional techniques
and methodologies. These techniques which are aided by their respective tool/s for
specific phases in their developmental life cycle are utilised. The analysis of the
results at each stage in their development life cycle—i.e. requirement, architecture,
design, code and testing are performed to ensure the software safety and reliability
of certain Safety-Critical Systems. This proves to be more tedious and costly in
producing the desired quality of safety-critical software [5]. From the rigorous
analysis, it was evident that the conventional techniques were less effective and
efficient because of the below factors:

e Highly person dependent—varies from individual to individual (interpretation
of the specifications)
e More effort was required in terms of time and money

These factors are derived by the type of tools, their capabilities, operating
environments, feature-set and their engines based on the applications for which they
were used. Also the metrics generated by these tools or tool-set is also evaluated
under various scenarios in order to conclude that conventional methods or tech-
niques are not best suited for such kind of applications. Using formal methods and
techniques, associated tools were found to provide with much better quality output.
This plays a very crucial role in instigating a high level of confidence in assuring
the correctness and completeness of the software. It was also found that the com-
pliance to the specifications was formally proved. The metrics such as complete-
ness, property violations, verification of the critical specifications and its properties,
and validating the output with that of the specifications [1] with the generation of
test cases were evaluated.

2.2.3 Development of Process Related Metrics

The processes in the development life cycle for safety-critical software are the
phases relevant to their development process, as shown in Fig. 2.1. These are
broadly classified intothe following:

i. Requirements Capture and Management: The specification of the
requirements for the design and development of the software desired for the
Safety-Critical System. These specify the required functionality that is desired
for the Safety-Critical System to be embedded with.

ii. Architecture Design: The capture of the requirements and interpretation of
the entire software as blocks, with the behavioural metrics such as data flow
representation and control flow representation.
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Fig. 2.1 Software development life-cycle—V Model

iii. Model Design: The implementation of the software behaviour with the
specification of required attributes and necessary arguments. This also
includes the mechanisms and the objectives that conform to the actual

specifications.

iv. Auto-code/Manual Code: The annotation of the attributes, arguments with
the specifications, written usually using a high-level language (C, C++, JAVA,
Ada) in representing the desired system. This is either manually generated or
automated from the design or sometimes from the architecture design.

v. Testing (Verification and Validation): The verification of the annotation
with the inclusion of pre and post conditions in validating the system per-
formance. This can also be either automated or manually written with suitable
constraints as assertions, flagging the time consumption in the process. This is
dependent on the type of compilers used and the language in which the code is
generated (if automated) or written (if manual).

2.3 Approach

With the application of conventional Software Development Life-Cycle (SDLC),
there is zero automation and it requires manual intervention at each individual and
relevant phases. Also there is no application of formal methods and techniques in
conventional SDLC. This proves less effective with the necessity for lot of manual
effort, time and cost. The evolution of this particular methodology resulted with
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partial automation of the SDLC as Model-Based SDLC. This process stands ahead
with more effectiveness as the manual effort required is comparatively less (only
required at suitable phases, with application of formal methods and techniques also
at certain phases), and also cost and time effective. The complete automation of the
entire SDLC with the integration of various formal methods and techniques, tool/s
that support formal methods and techniques are included. This provides a seamless
transition from one phase to another. This also ensures the correctness and com-
pleteness of each phase. This is basically dependent on the tool or sets of tools used
while automating the entire process.

The evaluation of metrics generated from the inherent phases of SDLC and the
tool/s support at each phase of development, suggests a need for migration from no
automation process (conventional SDLC) to complete automation. This helps in
imbibing a higher confidence level at relevant phases of development of software
for a particular Safety-Critical System. The exclusive implementation of formal
methods and formal verification techniques in either of the processes will adhere to
one of the standards in their field of application such as Aerospace (RTCA
DO-178B/C [6, 7], ARP 4761 [8]), Industrial (IEC 61508 [9]), Military
(MIL-STD-254 [10]), with the assurance of a seamless integration of various tools
and techniques that are based on formal methods.

2.3.1 RTCA DO-178B/178C Software Development
Life-Cycle

The Aerospace standard RTCA DO-178B/178C SDLC includes the following set
of details at each phase, which are necessary for software to be qualified. This is
without the supplements and there is no mandate as for the application of formal
methods and techniques. There are two phases [6]:

1. System Life-Cycle Phase
i. Planning Process

Plan for Software Aspects of Certification
Software Development Plan

Software Configuration Management Plan
Software Quality Assurance Plan
Software Verification Plan

oo op

ii. Development Process

a. Software Requirements Data
b. Software Design Description

iii. Verification Process
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Hardware Software Integration Test Plan
Low Level Integration Test Plan

HIS Verification Cases and Procedures
Verification Results

o o

2. Certification Phase

i. Software Accomplishment Summary
ii. Software Configuration Index
iii. Software Life-Cycle Environment Configuration Index
iv. LLI Test Report
v. HIS Test Report
vi. Traceability Matrix—Traceability of System Requirements to Software
Requirements and Software Requirements to Test Cases.

The above-mentioned phases are in coherence with the RTCA DO-178B
workflow. With the inclusion of formal methods and the process of automation, the
standards have been evolved with additional supplements being provided with
DO-178C as follows:

. Tool Qualification (RTCA DO-330)
. Model-Based (RTCA DO-331)

. Object-Oriented (RTCA DO-332)

. Formal Methods (RTCA DO-333)

AW N =

The standards mentioned above mandates the use of formal methods and tech-
niques accordingly depending upon the type of the software being developed.

The work in this paper concentrates on automating the SDLC and provides a
seamless integration between various tools either developed in-house or commer-
cially off-the-shelf tools. This also aims at integrating various formal techniques
such as formulae, theorem provers, model checkers. The approach is defined based
on various tools or set of tools that are supporting formal methods and techniques,
at different phases of the development process of the software for Safety-Critical
Systems. This forms a basis for the development of a unified-framework archi-
tecture that provides a single platform to integrate various formal methods-based
tools and techniques and also handle the process of SDLC with much ease. This is
done with the development of expertise over the appropriate tools at the appropriate
phases by means of case studies. Also the metrics generated by these tools or
techniques at each phase, for the safety application, are analysed by means of case
studies. Each case study to substantiate the SDLC process is being followed with
RTCA DO-178B Level A Criticality.

At each phase of the SDLC in the unified-framework architecture, the software is
subject to extensive formal methods. The application of the formal methods and
techniques in the unified-framework architecture monitors the process at each phase
substantially supported by the analysis also based on formal methods and tech-
niques at their respective phases. The dependency of each with their subsequent
phases is addressed by this framework. This also provides a backward traceability
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Fig. 2.2 Unified-framework architecture

and compatibility with the phases in the development life cycle, as shown in
Fig. 2.2. The safety analysis of the software is addressed in the analysis of the
software at its relevant phase. The unified framework also supports the conventional
and partially automated workflows apart from the complete integrated automation
in order to compare and evaluate the metrics. The framework also provides the
standard guidelines and also mandates the application of criticality levels at suitable
phases and applications.

For example; the safety analysis at the architecture phase is analysed with the
help of FTA (Fault-Tree Analysis) [11], and FMEA (Failure Mode and Effect
Analysis) [12], with the help of formal tools such as OpenFTA [13] and OSATE
[14] respectively. The metrics generated by these tools are evaluated to establish the
robustness and also include high-level confidence in the development of the
software.

2.4 Conclusion and Future Scope

The analysis of the metrics generated from various tools or set of tools, their eval-
uation led to the need for the development of a unified formal guidelines, metrics for
safety and security applications. This is needed in order to ensure the necessity for
such applications and at CSIR-NAL we are developing a unified-framework
architecture to seamlessly integrate tools and techniques, proving their applicability.
As a part of the future work, design and implementation of the unified-framework is
being carried out. The metrics are generated with extensive case study from the
unified-framework for benchmarking the formal methods-based tools and tech-
niques. This activity is also being carried out at CSIR-NAL. The improvisation of
these benchmarks will also be handled in future by taking case studies from various
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other safety applications such as medical, military. It is also planned to integrate the
safety semi-formal method-based techniques as a part of this unified-framework.
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