Chapter 2
Jamming Suppression

2.1 Introduction

The vulnerabilities of GNSS systems expose them to impacts from various inten-
tional and unintentional interferences. Of these various interferences, jamming is
the most common type, which mainly includes narrowband jamming and wideband
jamming. Even though GNSS adopts spread spectrum technology so that it has
certain capability of interference mitigation, this capability is constrained by
spreading gain. Usually the power of jamming is much larger than the power of the
GNSS signal. Under these conditions, the jamming power, even after de-spreading,
is still much larger than the signal power, and consequently a receiver cannot
acquire GNSS signal.

Techniques used for GNSS jamming mitigation can be roughly divided into
three categories: temporal domain and frequency domain filtering techniques,
spatial domain filtering techniques, and space-time domain joint filtering tech-
niques. Temporal domain and frequency domain filtering techniques [1-7] have the
advantages of low cost and simplicity. But when there are multiple narrowband
jammings or one single wideband jamming (temporal domain wideband signal),
these techniques cannot deliver effective jamming suppression performance. Space
filtering technique is a commonly used jamming mitigation approach. It can
effectively suppress narrowband and wideband jammings (array wideband signals)
using adaptive antenna arrays. Existing space filtering techniques include power
minimization algorithm (also known as power inversion algorithm) [8-11], Capon
algorithm [12, 13], and blind adaptive beamforming method using GNSS signal
characteristic (the known spread spectrum code characteristic of periodic repetition)
[14, 15]. However, only space filtering technique consumes one degree of freedom
to suppress one narrowband jamming. To suppress wideband jamming, the number
of antenna array elements needs to be increased. This increases the cost of GNSS
receivers and also is difficult to implement in the case of restricted antenna aperture
(e.g. airborne and missile-borne conformal arrays). Space Time Adaptive
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Processing (STAP), which was originally designed for Airborne Early Warning
(AEW) radar to suppress ground clutter [16, 17], can be used to solve the above
problem. This technique, under the premise of not increasing the number of array
elements, can increase the degree of freedom of an adaptive filtering system by
using multiple taps.

Due to the limitations of temporal domain and frequency domain techniques, this
chapter only briefly introduces the temporal domain and frequency domain filtering
techniques, and highlights the spatial domain and space-time filtering techniques.
First, we introduce the general model for array signal processing, then we introduce
the conventional spatial domain adaptive filtering technique. Secondly we study
two methods that use array signal processing gain to improve GNSS signal’s
carrier-to-noise ratio (CNR) [18]. Based on this foundation, we list an implemen-
tation scheme for a type of digital multi-beam jamming mitigation receiver and its
experiment results. Finally, we study the space-time adaptive filtering algorithm and
the corresponding reduced rank algorithm and equalization algorithm.

2.2 Temporal Domain and Frequency Domain Adaptive
Filtering

Temporal domain and frequency domain filtering methods were the earliest GNSS
jamming mitigation algorithms. The temporal domain filtering method suppresses
the jamming signal by designing adaptive temporal domain filtering. Frequency
domain filtering method first converts the signal into frequency domain for pro-
cessing, then a threshold can be set, and all spectrum values larger than the
threshold are set to be zero to suppress jamming signals. Compared with the
temporal domain filtering algorithm, the frequency domain processing is easier to
be implemented, so it is a commonly used jamming suppression technique at the
present time.

2.2.1 Temporal Domain Filtering

When Q temporal domain narrowband jamming sources exist, the model of the
received signals by a GNSS receiver is

Q

x() =D si)+ Y _jgt) +e(t) (2.1)
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Fig. 2.1 Block diagram of an adaptive FIR filter

where  s;(t) = AiDy(t — t))c)(t — 7;)e”4"  represents the [th GNSS signal
(I=1,2,...,L); wg is the angular frequency of the signal; A; is the carrier
amplitude; D,(z) is the navigation data bit information; ¢;(¢) is the C/A code for the
Ith satellite signal; 7; is the propagation for the Ith satellite signal time delay; j, () is
the gth jamming signal (¢ = 1,2,...,0); e(f) is the thermal noise of the receiver
(usually it is additive Gaussian white noise with zero mean and ¢ variance). We
can assume that the GNSS signal, jamming signal, and noise are not correlated with
each other.

Among the signals received by the receiver, the GNSS signal and noise are
temporal domain wideband signals, and the correlation between their sample values
is relatively small. But the jamming signal is a narrowband signal, so its sample
values have a very strong correlation. At the same time, the power of GNSS signal
is much smaller than the receiver’s noise power (by about 20 dB). The sum of both
can be approximated as receiver thermal noise. Therefore the jamming signal can be
estimated by designing an adaptive linear prediction filter, as a result the jamming
signal can be subtracted from the received signal [19]. This type of filter usually
adopts the non-recursive transversal structure, also known as adaptive Finite
Impulse Response (FIR) filter. Figure 2.1 shows the block diagram of an adaptive
FIR filter used for GNSS receivers.

In Fig. 2.1, given the number of FIR taps is K, the input signal vector of the filter
can be denoted as

x(t) = [x(t = Ty), x(t—2T,), ..., x(t—KT)]" (2.2)

where T, is the sample time; (o)" represents the matrix transpose operation.
Assuming the filter’s weighted vector is
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w=[w, wy ..., wg| (2.3)
The filter’s output signal is
¥(1) = whx(1) (2.4)

where (o)H represents the conjugate transpose operation. To suppress the jamming
signal, we can select a filter’s weighted vector to make the filter’s output signal y(f)
the estimated jamming signal. Since the GNSS signal is very weak, and the jam-
ming signal is a strong narrowband signal, the input signal x(f) can be used as the
reference signal d(¢). By using the Minimum Mean Square Error (MMSE) for filter
design, the weighted vector can be determined. The cost function can be defined as

F(w) = E{ lx(r) — wa(z)|2} (2.5)
where E{e} denotes mathematical expectation. By minimizing F(w), we can derive
Wopr = R;lrxd (26)

where R, = E{x(¢)x"(¢)} is the autocorrelation matrix of the filter input signal;
rg = E{x(¢)d*(¢)} is the cross-correlation between the filter input signal vector and
the reference signal; and ()" denotes the conjugate operation. At present time,
many algorithms can be chosen to solve Eq. (2.6), and the most representative
methods include Levinson-Durbin algorithm, Burg algorithm, Least Mean Square
(LMS) algorithm, recursive least squares algorithm etc. The details of these algo-
rithms can be found in Ref. [20], and we will not elaborate on them in this chapter.

2.2.2 Frequency Domain Filter

A simple type of frequency domain method can be adopted for narrowband jam-
ming suppression, and its block diagram is shown in Fig. 2.2. The algorithm first
performs Fast Fourier Transform (FFT) on the input signal. Then it detects the
jamming signals and suppresses them by setting the corresponding spectral values
in the frequency domain to zero. Finally it converts the signal back into temporal
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Fig. 2.2 Frequency domain jamming suppression block diagram
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domain using Inverse Fast Fourier Transform (IFFT), and sends the converted
signal into a common receiver for positioning calculation [21, 22].

In Fig. 2.2, the frequency domain processing performs jamming detection first,
and then sets the corresponding spectral values to zero. Using a method similar to
the Constant False Alarm Rate (CFAR) method used in radar application (more
details can be found in Chap. 6 of this book), a threshold can be pre-determined,
and the spectral values after FFT can be compared with the threshold. If a value
surpasses the threshold, it can then be regarded as a jamming signal. The jamming
signal can then be suppressed by performing zero-setting on the detected spectral
values in the frequency domain.

When multiple narrowband jammings exist, even if we can suppress narrowband
jamming by using zero-value setting in the frequency domain, the method could
cause some loss on the GNSS signal. In particular, if the jamming signal is a
co-channel wideband signal related to the GNSS signal, the GNSS signal can be
filtered out using this method. Therefore even though the temporal domain and
frequency domain methods are easy to implement, their performances can
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Fig. 2.3 Comparisons of signal spectrums before and after using temporal domain and frequency
domain methods (single frequency jamming scenario)
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drastically degrade, or even totally lose effectiveness in the cases of multiple nar-
rowband jammings or a wideband jamming.

When a jamming signal’s frequency changes over time (e.g. a linear frequency
modulated signal), a more effective method is to use time-frequency analysis tool
[23] to separate the jamming signal and the GNSS signals, and then perform
jamming suppression. References [24-27] studied the time-frequency domain
GNSS jamming mitigation method based on Short Time Fourier Transformation,
and subspace techniques etc.

2.2.3 Simulation Results

In this section we verify the effectiveness of temporal domain and frequency
domain methods through simulations. For the first simulation, the received signals
include one GPS signal and one single frequency jamming signal with 40 dB
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Fig. 2.4 Comparisons of signal spectrums before and after using temporal domain and frequency
domain methods (0.3 MHz jamming bandwidth scenario)
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jamming-to-noise ratio, —20 dB signal-to-noise ratio and the order of temporal
domain filter is 20. The received signal has a digital intermediate frequency of
4.309 MHz, with a sampling rate of 5.714 MHz. Figure 2.3 compares the temporal
domain and frequency domain methods. It can be seen in Fig. 2.3 that for single
frequency jamming, both methods can effectively suppress the jamming signal.

For the second simulation, the received signals include a jamming signal with an
approximately 0.3 MHz bandwidth, and the other simulation conditions are the
same as those for the first simulation. Figure 2.4 compares the temporal domain and
frequency domain methods. It can be seen in Fig. 2.4 that when the jamming signal
has wider bandwidth, the temporal domain processing cannot effectively suppress
the jamming signal, and even though the frequency domain processing may sup-
press the jamming signal, it could cause significant satellite signal loss.

2.3 Conventional Spatial Domain Adaptive Filtering

Temporal domain and frequency domain methods have the advantages of low cost
and simplicity. But since they lack the capability to distinguish desired signal and
jamming signal in the spatial domain, they cannot cope with a large number of
narrowband jammings and wideband jammings. Spatial domain methods can dis-
tinguish spatial directions of GNSS signals and jamming signals, so they have
become an effective means used for GNSS jamming mitigation. Among them, the
most widely used is the power minimization algorithm [9], also known as the power
inversion algorithm. The algorithm uses array antennas to suppress jamming.
Before we introduce the power minimization algorithm in this section, we first
introduce the basic principle and methodology for adaptive array processing.

2.3.1 Adaptive Array Overview

Array processing mainly processes the signal in the spatial domain, including signal
filtering, signal detection, and parameter estimation. It has a dual relationship with
the temporal domain FIR filter. FIR filter performs discrete sequential sampling on
the temporal domain signal, while array processing performs discrete parallel
sampling on the spatial domain signal. Usually we can assume the space signal is a
far field incident signal. The so-called far field means that the signal source is far
enough from the array that the wave front arrives at the array can be approximated
as a plane wave. A near field signal, on the other hand, can be regarded as a
spherical wave.

For array processing, whether a signal is narrowband or wideband is determined
relative to the array itself, which is different from the usual criterion of using the
ratio between the signal bandwidth and the center frequency. A coherent array
corresponds to a narrowband signal and a non-coherent array corresponds to a
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wideband signal. If an array performs as a coherent array towards a certain signal,
then the maximum time difference for the signal to arrive at various array elements
should be small enough so that the signal envelops received by various array
elements are consistent. Assuming Tny,.x represents the longest time difference, and
B,, represents the signal bandwidth, then a coherent array should satisfy the fol-
lowing condition:

1
Tmax <K E (27)

i.e. the time for the signal to go through the array is much shorter than the
equivalent time width of the signal. Otherwise, it should be regarded as a
non-coherent array.

By considering an arbitrary array composed of M array elements in the far field,
there is a narrowband signal incidenting on the array, with an incident polar angle 0,
and an azimuth ¢, as shown in Fig. 2.5. Each array element is assumed to be
isotropic, and point O is the reference point for array reception data.

Under the assumed condition of far field narrowband, the received signal by the
array can be represented as

x(1) = a(0, ¢)s(1) + (1) (2.8)

where x(1) = [x(¢), x(t), ..., xu(r)]" is an M x 1 dimension array data
vector (the signal sample obtained by performing a single sampling pass on the
signal is called the single snapshot data vector); e(f) is a M x 1 dimension array
representing the received noise vector; it can usually be assumed to follow a
Gaussian distribution; s(f) is the complex envelop of the signal; a(f, ¢) is the
signal’s steering vector, and

. . . T
a(0,¢) = [e i iR eiuTey ] (2.9)
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where
. sin 6 cos ¢
u=— |sin0sin¢ (2.10)
A
cos 0
is the wave number vector.
P =X Yms Zm]s m=12,...M (2.11)

is the three-dimensional position vector of the mth array element.

For array signal processing, a uniform linear array is a relatively common form
of array structure. For convenience, unless otherwise specified, in this chapter we
use a uniform linear array as the example to discuss adaptive array processing
algorithm. For a uniform linear array, we usually can assume the first array element
as a reference point, and then we have

a(0) = [1, = . eM]T (2.12)

where 0 represents the angle between the incident signal and the array’s normal
line; d represents the distance between two array elements; A represents the
wavelength of the incident signal.

If a desired signal and Q jamming signals incident on a uniform linear array, and
their arrival angles are 0y and 0, (¢ = 1,2, ..., Q) respectively, then the array’s
received signal model becomes

9]
x(t) = a(0o)so(t) + Za (1) +e(1) (2.13)

Adaptive array processing is also known as spatial domain adaptive filtering, and
it is one of the most important research directions of array signal processing (the
other direction is super-resolution direction of arrival estimation). Its basic principle
is shown in Fig. 2.6.

In Fig. 2.6, W = [w1,wa,...,wy]" is an array weight vector. The weight vector
performs weighted sum on the received array signals (beamforming), and the output
is used as the array output signal. The key of adaptive array processing is to select a
proper array weight vector to filter out the jamming signal and preserve the desired
signals. Various adaptive array processing methods differ on their algorithms of
calculating array weight vector. Usually we can intuitively evaluate the perfor-
mance of an adaptive array processing method using array pattern. Array pattern is
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defined as the vector weight vector’s responses to signals arrived from different
angles, i.e.

F(0) = wHa(0) (2.14)

2.3.2 Statistical Optimal Beamforming

Statistical optimal beamforming, under the assumption of accurately knowing the
received array signal’s second order statistics, calculates an array’s weight vector to
adaptively form null steering towards the direction of jamming. Therefore it can
guarantee the reception of desired signals. However, in actual application, an array
signal’s second order statistics usually cannot be obtained based on finite snapshot
data, therefore an optimal weight vector cannot be obtained. The beamforming
based on finite snapshot data is usually called adaptive beamforming. Statistical
optimal beamforming is an analysis tool for adaptive array signal processing, and it
provides a theoretical foundation for implementing adaptive beamforming.

The statistical optimal beamforming problem can be summarized as solving for
an optimal weight vector based on certain criteria. Usually these criteria are
Maximum Signal to Interference add Noise Ratio (MSINR), Minimum Mean
Square Error (MMSE), and Minimum Noise Variance (MNV). It can be proved that
these three criteria are equivalent under certain conditions [28].
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1. Maximum SINR Criterion

Let w represents the array weight array, and y(¢) represents array output, then
y(1) = whx() (2.15)

By substituting (2.13) into (2.15), we can obtain the desired signal and the
residue jamming plus noise from the array output.

¥5(£) = wHa(0o)so(¢) (2.16)
9]
Vitel(r) = w (Z a(0,)jq(1) +e(t)> (2.17)

Then the corresponding output powers are

oy =E {yx(t)yf (t)} = wha2a(6p)a" (0p)w £ wR,w (2.18)

Q
Toli+e) = E{yj“(t)y:e([)} =w (Z aqa(0q) a"(0g) + J§I> wEWIR; W

q+1

(2.19)

In (2.18) and (2.19), R, and R; ., are covariance matrices for the desired signal
and jamming plus noise; o2 is the desired signal power; 031 is the power of the gth
jamming signal. The maximum SINR Criterion looks for array weight vector, to
maximize the ratio between the array output signal power and the output jamming
plus noise power, i.e.

wHR,w
_— 2.20
mx i 220

where max|[e] represents the selected weight value that maximizes the [e]. Using the
w

Lagrange multiplier method, we can derive that the solution for (2.20) is equivalent
to the solution for the following generalized eigenvalue problem, i.e.

Ryw = /R W (2.21)
Therefore, the optimum weight vector w,,, is the corresponding eigenvector for

the maximum eigenvalue in (2.21). It can be proved that, the solution of (2.21) is
equivalent to

Worr = 7R a(by) (2.22)

where 7y is a constant factor.
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2. Minimum Mean Square Error Criterion

Minimum mean square error criterion uses a reference signal to solve for the
array weight vector, i.e. to select a weight vector to minimize the mean square error
between the reference signal and the array output

ngnE{ ld(r) - wa(t)|2} (2.23)

where d(¢) is the reference signal. We define the covariance matrix of the array
received data as R, = E{x(#)x"(¢)}, then the solution (2.23) is

Wopr = R;lrxd (224)

where r,; = E{x(f)d = (1)} is the cross-correlation between the array received
signal and the reference signal. Equation (2.24) is the solution of Wiener-Hoff
equation in matrix form and it is the optimal Weiner solution.

If the useful signal so(f) in (2.13) is used as the reference signal d(f), since the
desired signal, jamming signal and noise are not correlated to each other, then

o = pa(0) (2.25)
where u = E{so(¢)d*(¢)}. By substituting (2.25) into (2.24), we can have

Wor = UR 'a(0) (2.26)

3. Minimum Noise Variance Criterion

Minimum noise variance criterion selects the optimal weight vector by mini-
mizing the array output power. To avoid the case of w,,, = 0, some corresponding
constraints need to be added. A usual constraint is to guarantee that desired signals
pass without distortion, i.e. the array’s response on the desired signal is a constant.
Therefore, the cost function for the minimum noise variance criterion is

min wiR,w
v (2.27)
s.t. wha(6p) = 1
By using the method of Lagrange multiplier, the solution for (2.27) is
1 -1
Wopr = R "a(by) (2.28)

al(6o)R; "a(6y)
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The optimal beamformer expressed by (2.28) is the Minimum Variance
Distortless Response (MVDR) beamformer, also known as Capon beamformer.

To compare (2.26) and (2.28), it can be seen that the minimum mean square
error criterion and the minimum noise variance criterion differ only by a constant
factor. This value does not have impact on an array output’s SINR, so that the
minimum mean square error criterion and minimum noise variance criterion are
equivalent to each other. Based on the matrix inverse lemma it can be proved that,
under the conditions of accurately knowing the desired signal steering vector and
covariance matrix, the minimum noise variance criterion and the maximum SINR
criterion are equivalent, therefore the three statistically optimal beamforming cri-
teria are equivalent to each other.

2.3.3 Power Minimization Algorithm

To compare the three criteria in Sect. 2.3.3, it can be seen that they all need to know
the directions of the desired signal or a known reference signal. Therefore, if the
two criteria of MSINR and MNV can be used for GNSS jamming mitigation, the
directions of the GNSS signals need to be known so that the implementation is
relatively complex. If the MMSE criterion is used, then the GNSS signal needs to
be known.

Using the GPS system as an example, when the GPS signal and Q jamming
signals incident on an M-element uniform linear array, the received signal at time
tis

0

x(t) =Y _a(0)s(t)+ > a(0,)jg(t) +e(t) (2.29)

=1 q=1

where s;(¢) represents the Ith GNSS signal (I =1,2,...,L); 6, is the Ith GPS
signal’s direction of arrival; a(0;) is the corresponding array steering vector; j,(7)
represents the gth jamming signal (¢ = 1,2, ..., Q); 0, is the gth jamming signal’s
direction of arrival; a(0,) is its corresponding array steering vector; e(z) represents
the thermal noise vector of the receiver, and is usually an additive Gaussian white
noise vector with zero mean and 03 variance, assuming that the GNSS signal,
jamming signal and noise do not correlate with each other.

Since the GNSS signal is very weak and buried in the noise (usually around
20 dB lower than the noise), we only need to consider jamming mitigation, i.e.
forming a null steering on the direction of jamming without considering where the
direction of the beam is pointing. This is the power minimization algorithm that has
been widely applied for GNSS jamming mitigation. The algorithm calculates array
weight vector by minimizing the output power, but prevents the weight vector from



44 2 Jamming Suppression

having a zero solution by guaranteeing that the reference antenna’s signal in the
antenna array has no distorted output, i.e.

min wR,w
W (2.30)
s.t. WH6M =1
where 8y, = [1,0,..., O]T is a M x 1 dimension vector. The solution for (2.30) can
be obtained using the method of Lagrange multiplier
1 R-!
W()pt - 6H 18M x 6M (231)

where R, represents the theoretical array covariance matrix, in reality it usually is
replaced by the sample covariance matrix defined as

XN:X (2.32)

n=1

Zb—‘

where N represents the number of snapshots.

Power minimization algorithm can adaptively form a null steering towards the
jamming direction and there is no need to know the direction of the GNSS signal,
and no need to know the array manifold. Therefore this algorithm belongs to the
category of blind adaptive beamforming. The implementation is simple and it is
compatible with common receivers. But the algorithm can only suppress jamming,
and cannot aim the antenna pattern’s main lobe towards the GNSS signal.
Consequently, it cannot provide signal processing gain brought by the antenna
array, and cannot enhance the GNSS signal’s carrier-to-noise ratio. The
carrier-to-noise ratio is a very important parameter for the receiver, and the recei-
ver’s positioning accuracy is highly correlated with this parameter [29]. When the
carrier-to-noise ratio is low, the position accuracy is usually worse.

2.4 Spatial Domain Adaptive Filtering Using Periodic
Repetitive Characteristic of GNSS Signals

The power minimization algorithm is easy to implement, but cannot improve the
carrier-to-noise ratio of a GNSS signal. In this section, on the foundation of the
GNSS signal’s periodic repetitive characteristic, we discuss the algorithm that uses
the signal processing gain brought by antenna arrays to improve GNSS signal
carrier-to-noise ratio.
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2.4.1 Periodic Repetitive Characteristic of GNSS Signals

The C/A code of GPS signal is a Gold code with 1.023 Mcps chip rate, with a 1 ms
chip period, i.e. every period contains 1023 chips. For a civilian GPS signal, the
C/A code modulates the D code, and the D code chip rate is 50 Hz. Therefore
within a D code period, 20 repetitive cycles of the C/A code exist. Since a D code
does not change within one period, the corresponding 20 spread spectrum codes
have the same structure, i.e. showing the characteristic of periodic repetition. The
periodic repetition characteristic of the C/A code for a GPS signal is a special case
of signal cyclostationarity. Below we introduce the signal’s cyclostationarity
characteristic first.

For a random signal x(z), if for a certain time delay 7, the correlation value
between x(7) and the obtained signal after frequency shift x(¢) by o is not 0, then we
can say that x(¢) has cyclostationarity characteristic [30], i.e.

<x(t) [x(t — T)ejz’”’] : >OC

J(BOR) (it = =)

where symbol () represents the average of infinite time observation domain; o is
defined as the cycle frequency; R (1) is a cycle correlation function of the signal

x(f) that can be defined as RZ.(t) = (x(r)[x(t — 1)e”™]") . and Ru(0)=

AOE

— RL(D)/Ra(0)£0  (2.33)

<|x(t)|2>OO is the signal power.

Similarly, if for a certain time delay t, the correlation value between x(¢) and the
signal obtained by frequency shifting its conjugate signal by o is not 0, then x(¢) has
conjugate cyclostationary characteristic, i.e.

r)o(cxx (‘C) A <x(t) [x*(l‘ - T)ejzmﬂ*>oo — Rféx* (T)/RXX(O) £ 0 (234)

J(BOR) (= gef)
where R*

* (1) is the conjugate cyclic correlation function of the signal x(r). To
simplify, we can denote R? (7) and R%.(7) in a unified way:

_ R;x(f) when l/t(l) = _x(l _ .L->ej27wz
o = {R;x* (‘C) when u(t) = X*(l _ ‘C)ejZTEO(t (235)

Communication signals are usually assumed to be cyclostationary signals. GPS
signals adopt a spread spectrum communication system that has the cyclostationary
property as well. Based on what was described before, since the C/A code has
periodic repetitions, we can regard the cycle frequency as o = 0, and 7 is an integer
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Fig. 2.7 GPS C/A code
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multiple of the C/A code period (1 ms). This is a special case of cyclostationary
signal. Its cycle correlation function is shown in Fig. 2.7.

For array signal processing, in terms of a M x 1 dimension signal vector x(¢),
the cyclostationarity correlation matrix and the conjugate periodic stationary cor-
relation matrix are defined as

_ [R% (1), whenu(r) =x(t—1)e?™
o = {RL* (r), whenu(t) = x*(t—1)e*™ (2.36)

2.4.2 SCORE Algorithm

The R&D team, led by Professor Moeness at Villanova university in the US,
proposed the Self-COherence Restoral (SCORE) jamming mitigation algorithm
using periodic repetition characteristic of C/A codes [14, 31]. The schematic of the
algorithm is shown in Fig. 2.8.

As shown in Fig. 2.8, the SCORE algorithm is composed of two beamformers.
The main channel beamformer w processes the data block signal x(f), while the
auxiliary channel beamformer f processes the reference block signal x(z — pT). The
reference block signal is the data after delaying the data block signal by
p (1 < p < 19) C/A code periods. Since a navigation data bit includes 20 C/A
code periods, we can assume that the data block data and the reference data block
are located inside the same navigation data bit. The structure can be shown in
Fig. 2.9.

When only one GNSS signal is considered, (2.29) becomes

x(1) = a(0p)s(r) + > a(0,)jy(1) +e(t) (2.37)

q=1
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Fig. 2.9 Data block and reference block

SCORE algorithm assumes that the carrier waves have been synchronized
completely (i.e. without the impacts from Doppler frequency shift), and the navi-
gation data bit does not change (assuming D(f) = 1), then (2.37) becomes

x(1) = Aa(O)c(t — 7)+ Y a(0,)jy(t) +e(2) (2.38)
q=1
Let the data after delaying p (1 <p <19) C/A code periods equals u(z), then
u(t) = x(t — pT) = Aa(Oo)c(t — T — pT)+ Y _ a(0,)jy(t — pT) +e(t — pT)

q=1
(2.39)
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Within a navigational data bit, the C/A code has the characteristic of periodic
repetition, i.e.

c(t—t—pT)=c(t—1) (2.40)
By substituting (2.40) into (2.39), we have
Y]
u(t) = Aa(Oo)c(t — 1)+ Y _ a(6,)j,(t — pT) +e(t — pT) (2.41)
gq=1

In Fig. 2.8, the respective output signals for the main and auxiliary channel
beamformers are:

(1) = wx(r) (2.42)
d(t) = tMu(z) (2.43)

where w and f represent the weight vectors for the main channel and auxiliary
channel respectively. We can define

Ry = E{z(t)d* (1)} = wWE{x()u" (1) } £ (2.44)
R = E{z(t)z" (1)} = wWE{x(t)x" () } w (2.45)
R = E{d(t)d" (1)} = E{u(r)u" (1) M (2.46)

Since the GNSS signal, jamming signal, and noise are independent from each
other, then the received data’s covariance matrix is

R, = E{x()x"(t)} =R, +R; +R, (2.47)

where Ry, R; and R, represent the covariance matrices for GNSS signal, jamming
signal, and noise respectively. Similarly, the covariance matrix for the reference
signal is

R, = E{u(t)u”(r)} =R, (2.48)

Since jamming signals and noises have no periodic repetition characteristic, the
cross-covariance matrix between the received data and the reference data is

R, = E{x(Hu" ()} = R, = c7a(0)a" (0,) (2.49)
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where ¢ represents the GNSS signal’s power. Let A(f) represents the difference
between the main channel’s output signal and the reference signal, i.e.

A(t) = z(¢) — d(z) (2.50)

By fixing w, E { |A(t)|2} can be minimized in the sense of least squares

frs =R 'r,, (2.51)
where
r. = E{u(t)*(t)} =Rl w (2.52)
Similarly, by fixing f, we have
wis = R'RUFf (2.53)

SCORE algorithm maximizes the cross-correlation between the main channel’s
output signal and auxiliary channel’s output signal in order to select the weight
vector w, then we have the following cost function

Rl HR, f|
max J(w,f) = [Red = [w H| (2.54)
R:Ri  [WHR,w][f"R,f]
By using f;5, wig to substitute f and w in (2.54), we can have

wiR, R 'R w
J(w, fg) = ——= 2.55
(w.fzs) =P (255)

'R, R 'REF
J(£, W) = —— o (2.56)

iR, £

It can be proved that, to maximize (2.55) and (2.56) is equivalent to solve the
corresponding eigenvectors for the following maximum generalized eigenvalue
problem, i.e.

R.w =R, R 'Rw (2.57)

Xu

R.f = kR, R 'RIf (2.58)

Xu

where A and « are eigenvalues.
By substituting (2.49) into (2.57), we can have

R,w = yRyw (2.59)
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where 7 is the eigenvalue. It can be known from (2.59) that the solution of (2.57)
converges to the maximum signal-to-noise ratio criterion. Therefore the SCORE
algorithm can make the array pattern’s main beam point towards the direction of
GNSS signal. It can be known from the derivation process of the SCORE algorithm
that SCORE does not need to know any priori information on the array. Therefore,
it is a blind adaptive beamforming technology. Nevertheless, SCORE algorithm
only considers the scenario of one GNSS signal. Actually, a receiver can perform
positioning calculation by receiving at least 4 or more GNSS signals. When
L GNSS signals are received, (2.49) becomes

Ry, = EL: s2a(0;)a"(0,) (2.60)
=1

where o2 represents the power of the [ (I = 1,2, ...,L)th GNSS signal; a(6;) rep-
resents the steering vector of the /th GNSS signal. Then, (2.57) has larger gener-
alized eigenvalues. Consequently, the eigenvector corresponding to the largest
generalized eigenvalue cannot ensure that the mainlobe of the pattern points to
every GNSS signal’s direction. Therefore it cannot guarantee that the receiver can
capture all GNSS signals.

2.4.3 Single-Channel Single-Delay Crosscorrelation
Algorithm

For the convenience of narration, (2.29) is re-written as below:

0

x(t) =Y _a(0)si(t)+ Y a(0,)jq(r) +e(t) (2.61)

=1 q=1

Since the period of a navigation message is much larger than the period of C/A
code, within the weight vector computation time we can assume that navigation
message does not change. For the convenience of narration, we set D;(t) = 1. The
single channel single delay cross-correlation algorithm [18] takes advantage of the
periodic repetitive characteristic of spread spectrum code to estimate the GNSS
signal direction, then performs beamforming, thereby increases a GNSS signal’s
carrier-to-noise ratio.

1. Jamming Mitigation Based on Subspace Projection Technique

When jamming exists, it is hard to estimate a GNSS signal’s direction only
relying on the periodic repetition characteristic of the spread spectrum code.
Therefore the jamming signal must be suppressed first. Since the GNSS signal is
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very weak, the array’s covariance matrix is determined mainly by jamming and
noise, i.e.

R, ~R;+R, (2.62)

Since jamming and noise are not correlated with each other, then we have
Qo
~ > ora(0,) a" (0,) + 0 am (2.63)
=1

where Iy is an M x M order unit array. To perform eigenvalue decomposition
on R,, we can have

M
Z U] (2.64)

where 4,, and w,(m=1,2,...,M) are R,’s eigenvalues and the corresponding
eigenvectors, and the 4,, are in descending order. Assuming that all array element
noises are independent from each other and have equal power, we can have

;»1/22/' >;LQ > AQ+1 = :;uMiﬂg (265)
Then (2.64) turns into
Q
= (2 — 02 )ty + 02 Lypcnr (2.66)
m=1
By comparing (2.63) and (2.66), we know that the eigenvectors corresponding to
the array covariance matrix’s Q largest eigenvalues u,, (m = 1,2, ...,Q) can be
expanded as the jamming subspace. So the jamming subspace is
U, =span{u;, w, ..., up} (2.67)
Then its orthogonal complement space is

U =1-U,u¥ (2.68)

By projecting the data received by the array into this space, the jamming signal
can be mitigated. The data after projection becomes

y@®)=U Z (0r)s:(1) + Uy e(r) (2.69)
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where y(1) = [y1(2),y2(2), ..., yu(r)]" represents the output data on the array
channels after projection. Since GPS adopts CDMA spread spectrum, it has certain
jamming mitigation capabilities (determined by spread spectrum gain). Therefore
when we need to adopt the specialized spatial domain adaptive jamming mitigation
algorithm to suppress jamming, we usually assume that the jamming power is much
higher than the receiver’s thermal noise power. When the noise and the signal are
not correlated, the received signal’s covariance matrix inversion is proportional to
the jamming subspace’s orthogonal complement space [32]. The detailed derivation
procedure is described as below.
Based on (2.64), we have

M
R ! = Ziumug (2.70)

1 £ 1 H S H
R = —u,u, + u,,u

X ’nz::l )vrn m g m; | m

0 (2.71)
1 Am — O o
Then we have
lim o’R ! = Uy (2.72)
62—0

Consequently, we can use a receiver signal’s covariance matrix inversion R;l to
replace jamming subspace’s orthogonal complement space. Then there is no need to
perform eigenvalue decomposition, therefore it can reduce the computation com-
plexity. Equation (2.69) turns into

L
= 01 Alcl r—1— T) e_j“’t”(’_T) +é(l) (273)

=1

where
a(0) =R 'a(0)) (2.74)

e(r) =R 'e(r) (2.75)
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2. GNSS Signal Direction Estimation Using Periodic Repetition Characteristic of
Spreading Code

It can be known from (2.73) that the GNSS signal is still buried by the noise after
projection. If a navigation receiver acquires and tracks the projected data directly, it
is equivalent to the power minimization algorithm. Therefore, to improve the
carrier-to-noise ratio of a GNSS signal and increase positioning precision, the signal
processing gain provided by antenna arrays must be fully leveraged. An effective
solution is to produce multiple antenna beams, and make every beam point to a
GNSS signal. This forms a null steering towards the jamming directions. The key
for such an approach is to first estimate the direction of arrival of every GNSS
signal, and then directly use the traditional high resolution DOA (Direction of
Arrival) estimation algorithm [33, 34] (e.g. MUIltiple Slgnal Classification
(MUSIC) and Estimation of Signal Parameters via Rotational Invariance Technique
(ESPRIT)). The approach faces two problems: (D The number of satellites could be
greater than the number of array elements; (@ The GNSS signal is too weak. These
two problems result in the difficulty to acquire GNSS signal subspace using the
above DOA estimation algorithm. Consequently the characteristic of the GNSS
signal must be fully considered to study novel GNSS signal DOA estimation
algorithm.

Within the period of a data bit, the C/A code signal repeats itself periodically 20
times, which is also known as the periodic repetition characteristic. Therefore, for
the Ith GNSS signal, we have

Cl(t -1 7pT) = Cl(l‘ — ‘L'[) 1 <p< 19 (276)
where p is the delayed number of periods, obtained by delaying the projected signal

from the first antenna channel (usually serves as the reference antenna) with one
C/A code period, as shown in Fig. 2.10.

1 2 M
Jamming orthogonal complementary
space projection matrix
| T
u() »() »(0) Y (0)

Fig. 2.10 The diagram of reference signal for single channel single delay cross correlation
algorithm
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Assuming that the delayed signal and the projected signal are located in the same
data bit and can be expressed as u(z), then we have

L

u(t) =yi(t—T Z (O)Aei(t — 1 — T)e D 18t —T)  (2.77)

where a; (0;) is the first element of a(0;); €, (¢) is the projected noise data of the first
array channel. By making the p in (2.76) as 1 and substitute it into (2.77), we have

L
Z lcl t— ‘L'l —joa(=T) + € (l — T) (278)

where A; = a;(0;)A;. Since different C/A codes are independent from each other,
the cross correlation between the projected signal y(¢) and the delayed signal u(z) is

r= Ba) (2.79)

where f5;, = o7 e"1”#"a}(6;) is an unknown complex number. To make

B=[B, B - Bl (2.80)
0=1[0,, 0, ..., 0] (2.81)
A=[a(0)), a(6,), ..., a(f)] (2.82)

we could re-write (2.79) in the matrix form below
r=Ap (2.83)

By using sample cross correlation vector F to replace the r in (2.83), and min-
imizing the following cost function g to estimate f§ and 0.

g({0n, BY)) = IF— ABI3 (2.84)

We expand (2.84) to have
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It can be known from (2.85), to minimize (2.85) is equivalent to make the first
term of (2.85) zero and maximizing its last term, i.e.

0 = arg max {f'HA (A"A) 71AHf'] (2.86)
0

Correspondingly we have

B (a")”

A"E|g, (2.87)

The cost function in (2.86) has complex multi-peak shape, so it is hard to solve
directly. The usual method to solve the problem is to use the loop optimization
algorithm, e.g. CLEAN algorithm [35]. The CLEAN algorithm originated from
solving astronomical image processing problems in radio astronomy. Since then, it
has been widely applied in the fields of microwave imaging, image processing and
spectral estimation [36-38]. Based on the characteristic of CLEAN algorithm
(computational simplicity), it is used to solve Nonlinear Least Squares
(NLS) problems in (2.86). Before the CLEAN algorithm is given, the following
preparatory works are performed:

Given {éz,ﬁ,}f

is known or has been estimated, we define

L
Bo=F— ) ﬁlﬁ(e,) (2.88)
=1
Ik
We also define
(0, B) = & — Ba(0u) |13 (2.89)
By minimizing g (0, f;), we can obtain
, ja” (0)F|”
0 = arg max | ———2—— 2.90
g laﬂ(ewa(ek) 220
. a’ (ék) I
B = TH N7 (2.91)
0+
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Below we list the computation steps of the CLEAN algorithm

(1) Assuming L =1, let r; =, (2.90) and (2.91) can be used to estimate
{01 ’ [}1 }
(2) Assuming L = 2, 1, can be estimated from (2.88) using {@1, ﬁl}, then r, can

be used to estimate {(92, [32} from (2.90) and (2.91).

W a2
(3) Assuming L = 3, {0;, ﬁ,}l can be used to estimate 3 from (2.88), then r3 is
=1

used to estimate {93, ﬁg} from (2.90) and (2.91).

The above steps are repeated, until L equals to the pre-determined number of
satellites. Then the signal parameter estimates for all the satellites and {01, ﬁ,}lL
can be obtained.

In addition to the CLEAN algorithm, the RELAX algorithm proposed by Li
et al. [39—41] is also a type of loop optimization algorithm (also known as a method
based on decoupled parameter estimation theory). The RELAX algorithm, com-
pared to the CLEAN algorithm, is more accurate and has higher resolution, but its
computation is more complex [42]. If an array antenna receives two GNSS signals
with close direction of arrivals, the RELAX algorithm can accurately distinguish
the two GNSS signals while the CLEAN algorithm cannot distinguish between the
two signals, and it can only treat the two signals as one signal for processing.
Nevertheless, this is not a problem for GNSS, because under such a scenario, the
pattern’s mainlobe obtained using the estimated direction of arrivals of the GNSS
signals using the CLEAN algorithm can point to the two GNSS signals simulta-
neously, thus it still can improve the carrier-to-noise ratio of the two GNSS signals.

3. Beamforming

After estimating directions of arrivals for all GNSS signals, these estimated
values can be used to perform beamforming. The array weight vector for the Ith
GNSS signal is

W, = R;‘a(b,) (2.92)

Since the new algorithm uses the array’s single channel single delay data to

estimate GNSS signal direction of arrival, the algorithm is named single channel
single delay cross correlation algorithm. The output signal of the /th beam is

z(t) = wix(z) (2.93)

The block diagram of the single channel single delay cross correlation algorithm
is shown in Fig. 2.11.
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Fig. 2.11 Block diagram of the single channel single delay cross correlation algorithm

4. Cross Correlation Vector Estimation

The single channel single delay cross correlation algorithm needs to calculate the
sample cross correlation vector I between the projected data and the data after
periodic delay. The respective definitions of the M x N order sample data matrix
after projection and the 1 x N order periodic delay sample data vector are

Yy =[y(n), yr-1), ..., yn—(N-1)] (2.94)
uy = [u(n), ulmn—-1), ..., uln—(N-1))] (2.95)
Then we have

= ]iVYNugj (2.96)

It can be known from (2.86) that the cross correlation vector estimate r deter-
mines the performance of the single channel single delay algorithm. Based on the
assumptions in this chapter, y(z) and u(¢) are located in the same navigation
message data bit, and consequently F is an effective estimation. Nevertheless, since
the data sample is obtained through random sampling, there is no guarantee that
y(¢) and u(r) are located in the same data bit. When both of them are located in
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neighboring data bits, then how should we estimate r? Towards this question, Ref.
[43] proposed a solution by defining the following events:

H;: y(¢) and u(z) are located in the same data bit.
Hy: y(#) and u(r) are located in the neighboring data bits.

Hy;: y(r) #0 u(z) are located in the neighboring data bits with the same navi-
gation data bit

Hay: y(t) #0 u(z) are located in the neighboring data bits with the opposite
navigation data bit.
The probabilities for the above events to happen are:

_1_F

prob{H,} =1 0 (2.97)

prob{Hy} = £ (2.98)
20

prob{Hy} = L (2.99)
40

prob{Hy} = - (2.100)
40

Therefore we have

ry, = E{y(t)u"(¢)|H, }prob{H,} + E{y(t)u" (¢)|H> }prob{H,}
= E{y(t)u’(t)|H\ }prob{H,} + E{y(t)u" (t)|H21 }prob{H> } (2.101)
+ E{y(t)u* (t)|Haz }prob{Hxn}

Since
E{y(u’ () [Hy} = E{y(0)u’ (1) Hot} = (2.102)
E{y(t)u*(t)|H2} = —r (2.103)

where r = AP represents the cross correlation between the projected GNSS signal
and the periodically delayed signal [see (2.83)]. By substituting (2.97)—(2.100),
(2.102) and (2.103) into (2.101), we can have

Iy = (1 - 2£0>r (2.104)
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For the single channel single delay cross correlation vector method, we have
p =1, then

19
T = 55T~ T (2.105)

It can be seen from the above discussion that, when the impact of the navigation
data bit is considered, the cross correlation between y () and u(z) is close to r. Thus
(2.96) can be used as the estimate of r. In addition, to fully take advantage of the
periodic repetition characteristic of the C/A code, the G projected data block, and
periodic repetition data block can be selected, and the cross correlation vector’s
estimate becomes

TG Ya(g)ul(g)
=— —2L A2 2.106
rG G; N ( )
It can be proved that [31]
E{tg} =1y, (2.107)

i.e. I'g is ry,’s unbiased estimate.

2.4.4 Multiple Channel Single Delay Cross Correlation
Algorithm

Since the single channel single delay cross correlation algorithm estimates the
GNSS signal’s direction of arrival using the cross correlation between the projected
data and the reference array element’s single delay data after subspace projection, it
does not fully take advantage of single delay data of the other array elements. When
the array element fails, the algorithm might fail as well. Consequently, let u;(¢) (i =
1, 2, ..., M) represent the signal obtained by delaying the projected data y(#)’s ith
antenna channel by one C/A code period, as shown in Fig. 2.12.

Fig. 2.12 The diagram of 1 M

2
reference signal for multiple \V/ \V/ T

channels single delay cross
correlation algorithm

Jamming orthogonal complement
space projection matrix

=
»i(0) »a0) i) yu(?)

u;(t)
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Then we have
L .
(1) = Z (0)Aci(t —t — T)e =D L g(r —T)  (2.108)

where a;(6;) is a(6;)’s ith elements; €;(¢) represents the noise data of the ith array
channel after projection. By setting the p in (2.76) as 1, and substituting it into
(2.108), we have

M,‘(l‘) = XL: ﬁi(f)l)Alcl(l‘ — ‘L')Cijw‘”(tiT) + é,‘(l - T) (2109)

Due to independence among different C/A codes, the cross correlation between
the projected signal y(¢) and the delayed signal u;(7) is

L
Z a’(0)a (2.110)

where ﬁ, = 0’2 e 14T By constructing a new vector F

ol ]t (2.111)

By substituting (2.110) into (2.111) and after simplication, we can have

XL: *(0)) @ a(0)) (2.112)

where @ denotes Kronecker product. Let
a(0) =a*(0) ®a(0) (2.113)

Equation (2.112) becomes

P=> pa) (2.114)

=1

Let A = |

&
&

(01)

(6) --- a(6.)], (2.113) can be written in matrix form:

P=Ap (2.115)
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By substituting the 1 in (2.115) with the sample cross correlation vector f', and
minimizing the following cost function f to estimate fi and 0.

(fom},) =

Equations (2.116) and (2.84) have the same structure, so they can be solved
using the CLEAN algorithm described in the Sect. 2.4.3 in this chapter. Here we list
an estimation formula when there is one single GNSS signal, i.e.

N -2
f—AﬁH2 (2.116)

) ]a“(e)fz

01 = arggnax W (2117)
. a (0, )r
B, = ! ( >r (2.118)

For parameter estimations for other GNSS signals, we can use similar approa-
ches like the CLEAN algorithm, to convert it to a series of single GNSS signal
parameter estimation problems. The block diagram of multiple channel single delay
cross correlation algorithm is shown in Fig. 2.13.

Conven-
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DOAs
| Calculate estimate the
vy v v (o) ,| sample’s directions of
»  cross | arrival of L
(o) correlation "| GNSSS signals
T = » vector and via CLEAN
. construct algorithm
u(t) vector F

Fig. 2.13 Block diagram of multiple channels single delay cross correlation algorithm
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In this section, we discuss two types of adaptive spatial domain filtering algo-
rithm: single channel single delay algorithm and multiple channel single delay
algorithm based on GNSS signal’s periodic repetition characteristic. It can also be
expanded to single channel multiple delays cross correlation algorithm, but
two-dimensional search is needed and the computational load is heavy. Compared
with the single channel single delay algorithm, multiple channel single delay
algorithm takes full advantage of the data from various channels in the array, so it
performs better and is more robust. For example, it is not sensitive to a fault in the
channel data.

2.4.5 Simulation Results

In this section, we use simulations to verify the effectiveness of the algorithms. For
simulations, the antenna array has a 10-element uniform linear array with an
interval of a half wavelength. 4 GPS GNSS signals, PRN1,PRN2, PRN3, and
PRN20 incident on the array from the directions of 0°, —55°, —20° and 30°, and
one jamming signal incidents on the array from the direction of 50°. The
jamming-to-noise ratio is 40 dB, and the signal-to-noise ratio is —20 dB. The
digital IF frequency for the received signal by the array is 4.309 MHz, and the
sampling rate is 5.714 MHz.

1. Adaptive Array Pattern Comparisons

Figure 2.14a—d are the adaptive array patterns for power minimization algo-
rithm, SCORE algorithm, single channel single delay cross correlation algorithm,
and multiple channel single delay cross correlation algorithm. The vertical lines in
various subfigures represent the incoming GNSS signal directions, and the vertical
dashed lines represent the incoming direction of the jamming signal. By comparing
Fig. 2.14a—d, we can see that all these methods can suppress jamming. But the
array pattern generated by the SCORE algorithm only forms main lobes on the
directions of the PRN1 and PRN3 GNSS signals, and for the PRN2 and
PRN20 GNSS signals it even has a suppressive effect. The power minimization
method cannot provide gains on any satellite. The two new algorithms discussed in
this chapter can generate multiple beams, and can ensure that every beam’s
mainlobe always aims towards the direction of one GNSS signal, so the array
pattern with high gain can be obtained.

2. Comparisons of Acquisition Results

Figure 2.15 shows the acquisition results after applying the SCORE algorithm
for jamming mitigation. In Fig. 2.15, the x-coordinate represents the GPS satellite’s
PRN number, and the y-coordinate represents the normalized acquisition factor,
which is defined as the ratio between the maximum and the second maximum
normalized correlation peaks in the receiver acquisition module. Figure 2.15 shows
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that the algorithm only acquires two GNSS signals (PRN1 and PRN3). This is
because the pattern formed based on this method cannot accurately aim towards
every GNSS signal, and it can even degrade some GNSS signals (PRN2 and
PRN20). As a result the receiver cannot acquire all GNSS signals.

Figure 2.16 shows the acquisition results using the single channel single delay
cross correlation algorithm for jamming mitigation. The multiple channel single
delay cross correlation algorithm’s simulation results are similar to the single
channel single delay cross correlation algorithm, and as a result we cannot draw any
redundant graphs for that algorithm. Figure 2.16 and the plots for all the other
acquisition have the same coordinate meanings as the Fig. 2.15. Therefore the
descriptions are not repeated. It can be seen in Fig. 2.16 that every beam generated
by the new algorithm points to a GNSS signal and as a result the receiver can
acquire GNSS signals. Since the new algorithm does not use the same weight vector
to generate multiple beams, the receiver has to acquire the output of every beam
separately, thus we have four plots of acquisition results. It can be seen that the new
algorithm is not directly compatible with regular receivers. A receiver adopting the
new algorithm needs to perform acquisition, tracking and solve parameters such as

09 = ] o -
5 0.81 1 = 0.8
S 07f g 07t
= 06} & 06
g =
5 05f g 05y
Bz Z 04}
::% 03} g o3t
0.2F 1 < 02t J
* I T ol e T o
0 5 10 15 20 25 30 0 5 10 15 20 25 30
GPS satellite PRN number GPS satellite PRN number
(a) PRN2 (b) PRN3
0.9 [— ;C‘qui.m% 0.9 Bl Acquired satellites
v 0.8 LI . 0.8 1
g 0.7 ‘%’ 0.7
= 0.6 = 0.6
§ 0.5 § 0.5
5 5
E 0'2 J é 0:2 1
" Oﬂﬂﬂﬂﬂsﬂﬂﬂﬂlﬂoﬂwlﬂﬂﬂ I HHH@SHHHH@OHH‘ Sl HHﬂ@ﬂﬂﬂﬂﬂoﬂﬂﬂﬂlﬂsﬂﬂﬂﬂzﬂoﬂﬂﬂﬂzﬂsﬂﬂﬂﬂﬂ)ﬂ'
GPS satellite PRN number Acquired satellites
(c) PRN20 (d) PRN2

Fig. 2.16 Single channel single delay cross correlation algorithm’s acquisition results
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pseudo-range on every individual beam, then combine these information to perform
positioning calculation. Its procedures to perform acquisition, tracking,
pseudo-range calculation, and positioning calculation are the same as regular
receivers, and can be implemented using software receivers.

Figure 2.17 compares the acquisition results on the same GNSS signals using
the single channel single delay cross correlation algorithm and the power mini-
mization algorithm. Among the subfigures, Fig. 2.17a corresponds to the power
minimization algorithm; Fig. 2.17b corresponds to the single channel single delay
cross correlation algorithm; Fig. 2.17c corresponds to the multiple channels single
delay cross correlation algorithm. It can be seen in Fig. 2.17, after jamming miti-
gation, even though the power minimization algorithm can acquire the GNSS
signal, the sidelobe level of the normalized cross correlation coefficient is rather
large. These two algorithms take advantage of the GNSS signal’s periodic repetition
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Fig. 2.17 Comparisons of acquisition results
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Fig. 2.18 Comparisons of output signal-jamming-plus-noise curves for different algorithms

characteristic to aim the antenna mainlobe towards the direction of the GNSS
signal, and consequently its acquisition result is much better than that of the power
minimization algorithm.

3. Comparisons of output signal-jamming-plus-noise ratio

Figure 2.18 compares the output signal-jamming-plus-noise ratio curves of the
single channel single delay cross correlation algorithm and the power minimization
algorithm. Among them, the solid line is the curve for the optimal processor, the
“*” line is the curve for the single channel single delay cross correlation algorithm,
the “[J” line is the curve for the power minimization algorithm, and the “A” line is
the curve for the multiple channel single delay cross correlation algorithm. It can be
seen in Figure 2.18 that since the power minimization algorithm has no beam
pointing direction, it cannot improve output signal-jamming-plus-noise ratio, i.e. it
cannot improve a GNSS signal’s carrier-to-noise ratio. But the single channel single
delay cross correlation algorithm can increase a GNSS signal’s carrier-to-noise
ratio. And as the input signal-to-noise ratio increases, the output signal-jamming-
plus-noise ratio can approach the theoretical optimum value.

2.5 Spatial Domain Adaptive Filtering Using Known
Spreading Code Information

The adaptive jamming mitigation algorithm using a GNSS signal’s periodic repe-
tition characteristic can generate multiple beams aiming towards the GNSS signals.
But array manifold information is needed to estimate the directions of the GNSS
signals. If the array has errors such as amplitude error, phase error, or array position
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error, the algorithm performance degrades. In essence, the adaptive jamming mit-
igation algorithm based on the GNSS signal’s periodic repetition characteristic is
equivalent to the MMSE criterion described in Sect. 2.3.3. In this section, from the
perspective of MMSE criterion, we discuss the algorithm for GNSS signal recon-
struction using the de-spread re-spread technique when given known spread
spectrum code, and performing beamforming using the reconstructed signal as the
reference signal. The algorithm does not need to know the array manifold and the
directions of the GNSS signals, so it is very robust. This type of algorithm origi-
nated from the blind adaptive jamming mitigation algorithm for the CDMA system,
and the most typical variant of the algorithm is the least-squares de-spread re-spread
multi-target array [43—46].

2.5.1 Least-Squares De-spread Re-spread Multi-target
Array

The least-squares de-spread re-spread multi-target array using spread spectrum
information [47] is a blind jamming mitigation algorithm aiming towards CDMA
systems. This method uses the spread spectrum codes for different users in the
CDMA system to obtain the weight vector of a multi-target beamformer, thereby
forming multiple beams. To be more specific, the correlations between different
users’ received signal and spread spectrum code are calculated, to estimate every
user’s bit information. Then, the spread spectrum code is used again to perform
re-spread on the estimated bit information, and the signal after the re-spread is used
as the reference signal for the adaptive beamformer to refresh the weight vector.
Since GPS signals use CDMA modulation as well, the de-spread and re-spread
techniques can be used for GPS jamming mitigation. But compared with other types
of CDMA signals, GPS signals are very weak, so the correlator might fail when
jamming exists. Consequently, this characteristic has to be fully considered when
the de-spread re-spread algorithm is applied. The block diagram for least-squares
de-spread re-spread algorithm is shown in Fig. 2.19.

Elementl [> (@
xa(?)
Element2 Correlatorl—Pl Detector
Element M [: xut) g 5 Wy / Spread sptlctrum code c(f)
d,(1)

D, (¢
< Spread |« ' ()
spectrum

Fig. 2.19 Block diagram for least-squares de-spread re-spread algorithm
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In Fig. 2.19, y,(t) denotes the array output of the /th GNSS signal, w; =
Wi, wi, ... W,M]T is the array weight vector for the /th GNSS signal; d(z) is the
re-spread signal of the Ith GNSS signal. The Least Squares De-spread Re-spread
(LS-DR) determines the optimum weight vector w; by minimizing the cost function
in (2.119)

N N
F(w) = Z vi(n) = di(n)|* = Z [witx(n) — di(m)|* (2.119)

where N is the number of samples, and the number of samples within a C/A code
period is usually selected. The problem of minimizing (2.119) can be solved using
the generalized Gauss method [44]. And the cost function can be expressed as

F(w) =Y gi(w) (2.120)

V(W) = x(n) . () (2.121)

where v;(n) = wHx(n) — dj(n). Based on the Gauss method, the weight vector’s
updating formula is

wilk+ 1) = wi(k) — [G(w,(k))G" (wi(K))] " G(wi(k) )g(wi(k)) (2.122)

where
gw) =[gi(w), ga1(w), ..., gN(Wz)}z (2.123)
=[], @), ..., [w(n)]]
G(w) = [V(gi(w)), V(g2(w)), ... Vign(wi))] (2.124)
By substituting (2.121) into (2.124), we can obtain
Gw) = [x() ik, x@EE, . xVER] =XV (@125)
where
X =[x(1), x(2), ..., x(N)] (2.126)

V,:diag([vj(l) IR V7(N)]) (2.127)
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Based on (2.125)—(2.127), we can obtain
G(w)G"(w;) = XV, ViIXH" = xx" (2.128)

From (2.123) and (2.125), the following can be obtained

[vi(1)] v (1)
G(w)g(w) =XV;| =X| =X(X"w, — d)) (2.129)
[vi(N)| Vi (N)
where
d = [4(1), @), ... 4W)" (2.130)
By substituting (2.128) and (2.129) into (2.122), then
wilk+1) = wi(k) — [X(K)X" (k)] X(k) [X" (k) wi (k) — dy (k)] 2.131)
= [X()X" (k)] X (Kk)d, (k)
where
X(k) = [x(1+kN), x(2+kN), ..., x(N+kN)]" (2.132)
d[(k) = Dl(k)[cl(l + kN — %1), C[(2+kN — %1), R Cz(N+kN — i’l) ]T
(2.133)

where ﬁ,(k) is the navigation message’s estimate of the /th GNSS signal, i.e.

N+ kN
S wk)ek - %)] } (2.134)
k=1-+kN

where sgn is the signal function, then we have

Dy(k) = sgn{Re

Vi) = i(L+AN), y(L+kN), oy ni(N +&N) "= [w] ()X (k)]

(2.135)

Based on the derivation steps of the above least squares de-spread re-spread
algorithm, it can be seen that, to obtain ﬁ,(k), we need to estimate the /th GNSS
signal’s 7. For a spread spectrum system, the estimation of this parameter can be
regarded as a synchronization problem, and usually a correlator structure [35] is
used to achieve synchronization and obtain the estimate on the 7, denoted by 7.
During the synchronization process, the locally generated spread spectrum code
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Fig. 2.20 Block diagram of estimating time delay parameters using correlators

¢;(r) gradually delays by a half chip interval. Correlations are calculated between
every delayed spread spectrum code sequence and the array output data y;(¢). Then
the outputs from every correlator are selected, and the maximum output is selected.
At this point we can consider that the spread spectrum code on the branch corre-
sponds to the maximum output and the transmitted signal achieves the coarse
synchronization. The time delay of the corresponding spread spectrum chip is 7.
The detailed block diagram of the correlator is shown in Fig. 2.20.

The least squares de-spread re-spread algorithm for the /th GNSS signal can be
summarized as below:

(1) initialize weight vector w;(0).

(2) calculate array output vector y,(k) using (2.135).

(3) use the correlator shown in the Fig. 2.20 to estimate 7, and then use (2.134) to
obtain the estimated navigation message D;(k).

(4) use (2.133) to re-spread the navigation message, and obtain the reference signal
d; (k).

(5) use (2.131) to update the weight vector w;(k + 1).

(6) repeat step (2)-step (5), until F(w;(k+ 1)) is smaller than the preset threshold,
and the algorithm converges.

2.5.2 New De-spread Re-spread Jamming Mitigation
Algorithm

The least squares de-spread re-spread algorithm described in Sect. 2.5.1 needs to
have a suitable initial weight vector. The reason is that for a GNSS, when jamming
exists, the correlators shown in Fig. 2.20 cannot estimate 7, so the GNSS signal
cannot be reconstructed. In addition, when this algorithm re-spreads the signal, it
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only considers the time delay of the C/A code, but not the Doppler frequency. This
greatly reduces the performance of the algorithm. Consequently we need to improve
this algorithm.

It is well known that if no jamming exists, the acquisition and tracking modules
of the GNSS can accurately obtain GNSS signal parameters such as chip delay,
Doppler frequency, and navigation messages, i.e. it can de-spread the GNSS signal.
To fully take advantage of the acquisition and tracking modules of the GNSS
receiver, the jamming suppression has to be performed first. In this section we use

array covariance matrix’s inverse ﬁ;l to replace jamming orthogonal complement
space (see Sect. 2.4.3 for details). By rewriting the signal after projection for (2.73),
the signal becomes

= a(0)si(1) + (1) (2.136)
=1

After removing the jamming, the receiver can acquire and track the satellite
signal. Assuming that the time delay, Doppler frequency and navigation message

for the Ith satellite signal are 7;, @4 and bl(t — ;) respectively, we can then obtain
the reference signal after the re-spread as

dl(l‘) = Dl(l‘ — %I)Cl(t — %l)eiwd’t (2.137)
Then, the cross-correlation between that signal and the projected array output is
ra = E{y(0)d; (1)} (2.138)

Since the C/A codes for GNSS signals are orthogonal to each other, and the
GNSS signal and the noise are independent to each other, then we can substitute
(2.136) into (2.138) to obtain

ryg = Alﬁ(el) (2139)

Obviously, r,, is proportional to the projection direction vector a(0;) of the /th
GNSS signal. Therefore ry; can be used to enhance the /th GPS signal, then the
array weight vector for signal after the projection is

W, = Ty (2140)

For actual weight vector calculation, the sample cross correlation vector Iq is
usually used to substitute the theoretical cross correlation vector ryg, i.e.

B = Y y(n)d; (n) (2.141)
n=1
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Fig. 2.21 Block diagram of the new de-spread re-spread algorithm

Since GNSS signals are weak, to fully take advantage of the GNSS signal’s
spread spectrum gain, the number of samples N is at least more than the number of
samples within one C/A code period. The new de-spread and re-spread algorithm’s
block diagram is shown in Fig. 2.21.

As shown in Fig. 2.21, the new de-spread re-spread algorithm is a two-stage
jamming mitigation processor. The stage one processor projects the signal received
by the antenna array towards the jamming orthogonal complement space in order to
eliminate the jamming signal; and the stage two processor acquires and tracks the
output signal of the first antenna after projection and reconstructs the Ith GPS
signal. Then the sample cross correlation Iy, between that signal and the signal after
the projection is calculated, and the vector is used as the weight vector to enhance
the /th GPS signal. Thereby, the array’s overall weight vector is

A~

Wiopt = Rx Iyq (2142)

Based on Fig. 2.21 and the derivation steps of the new algorithm, we know that
compared with the least squares de-spread and re-spread algorithm, the new
algorithm can accurately obtain GNSS signal information such as time delay,
Doppler frequency and navigation messages. There is no need for iterative calcu-
lation, so the implementation is simple.

In Sects. 2.3-2.5, we discussed jamming mitigation algorithms. To facilitate
readers to read and compare, Table 2.1 compares and summarizes the applicabili-
ties of various algorithms mentioned before.
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Table 2.1 Comparisons of applicabilities for various jamming mitigation algorithms

Applicability Algorithm
Power Capon Adaptive filtering Adaptive filtering
minimization algorithm | algorithm using algorithm using
algorithm periodic repetition known spread

characteristic spectrum code
information

Provide No Yes Yes Yes

signal

processing

gain

Need to know | Not required Required Not required Not required

GNSS

signal’s

direction of

arrival

Need to know | Not required Required Required Not required

array

manifold

Array Random Random Random array Random array

structure array array

2.5.3 Simulation Results

For simulation, the antenna array has a 10-element uniform linear array with an
interval of half a wavelength. 4 GPS GNSS signals, PRN1, PRN2, PRN3 and
PRN20 incident on the array from the directions of 0°, —55°, —20° and 30°, and
one jamming signal incidents on the array from the direction of 50°. The
jamming-to-noise ratio is 40 dB, and the signal-to-noise ratio is —20 dB. The
digital IF frequency for the received signal by the array is 4.309 MHz, and the
sampling rate is 5.714 MHz.

1. Comparisons of Adaptive Array Patterns

Figure 2.22 lists the adaptive array patterns obtained using three methods.
Among them, Fig. 2.22a is the adaptive array pattern for the power minimization
algorithm. Fig. 2.22b is for the SCORE algorithm, and Fig. 2.22c is for the new
de-spread re-spread algorithm. The vertical solid lines in the subfigures represent
the directions of the GNSS signals; the vertical dotted lines represent the directions
of the jamming signals. By comparing Fig. 2.22a—c, we know that all three methods
can suppress jamming. The SCORE algorithm generates the mainlobes towards the
directions of the two GNSS signals (PRN1 and PRN3), and at the same time it
attenuates the other two GNSS signals (PRN2 and PRN20). The power mini-
mization method cannot provide gain on any satellite. But the new de-spread
re-spread algorithm can generate multiple beams, and every beam’s mainlobe aims
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Fig. 2.22 Comparisons of adaptive array patterns for different algorithms

towards the GNSS signal, therefore the GNSS receivers can track signals from all
satellites.

2. Comparisons of Acquisition Results

Figure 2.23 shows the acquisition results of using the SCORE algorithm for
jamming mitigation. It can be seen in the figure that, since the SCORE algorithm
attenuates the two GNSS signals (PRN2 and PRN20), the receiver only acquires
two GNSS signals (PRN1 and PRN3).

Figure 2.24 shows the acquisition results using the new de-spread re-spread
algorithm. It can be seen in Fig. 2.24 that every beam generated by the new
algorithm aims towards a GNSS signal, thereby the receiver can acquire every
GNSS signal.
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Figure 2.25 compares the acquisition results on the same GNSS signal using the
new de-spread and re-spread algorithm and the power minimization algorithm.
Among them, Fig. 2.25a is the result of the power minimization algorithm;
Fig. 2.25b is the result for the new de-spread and re-spread algorithm. By com-
paring Fig. 2.25a, b, it can be seen that, after jamming suppression, the power
minimization algorithm can acquire the GNSS signal, but can not provide the signal
processing gain brought by the antenna array, thereby the normalized cross cor-
relation number’s sidelobe level is high. But the new de-spread and re-spread
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algorithm can make the antenna mainlobe aim towards the direction of the GNSS
signal, so that its acquisition result is better than that of the power minimization
algorithm,

3. Comparisons of Output Signal-jamming-plus-noise Ratio

Figure 2.26 compares the output signal-jamming-plus-noise ratios for different
algorithms. Among them, the solid line corresponds to the optimal processor; the
dotted line corresponds to the new de-spread, re-spread algorithm; the “¥” line
corresponds to the single channel single delay cross correlation algorithm, and the
“0J” line corresponds to the power minimization algorithm. It can be seen in
Fig. 2.26 that since the power minimization algorithm has no beam directions, it
cannot improve a GNSS signal’s carrier-to-noise ratio. Both the new de-spread
re-spread algorithm and the single channel single delay cross correlation algorithm
can improve the carrier-to-noise ratio of the GNSS signal.

2.5.4 Results on Hardware Platform Experiments

1. Brief Introduction on Hardware Platform Experiments

The new de-spread re-spread algorithm has the characteristics of high gain and
high robustness. We have developed a digital multi-beam jamming mitigation real
time processing system based on the algorithm. Based on the block diagram in the
Fig. 2.21, the system can mainly be implemented using two main modules: the
jamming mitigation module and the beamforming module. Figure 2.27 shows the
experimental block diagram. In the Fig. 2.27, the experimental system is composed
of two main parts: the signal transmitter and the receiver. The jamming signal in the
transmitter is produced by a signal generator, and the GNSS signal refers to the
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Fig. 2.27 Experimental block diagram for beam jamming mitigation real time processing system

signal transmitted by the actual GPS satellite. The receiver receives the signal using
an array antenna first, then the received signal is converted to a digital IF signal
using a down-converter and A/D sampling quantilization, and finally the digital IF
signal is fed into the adaptive processing platform, After jamming suppression, GPS
receiver acquisition, tracking and positioning, the results are transmitted to a per-
sonal computer control terminal for displaying the results of tracking and posi-
tioning. The effects of signal jamming can be observed by monitoring the frequency
spectrum change before and after the jamming mitigation.

Figure 2.28 shows the experimental scene diagram for the digital multi-beam
jamming mitigation real time processing system test. The left subfigure is the signal
transmitter, with the top-left subfigure representing the GNSS signal and the
bottom-left subfigure representing the signal source that generate the jamming
signal to which a jamming transmitting antenna is connected. The right subfigure is
the signal receiver, and in the order of processing there is a 7-element array antenna,
IF signal sampler including an active downconverter, adaptive processing platform
and computer display terminal. The sampling rate is 5.714286 MHz, and the
intermediate frequency (IF) is 4.309 MHz.
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2. Hardware Platform Testing Results

Figure 2.29 shows the IF signal frequency spectrum observed on the spectrum
analyzer before and after the jamming suppression under the experiment conditions
described in Fig. 2.27. The jamming signal produced by the signal generator has a
frequency of 1575.42 MHz, and a jamming transmitting power of —10 dBm
(jamming-to-noise ratio is 70 dB).

It can be seen in Fig. 2.29, after adaptive system processing, the peak of the
signal spectrum is removed, so the jamming signal is effectively suppressed.

2 . 2

(a) Before Suppression (b) After Suppression

Fig. 2.29 Signal frequency spectrum comparisons before and after jamming suppression
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Fig. 2.30 (continued)
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(e) After the beamforming is stabilized.

Fig. 2.30 (continued)

Figure 2.30 shows the tracking results obtained from the GPS receiver display
terminal before and after adaptive beamforming processing. Every curve in
Fig. 2.30 shows a GNSS signal’s carrier-to-noise ratio change. Below every curve
is the captured PRN, and the number inside the box under the PRN is the decibel
number of the carrier-to-noise ratio. Figure 2.30a is the signal tracking diagram of
the regular GPS receiver before adding the jamming signal; Fig. 2.30b is the
instantaneous signal tracking diagram after adding the jamming signal; Fig. 2.30c is
the signal tracking diagram when the jamming mitigation system is used; Fig. 2.30d
is the instantaneous signal tracking diagram after adding the beamforming module;
Fig. 2.30e is the tracking effect diagram after the beamforming module has been
initiated and the signal becomes stable.

It can be seen in Fig. 2.30a that before adding the jamming signal, the GPS
receiver can capture 9 satellites, and the average carrier-to-noise ratio is approxi-
mately 39.11 dB. In Fig. 2.30b, after adding a —50 dBm (the jamming-to-noise
ratio is 30 dB) jamming signal, the receiver immediately loses the lock, and all
signal tracking curves drop down. Then the satellite cannot perform normal
acquisition and tracking. It can be seen in Fig. 2.30c that after initiating the GPS
jamming mitigation system, the signal tracking curve immediately rises up. As the
signal becomes stable, the carrier-to-noise ratio increases gradually until it becomes
stabilized. As the signal gradually becomes stable, the carrier-to-noise ratio rises up
gradually until it becomes stabilized. In Fig. 2.30d, after the beamforming module
is initiated, the signal carrier-to-noise ratio rises up rapidly. In Fig. 2.30e, after the
signal stabilizes, the average carrier-to-noise ratio improves by 5.68 dB compared
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with that of after the jamming mitigation due to the signal processing gain brought
by the antenna array. This is because the GPS receiver module has acquisition
function towards the low signal-to-noise visible satellites. In addition, at different
moments, the visible satellites can change, so that after jamming mitigation, the
system can track the PRN20 satellite. The experiment results show that while the
system implemented suppresses the jamming signal, it forms a higher beam gain
towards the direction of the satellites, so that effectively improves the signal’s
carrier-to-noise ratio.

2.6 Space Time Adaptive Filtering

Space-time Adaptive Processing (STAP) was proposed by Brennan et al. [48] in
1973 to solve the ground clutter suppression problem that shows a space-time
two-dimensional coupled distribution for airborne radar. It essentially expands the
one-dimensional spatial domain filtering technique to time and space
two-dimensional domain, to form Time-Space two-dimensional processing struc-
ture. Reed et al. [49]. proposed the Sample Matrix Inverse (SMI) algorithm to
compute adaptive weight. After this, to solve the problem of large computational
load of two-dimensional optimal processing, Klemm proposed the auxiliary channel
(ACR) [42] algorithm, Hong W. et al. proposed the joint domain localized pro-
cessing (JDL) algorithm [50] and the >, — A STAP algorithm [51], and Pao Zheng
et al. proposed the method of “time first, space next” adaptive cascade processing
method and partial joint adaptive processing method (abbreviated as
two-dimensional Capon method and 3DT method) [47]. All these algorithms are
computation-efficient. In addition, to promote the applicability of the STAP,
scholars globally have studied problems such as reduced ranking processing and
STAP under non-uniform environment.

For airborne and missile-borne receiver applications, the array antenna apertures
are usually restricted. When there are various types of jamming (e.g. narrow band
and wideband jamming, dispersion multipath interference etc.), only spatial domain
processing cannot provide enough degrees of freedom to have good jamming
suppression performance. Consequently, Fante et al. applied the STAP technique
on GPS jamming mitigation, to greatly improve the degrees of freedom of the
adaptive system. They also studied the criterion of the space-time jamming miti-
gation, the impact from multipath jamming, and the GPS signal distortion caused by
STAP [16, 52-54] etc.

2.6.1 Space-Time Processing Data Model

Considering a uniform linear array composed of M array elements, and each array
element has K taps with a tap delay of T. The STAP structure is shown in Fig. 2.31.
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It can be seen on every array element channel that a FIR filter is constructed using
delays at all levels that can be used in the temporal domain to remove jamming.
From the perspectives of the nodes with the same time delays, different array
elements constitute adaptive filter in the spatial domain, so it can identify spatial
jamming sources, and suppress jamming by forming spatial domain nulls.
Consequently, space-time processing has the ability to eliminate the jamming in the
space-time domain.

We assume that after down-conversion, the received baseband signal x(¢) at the
reference point at time ¢ is represented as

(9]
x(t) = s()+ Y _jg(t) +e(t) (2.143)

where s(z) denotes the satellite baseband signal; j,(7) denotes the baseband signal of
the gth jamming signal; e(?) is the additive Gaussian White noise. The data received
by the array at time ¢ can be written in the form of a MK x 1 dimensional vector, i.e.

X(t) = 11 (6), x12(0), - . o X1k (1) - - o a1 ()« « oy g (1)) (2.144)

where x,,(?) is the received signal at time ¢ for the mth array’s kth delay unit, and it
can be represented as

Qo
)ka(l) = Smk(t) + qumk(t) + emk(t) (2145)

g=1

For the GNSS signal in (2.145), the first array element of the uniform linear
array is used as the reference point. By referring to the definition in (2.12), the
GNSS signal received by the mth array’s kth delay unit at time ¢ can be written as

_2n(m—1)d sin0

swe() = st — (k — DT)e 77 (2.146)

where 0 denotes the angle of arrival of the satellite signal, and d denotes interval
between array elements, and A denotes the wavelength of the GNSS signal.

The GNSS signal received by the antenna array can be written at time ¢ in the
form of a MK x 1 dimensional vector, i.e.

5() = [s11(0), s12(0), -y s16(0)s oy a1 (D), .., sk ()] = As(r)  (2.147)

where s(r) = [s(1),s(t = T),...,s(t — (K — 1)T)]" is the delayed GNSS signal at
the Kth level, and A = Ix,x ® a(0), a(0) is the spatial domain steering vector
(reference (2.12)), and ® denotes the Kronecker product.

In Fig. 231, {wwmtm=1,2,...M;k=1,2,...,K) is the space-time
two-dimensional weight vector, and w,; is the weight for the kth delay unit of
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Fig. 2.31 STAP block diagram

the mth array element. The weight vector is written in the form of MK x 1
dimensional vector, i.e.

W = [Wlla W12y v ooy WIKy <o oy WML, « .« WMK]T (2148)
Then, the output the space-time processor is
y(1) = whx(r) (2.149)

For the jamming component in (2.145), if multipath interference is not consid-
ered, its model is very similar to the model of the GNSS signal. If the jamming
signal and the jamming signal’s multipath signal incident on the array antenna
simultaneously, as shown in Fig. 2.32, the received jamming signal becomes a
combined jamming signal after the directly arrived wave and the reflected wave
interfere with each other. This scenario happens more often when a GNSS receiver
antenna is installed on a mobile platform. Using an airplane example, due to the
reflections of the fuselage and the wings, the reflection waves of the jamming
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Fig. 2.32 Multipath Jamming
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among different antennas are only partially correlated, i.e. the array generates the
dispersion phenomenon, also known as dispersion multipath jamming [55]. Below
we use airborne dispersion multipath jamming as an example, to illustrate the
necessity of the STAP processing.

For the gth jamming signal j,(7), if the array antenna receives another even larger
reflected jamming signal relative to the LOS jamming signal, then the jamming
signal received by the mth antenna becomes

Tam () = jom (1) + g (t — Tp) (2.150)

where the time delay of the multipath jamming relative to the LOS jamming is 7,,;
the multipath attenuation coefficient is o. The jamming signal received by the array
can be written in the form of a M x1 dimension vector as
J, (1) = [T (1), Jp2(0), ... .,JqM(t)]T. Then the array covariance matrix for the
jamming is

R; = E{J (0380}

— o?[a(0) a(empnl 1 “’*(ﬁ]"")][aw,) a(0,)]"

oc*r(‘cmp) | o

(2.151)

where 0]2 is the power of jamming signal; 0; is the direction of LOS jamming; 0,,, is
the direction of multipath multipath; a(0;) is the array steering vector of LOS
jamming; a(0,,,) is the array steering vector of the multipath jamming; r(7,,,) is the
correlation function between the LOS jamming and the multipath jamming.
Under the above given assumptions, if the correlation function between the LOS
jamming and the multipath jamming r(t,,,) is not equal to 1, then the rank of the
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jamming covariance matrix is 2, and the array shows dispersion phenomenon. For
this same reason, we can derive that, if one LOS jamming and P multipath jam-
mings incident on the array simultaneously, since the received signals among dif-
ferent antennas are not correlated anymore, the rank of the jamming covariance
matrix is larger than 1, and at maximum it can reach P + 1. Under the condition, if
only spatial domain array process is used, multiple degrees of freedom are con-
sumed to resist one jamming source. For M-element antenna array spatial domain
processing, at maximum M — 1 nulls can be formed. When dispersion jamming
exists, the reduction of degrees of freedom can degrade the performance of only
spatial domain jamming suppression. STAP can greatly improve the degrees of
freedom for adaptive processing, and furthermore it can improve performance by
resisting dispersion jamming.

When wideband jammings exist, similar to the case above, the signals received
by various array elements are not correlated with each other anymore. Therefore,
STAP is also needed to improve the degrees of freedom for adaptive processing.

2.6.2 Space-Time Power Minimization Algorithm

The process used in space-time adaptive jamming mitigation uses different
space-time algorithms to derive weight vectors for the array, so that the array output
can be rendered immune from the impacts of jamming. This optimum criterion is
the theoretical foundation in determining the space-time processing optimal weight
vector. Different optimum weight vectors satisfying different requirements can be
derived based on different criteria. Among them, the space-time power minimiza-
tion algorithm [8] is widely applied on many GNSS receivers based on array
antennas because it does not need any a priori information and the implementation
is simple.

The power minimization algorithm, if the GNSS signal at the receiver is rather
weak (around 20 dB lower than the noise level) and the jamming signal is very
strong (often much larger than the noise level), determines the weight vector by
minimizing the array output signal power. The method requires the weight of the first
tap to be 1, and then a weight vector is selected to minimize the output power, i.e.

min wiR,w
w (2.152)
s.1. WHaMK =1

where R, = E{x(¢)x!(¢)} is the theoretical covariance matrix for received signals
by the array. In actual computation, it is usually substituted using the sample

. N
covariance matrix R, = 3" x(n)x"(n); dyx = [1,0,...,0]" is a MK x 1 dimen-
n=1

sion vector. Based on the Lagrange principle, the weight vector can be derived as
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Even though the power minimization method does not need any a priori infor-
mation and can be easily implemented, it cannot provide beam gain brought by
array processing. So it cannot maximize the output signal to jamming-plus-noise
ratio.

2.6.3 Space-Time De-spread Re-spread Algorithm

As described in Sect. 2.5.2, the blind adaptive algorithm based on de-spread
re-spread algorithm takes advantage of the fact that the GNSS signal’s spread
spectrum code is known, so that it can simultaneously achieve array signal pro-
cessing gain and jamming suppression with no need to know the directions of
GNSS signals beforehand. Thereby, to expand the de-spread re-spread technique to
the space-time domain, we can obtain space-time de-spread re-spread jamming
suppression algorithm, and its block diagram is shown in Fig. 2.33.
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Fig. 2.33 Block diagram of space-time de-spread re-spread algorithm
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First, we project the space-time data towards the inverse matrix of the covariance
matrix, i.e.

y(t) = R 'x(¢) (2.154)

Then to perform acquisition and tracking on any one signal in (2.154), we can
obtain the PRN code ¢;(r — 7;), frequency &; and navigation message Dl(t -1
synchronized with the /th GNSS signal. From this information the /th GNSS signal
can be reconstructed, i.e.

di(t) = Dy(t)ci(t — 3,)™ =) (2.155)

We can reconstruct GNSS signals received from all L satellites or those satellites
satisfying the position requirements using this method.

By performing correlation between reconstructed /th GNSS signal and the
projected space-time data, the derived cross-correlation is

b= y(n)d; (n) (2.156)
n=1

Based on this, similar to (2.142), we can obtain the space-time de-spread
re-spread weight vector

Wiop = R 'y (2.157)

By repeating the steps described in (2.155)—(2.157), we can obtain the corre-
sponding beams for L GNSS signals, and every beam points to one GNSS satellite.

2.6.4 Reduced Rank Space-Time Adaptive Filtering
Algorithm

Good jamming suppression effects can be achieved by applying STAP technique on
GNSS receivers. But, STAP processing involves the inverse of two-dimensional
high order matrix. Not only does it require a large amount of computation, it also
has a higher demand on the number of snapshots. Therefore, it is very important to
perform reduced rank simplification on STAP [56]. It not only can greatly reduce
the amount of computation, it also reduces the speed of convergence. In this sec-
tion, we introduce some commonly used reduced rank STAP jamming suppression
algorithms presently, including Principal Components (PC) [56], Cross Spectral
Metric (CSM) [57], Multistage Nested Wiener Filter (MWF) [58-60], and
Multistage Iterative Reduced Rank (MIRR).
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Before introducing these commonly used reduced rank algorithms, we give the
unified structure of reduced rank space-time adaptive jamming suppression algo-
rithm based on the Wiener filter structure shown in Fig. 2.34.

Weiner-Hopf equation’s solution is

wo = R 'ty 2 (E{xx"}) ' E{xd}} (2.158)

where dj denotes the desired signal; x is the two-dimension snapshot vector cor-
responding to the observed signal received by space-time processor; wy is the
weight vector of space-time processor; dy = wiix is the estimate on the desired
signal; R, = E{xx''} is the covariance matrix corresponding to the observed signal;
rw, = E{xd}} is the cross-correlation vector between the observed signal and the

desired signal. The minimum mean square error of the output corresponding to
(2.158) is

MMSE = o, — 1},

Xd()

R 'ry, (2.159)

where 05210 = E{dyd};} is the average power of the desired signal. It can be seen in
(2.158) that the weight vector wy makes do approach the signal component of the
desired signal dj that is correlated with the observed signal, i.e. dy is the projection
component of the observed signal x on the direction of cross-correlation ryg,.

To solve for the classic Wiener filter’s optimum weight vector, an inverse
operation on the covariance matrix of the observed signal received by space-time
processor is needed. The amount of computation is very large and the speed of
convergence is slow (i.e. very high requirement on the number of snapshots). Thus
further illustrates the necessity to perform reduced rank processing. By performing
reduced rank processing, a smaller subspace can be created to approximate
observation space that can greatly reduce the computation complexity and achieve
faster speed of convergence. Theoretically, when the dimension of the reduced rank
is reduced down to the space dimension of the jamming signal, the impacts on the
processor’s jamming suppression performance are not significant.

The reduced rank STAP jamming suppression algorithm can be expressed in a
unified fashion: by using a MK x D dimension reduced rank transformation matrix
T = [ti,ta, ..., tp] (Where D <MK represents the dimension after reducing the
rank of the input observation signal), so that the dimension of the observed signal is
reduced from MK dimension to D dimension, and the D-dimension adaptive

Fig. 2.34 Block diagram of a + €

classical Wiener filter d, =@—>
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Fig. 2.35 Unified structure for reduced rank space-time adaptive jamming suppression algorithm

processing can be done in this reduced rank space. A D x 1 dimension adaptive
weight vector wy, can then be obtained, as shown in Fig. 2.35.

After performing T transformation reduced rank processing on the observed
signal, the new input observed signal vector obtained is

xp = THx (2.160)
The covariance matrix corresponding to the observed data after rank reduction is
Rp = THR,T (2.161)

It can be seen that the dimension of covariance matrix reduces from MK x MK
to D x D. Thereby, to solve the space-time adaptive weight vector after rank
reduction wp, the amount of computation needed for covariance matrix inverse
operation can be reduced significantly. The overall weight vector of the space-time
adaptive processor is

w = Twp (2.162)

The key for reduced rank processing is to select the proper reduced rank
transformation matrix T, so that as the rank of the processor reduces, we still can
achieve performance close to that of a full-dimensional optimum processor.

1. Principal Component Method

The main idea of the principal component method (PC) [56] is to perform
eigenvalue decomposition on the observed data’s covariance matrix R,, to obtain
eigenvalue /; and the corresponding eigenvector v;, i.e.
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MK
R, = VAV! =3 " Jvv! (2.163)
i=1

where the diagonal element of the diagonal matrix A iis R,’s eigenvalue; V is the
matrix composed of column vectors of R,’s eigenvector.

The GNSS signal reaching the receiver is much weaker than the noise level,
while the jamming signal is fairly strong and is way above the noise level, thereby
the space expanded from the eigenvector corresponding to the R,’s large eigen-
values can be regarded as the jamming subspace, while the space expanded from
the eigenvector corresponding to R,’s small eigenvalues can be regarded as the
noise subspace. By arranging R,’s eigenvalues in descending order
(i.e. 1=A> - 2Ayk), the eigenvectors v; corresponding to the first D largest
eigenvalues /; can be used as the reduced rank matrix, i.e.

T = VD = [V], Vo, ..., VD] (2164)

Now, the observed data’s covariance matrix R, can be approximated using the
following formula

D
R, ~ Rpc = VpApVj = > Jviv! (2.165)

i=1

where the diagonal matrix Ap = diag{4;,42,...,4p}, and is a D x D dimensional
matrix; the reduced rank eigenvector Vp is a MK x D dimension matrix, and the
reduced rank dimension D <MK — 1. If D is bigger than the dimension of the
jamming subspace, the jamming information can be preserved. Then, the principal
component method’s weight vector is

D

1
Wpc = R;érxdn = ZIV,'V?I'M{O (2166)
i=1 "

If all jamming components that need to be suppressed are all contained in the
reduced rank matrix T, the principal component method has very good reduced
rank performance. But the PC method approximates the auto-correlation matrix
based on the eigenvalues’ amplitudes only. It does not consider the space-time
two-dimension steering vector of the desired signal. Consequently, the space
compression is not complete. When there is characteristic spectrum expansion and
subspace leakage, the performance of the PC method’s compression usually
experiences sharp degradation. Aiming towards the above questions, we introduce
the cross spectral metric to improve the principal component method.
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2. Cross Spectral Metric

The main idea of Cross spectral metric (CSM) [57] is to use the amplitude of
cross spectral energy as the criterion to select reduced rank matrix. By substituting
the observed data covariance matrix’s eigenvector decomposition expansion for-
mula (2.163) into the Wiener filter output’s minimum mean square error expression
(2.159), we can obtain

MK H

ViV,
) H p-1 _ 2 H ivi
MMSE = oy — 1 R Ty = 05 — Ty E — T
=1
MK | JH 2 MK (2.167)
2
_ 2 Vi'ra| 4 o P
=0, — — ) =04 — -
0 yn 0 yn
i=1 1 i=1 "1
where p; = ‘Vflrxdo’ denotes the space correlation between the ith eigenvector and

the desired signal’s space-time two-dimension steering vector. By defining pi2 / A; as
cross spectral energy, we maximize the overall cross spectral energy by minimizing
the output MMSE in formula (2.167). Therefore, the cross spectral metric method

selects the eigenvectors V; corresponding to the first D number of eigenvalues 2
that maximize cross spectrum energy as the reduced rank matrix, i.e.

T=Vp=[V, V2, ..., Vp] (2.168)

Then, the observed data’s covariance matrix R, can be approximated as

D
Rx ~ RCSM = VDADVE = Z /1,“",{’? (2169)

i=1

Then, we can obtain the cross spectral metric method’s weight vector
D
—1 < cH
Wesu = RegyTva, = E =ViV; T'yq (2.170)

The data compression effect of the cross spectrum measure method is better than
that of the principal component method. But, both the cross spectrum measure
method and the principal component method need to perform eigenvalue decom-
position on the observed data’s covariance matrix to obtain reduced rank subspace,
so that the amount of computation required is still large. To some degree, this
constraint limits the application of these methods in actual engineering practices.
The multistage nested wiener filter method introduced below can avoid matrix
inverse and eigenvalue decomposition so it can reduce the computation complexity
for the above two problems.
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3. Multistage Nested Wiener Filter

The multistage Nested Wiener Filter (MWF) [58] is a multistage equivalent
realization of the Wiener filter. It uses a series of orthogonal projection to perform
multistage decomposition on observed input signal vector, then performs multistage
scalar Wiener filtering to synthesize the output error signal of the Wiener filter.
Compared with the PC and CSM methods that are based on feature decomposition,
the MWF method avoids complex operations such as matrix inverse and feature
decomposition.

Before we introduce multistage Wiener filter, we must first give the following
theorems [38].

Theorem 2.1 Using full rank matrix T € CMMK e perform pre-filtering on
observed data X (originally X) to obtain new observed data 7, = Tx,. The Wiener
filter weight vector w,, and estimated signal &’0 = Wgz 1 are also derived based on
this data, and the MMSE derived is the same as that of no prefiltering.

Below we give proof on Theorem 2.1, to derive the Weiner filtering performance
on full rank matrix pre-filtering. Figure 2.36 shows the block diagram of using full
rank matrix T € CMMK o perform pre-filtering processing on observed data Xo.

New observed data after pre-filtering can be written as

7, = TXO (2171)
The corresponding new mean square error is
MSE, = 0310 - ng‘zldo -w, ero + WZRZIWZl (2.172)

where R., = E{z;z}'} = E{Txox{T"} = TR,, T" is the covariance matrix for the
new observed data; r;, 4, = E {zld(’;} =F {Txodg} = Try,q, is the cross-correlation
between new observed data and expected data. The derived Wiener filtering weight
vector w,, can be represented as

WZ] = Ilzlll‘zld0
= [T R T " Tryg, = [T7']"'R; s, (2.173)
= [T‘I]HWXO
The new desired signal estimated based on new observed data is

dy = wgzl = ng’ITXO = WE()XO (2.174)
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Fig. 2.36 Wiener filter do
including pre-filtering

€o

X0—’| Tl |—>| Wz,

d()

It can be seen that the estimated results are the same as those before pre-filtering.
Now the new MMSE can be recalculated. Under the minimum mean square error
criterion, we can derive using (2.172)

_ 2 H
MMSE,, = o, —w,_ Ryw,_

2 Hm—1 H[p—17H
o — W, T TR, T [T } Wi,
_ 2 H
=0y — Wy R, Wy,

= MMSE,,

(2.175)

It can be seen that the output MMSE is the same as before pre-filtering.
Based on Theorem 2.1, we can use the full rank pre-filtering matrix

— hll-l MK xMK
Ty =|g [€C (2.176)
1

where hy = 14, /|[Txa || € CM ! is a normalized cross-correlation vector; By =
null(h,) € CME~1MK §s 3 (MK — 1) x MK dimension matrix orthogonal to hy,
and is regarded as the blocking matrix, and its expanded space is h;’s null space,
i.e. Bjh; = 0. Then, Fig. 2.37 shows the structure of a Wiener filter. Where d; =
hlfxo is Xo’s projection on the projection direction of the cross-correlation vector
I'y,d4,; 1 ensures that d; and dj have the largest correlation; x; = B X isa MK — 1

do + o
+ el B

v
+
3

A 4
3

Fig. 2.37 Two-stage Wiener filter structure
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dimension vector, and it corresponds to the projection X’s projection on its MK — 1
dimension subspace orthogonal to cross-correlation vector ry,4,, not containing any
information in dj.

The new observed data after pre-filtering the observed data x, can be represented
as

7 =Tixg = {hllix‘)} = {d‘] (2.177)

Its corresponding covariance matrix is

2 H
_ | 94 Tya
R, [rndl Rxll ] (2.178)

where

o5, = E{did}'} = hi'Ry,hy
g, = E{xidj} = BIR,} (2.179)
R, = E{x;x{} = B|R, B}

The R, in the above formula is the original R,. The cross-correlation vector
between the new observed data and the desired data is

. [Ixoas I
Iydy = E{zld()} = Tlrxndo = |:0<MK0;))><1 (2180)

Therefore, the Wiener filtering weight vector corresponds to the data in (2.177)
is
w, =R]'r 4, (2.181)

By applying the block Hermite matrix inverse formula, we can derive
H p-!
1 - )Cld[ X1

-1 —1 H p-1
_RX1 | RX1 (§II+rxldlrxlle )

X1

R =& (2.182)

where &, = E{|el|2} = afll — rfflle;llrxldl. By substituting (2.182) into (2.181),

we can derive the Wiener filtering weight vector after pre-filtering [59]
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H p-l
w _é,l 1 _rxllexl erod()H
=& _ , N
° -R;'rq R (CII oty RXII) 0k —1)x1
_ 2.183
= & gl (2.183)

—1
_R)q Txd,

)

It can be seen that, an MK dimension Wiener weight vector can be decomposed
into a form of one scalar and an MK — 1 dimension weight vector. Among them,
the scalar wy = 51—1 I*xods ||, the MK — 1 dimension weight vector w, = R;llrxld1 is
the Wiener solution of the estimated scalar d; based on MK — 1 dimension data x.

Using the same method we can decompose the Wiener filter stage by stage, as
shown in Fig. 2.38, until it can be decomposed to the (MK — 1)th stage. Then, we
can simplify the matrix inverse as the reciprocal of multiple scalars. h, of every
decomposition is the cross-correlation between the previous upper branch’s desired
signal and the lower branch’s observed data x,_;, in order to preserve the infor-
mation from the previous step as much as possible. The block matrix of every
decomposition B, can ensure orthogonalities among ever reduced rank components.
After Multistage decomposition, we can still obtain the same output MMSE as the
original Wiener filtering.

Actually, there is no need to completely decompose the filter. Only D-step
decompositions (D < MK — 1) can obtain almost all useful information. Then, the
observed data xp contains almost no jamming components, and its covariance
matrix tends to whiten, so that decomposition can stop [60]. As shown in Fig. 2.38,
a multistage Winder filter is composed of an analysis filter and a synthetic filter. The
analysis filter uses an orthogonal projection transformation to perform decompo-
sition, and the synthetic filter uses a set of iterative Wiener filters for synthesis, and
its input is the output of the analysis filter. The detailed steps of the original
multistage Wiener reduced rank algorithm’s iterative process are listed in Table 2.2.
In the table, By, = B;’.

Analysis filter Synthetic filter

Fig. 2.38 Multistage Wiener filter structure
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Table 2.2 Detailed steps of
original multistage Wiener
filtering algorithm

2 Jamming Suppression

Analysis filter

Initialization:
Rx = Rx() = E{Xoxg}, Iyg = Cxpdy = E{X()d(])—l}a B[ = IMK*I,
Bplran = IMKfl

Iterative computation: for i = 1,2,...,D
8 = \/rry, hy = ry/d;, 67 = hRh;, B; = null(h;),
ti = B?his Bplmn = BPH’ Bp = Bin» Iy = BprUBprranhi,

R, = B,R,,B!

Synthetic filter

Initialization:
ép = 0%, Wp = 5{)/50

Iterative computation: fori=D —1,D—2,...,2,1
G=0; =61 /Gwi= /4

Weight computation

Initialization:

w,=0,w,=1

Iterative computation: for i = 1,2,...,D
Wp = —WpW;, W, = W, +t;w,

When iteration completes, we can obtain: Wyyr = W,

Based on the above iterative solution process for the original multistage Wiener
filter, we can implement the reduced rank filter for the input observed signal. Below
we give the explicit expression of the method, i.e. (2.184)—(2.186). After com-
pleting the decomposition, the equivalent reduced rank matrix can be expressed as

D—1
Tywr = [t t2, .. tp] = |hy,Bho, .. [ T[] B! | o (2.184)
i=1

[ti,t2,...,tp] is the basis vector of the reduced rank subspace. The equivalent
weight vector after rank reduction can be expressed as

* Xk
Wp = |W], —Wiw,,..

D1 T
Y (—I)Dil H wi| = (TAP;IWFRxUTMWF) T?/[WFrxodn
i=1

(2.185)

The overall weight matrix can be denoted as

Wywr = TywrWwp (2.186)

Different block matrices can enable different implementations for multistage
Wiener filter. Goldstein, Reed and Scharf, who originally proposed the multistage
Wiener filter, provided a method to compute a block matrix in the appendix of
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Ref. [58]. The implementation method is known as GRS-MWF. The vector is
represented as

hi - [hil 5 h,’g, ey hi(MK*i)] (2187)

Then GRS-MWF’s block matrix is

r B

o h—zl o --- 0 0 0

1 =1

0 PR 0 0 0

Bi=1: = = " : : (2.188)
1 —1
O O 0 o hi(MK—i—z) hi(MK—i—l) O
DR 1 71
L 0 0 0 0 higag—i-1y  higug—i) _

It can be seen that B; is a (MK — i — 1) x (MK — i) rectangular array. Since
x; = B;x;_|, we know that the dimension of x; decrements by 1 as i increases, and
that it is very beneficial for reducing computation load and storage requirement. By
truncating the multistage Wiener filter after the Dth step (D < MK — 1), we can
obtain a D-order reduced rank multistage filter, and this is also known as a mul-
tistage Wiener filter with rank D.

Multistage Wiener filter can also be implemented using the correlation sub-
traction structure called CSA-MWF, as shown in Fig. 2.39. The structure is
equivalent to a block matrix as

h;h!!
([l

B =1, (2.189)

Furthermore the analysis filter in Fig. 2.37 can also be simplified. As shown in
Fig. 2.39, the CSA-MWEF structure is based on a data field, so it does not need to
explicitly compute the input observation signal’s covariance matrix and block
matrix. Therefore, the amount of computation can be greatly reduced compared
with the GRS-MWF structure.

truncate
after the |
D-step |
iterations |

d,y(m) = e,(n) :

Fig. 2.39 Data field CSA-MWF implementation structure
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Table 2.3 Detailed steps for
data field CSA-MWF
algorithm

2 Jamming Suppression

Synthetic filter

Initialization: do(n) = 8t x(n), xo(n) = x(n) — Sy do(n)

Iterative computation: for i = 1,2,...,D

h; = E{xi_1(n)d;_ (n)}/[|E{xi-1 (n)d;_ (n) }
d,'(l’l) = thXi_l(l'l),

x;(n) = x,_1(n) — h;(n)d;(n)

>

Synthetic filter

Initialization: ep(n) = dp(n)

Synthetic filter

Iterative computation: for i =D, D —1,...,2,1
wi = E{eim)d;_, (n)}/E{ les(m) |},

ei-1(n) = di-1(n) — wie;(n)

Weight calculation

Initialization: w), = 1

Iterative computation: for i = 1,2,...,D
_ * L
Wy = —WWw!, w; = w,

The detailed steps for the data field CSA-MWF algorithm iterative process are

shown in Table 2.3.

Below we give the explicit expression for the method, i.e. (2.190)—(2.192). After
completing the decomposition, the equivalent reduced rank matrix can be expressed

as

Tuwr = [Suk, hi, ..., hp] (2.190)

After rank reduction, the equivalent weight vector can be expressed as

wp = [L,wi,...,wp]" (2.191)

The overall weight vector can be denoted as

Wywr = TMWFWD (2 192)

4. Multistage Iterative Reduced Rank Method

It can be discovered from the Multistage Nested Wiener Filter introduced above
that these methods use iterative computation to avoid the processes of covariance
matrix inverse and feature decomposition so the amount of computation can be
reduced. Among them, the data field’s CSA-MWF implementation structure
improves the computational complexity on the analysis filter by not calculating the
covariance matrix, as well as reduces every iteration’s computation complexity by
calculating cross correlations among vectors to derive new desired signal and
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observed data. This method then iterates backwards in the synthetic filter to
determine the weight vector. Even though it is a scalar Weiner filter structure, but
they nest with each other so that they can not be realized using parallel computa-
tion, thereby the overall real time performance of the algorithm suffers. The syn-
thetic filter structure can be improved by making it execute one iteration for every
added step, e.g. compute the weight vector in parallel. This parallel multistage
iterative structure after improving both the analysis filter and synthetic filter is
known as the Multistage Iterative Reduced Rank method.
From (2.185) and (2.186), the overall weight vector can be represented as

-1
S —— T(THRXOT) Thr, ., (2.193)
where we can simplify so that T = T;r. For the multistage Wiener filter structure

shown in Fig. 2.36 with a rank of D, the ith desired signal after analysis filter
decomposition can be written as

i—1

j=1

By writing various stages of desired signals into vector form representation, we
have

H

d? = [dy, do, ..., dp|'= [T“ﬂ X0 (2.195)

By substituting (2.195) into (2.193), we can obtain the overall weight vector as
-1

Wanp = TO) {Rf,’”} rud, (2.196)

where R = E{d®[d?)"} = TR, T® is a transformation covariance
matrix, and we derive
R (i) = E{did; } = o
R(i,i—1) = E{dd" ,} = E{0¥x,\d} |} = hl'r, 4, =6
R (i—1,i) = E{di1d}} = E{d_x" b} =1 , h=8, i=273,...D
(2.197)

Therefore, R(dD) is a real number matrix in the form of three diagonal matrices



102 2 Jamming Suppression

(63 & 0 - 0 0
52 0'312 53 0 0
RO | © o0 o3 .0 0 |_|RPY 52) (2.198)
: : . op_1 O 0 Jp 0-5[)
0 0 0 5071 0'507] 5D
0o 0 0 0 & o]

Also in (2.196)

= {005} = £ [19] i) = s = [0 s = 3]

(2.199)

It can be known from (2.199) that the weight vector in (2.196) only needs to be
used in the first row of [R&D)]fl, and multiply it by 0;. By defining

€= [cP o ., oP]-= [R;Dq_l (2.200)

and further expanding (2.200) based on the block Hermite matrix inversion for-
mula, we can obtain

o] -1 c-1 B H
c? = [RP] = { R [b®] (2.201)
fp =02 —nCh ), (2.202)
5pCPD
p® — {_ D 1071 ] (2.203)
where Cg-)) denotes the ith element of the jth column Cj@. We only need the first

~1
row C(ID) of {R;m] to compute the weight vector in (2.196).

(D-1) 2 c(0-1)
c” = G +ﬁDIC1D 1 %Cy (2.204)
0 .

(D-1)
where C ﬁD |:_5D(11D—1 :|, C<DD>D = ﬂBl, BD = O-tzip — 52Dﬁ5ll Since C(ID)

can be solved iteratively based on (2.204), the overall weight vector is

Wawr = 5 TP C (2.205)
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—_———— e ——— e — — — — —_—— e — — =

|
X0 (}’l) ‘m | Xl(”) - Xz(”)
QOO a0
- |
|
A dl (n) : y Truncate
|
|

[ P

h,
y

| ;
0 (1) I o (2) (2)
Computerg , 711, B, c/‘m s Clust Computery , 122, fa, Chinst» Clas
|

I

|
I I
| |
I I
| |
I after D-step |
| iterations |
| |
| |
| |
| I

Fig. 2.40 Implementation structure of multi-step iteration

From (2.205), we extrapolate that for every incremental stage of the filter, only
one iteration needs to be added, so that the recursive updating for backward iteration
can be avoided. If the analysis filter adopts the CSA-MWF implementation structure,
and at the same time the synthetic filter adopts the backward iterative algorithm, the
constructed multistage iterative implementation structure is shown in Fig. 2.40.

Detailed steps of multi-step iterative algorithm are listed in Table 2.4.

We can summarize the various reduced rank methods introduced above: When
the jamming subspace components are all contained in the reduced rank matrix T,
the principal component method has very good reduced rank performance; When
there exist a characteristic spectrum expansion and subspace leakage, the cross
spectral metric method has better data compression effect; The multistage nested

Table 2.4 Detailed steps of
the multi-step iteration "
algorithm do(n) = 6MKX(H) Xo(n) = X(n) ‘SMKdO(n)
hy = E{xo(n)d;(n) }/|[E{x0(n) (n) = hHXO( )s
xi(n) = xo(n) — hy(n)di (n), ro,1 —0’ iy = E{di(n)d;j(n)},

M _ -1
Crirst = rl .10 Clast = rl 1

Initialization

Iterative computation
fori=2: MK - 1

b = B{xi 1 ( ()} /|| E{xic1 (n)df (n) }
d;(n) = h!! x,,l( ),
x;(n) = x;_1(n) — h;(n)d;(n), r;; = E{d,—(n)di*(n)},
riry = E{di_ (n)d; (n)}, B =ri; — ’r,- 1i|2cl(:§;.li)—l’
= [o | el

7"1 L,i

s

i - — . (l;l) .
cl(aZt = ﬂi ! |: rlilvl’clam :|’ MSEO) = Udn erodu”Zcﬁrsll

If MSE®) < MSEreshoias Then D = i, jump out
Weight calculation

Tp = [ti,t2, ..., tp] = [hy, ... hp], wawr = ||l‘x(,do\|2TDC§-ilr)s)t
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Wiener filter method avoids performing matrix inverse and eignevalue decompo-
sition; The multistage Wiener filter with correlated subtractive structure does not
need to explicitly compute observed data’s covariance matrix, and does not need to
compute the block matrix, therefore it can further reduce dynamic range and
amount of computation. The multi-step iterative reduced rank method achieves
parallel computation of the weight vector, so the real-time performance of the
reduced rank algorithm improves significantly.

2.6.5 Impacts on GNSS Signal by Space-Time Processing
and Equalization Technique

Since a space-time processing method performs jamming suppression in the joint
space-time domain, frequency responses over the whole processing bandwidth are
not consistent, inevitably leading to distortions on GNSS signals, as a result cross
correlation functions between array outputs and local signals have phenomena such
as mainlobe broadening, cross correlation peak shift etc. Those phenomena have
impacts on GPS signal acquisition, pseudo-range measurement, and determination
of user positions [61]. This section analyzes the impacts of space-time processing
on GNSS signals, and introduces some existing main STAP compensation tech-
niques, including weight constraint [61], temporal-domain filter [61], least squares
inverse filtering and equalization method based on homomorphic filtering principle
[62].
Array output signal after the space-time adaptive jamming mitigation is

y(n) = wx(n) = wAs(n) + wj(n) + w'e(n) (2.206)

where x(n) denotes the space-time two-dimension snapshot; w denotes the adaptive

weight vector corresponding to the STAP algorithm; A = Ix.x ® a(0), a(0) =

_:2md sin0 _on-1dsing] T ] ] )
lLe 7, ... e = is related to the actual direction of arrival 6 for

GNSS signals; s(n) is the K-stage delayed GNSS signal; j(n) and e(n), respectively,
are the jamming and noise components of space-time two dimensional snapshot.
To suppress and eliminate the jamming, it is equivalent to
whj(n) ~ 0 (2.207)
Then the output of the array is

y(n) =~ wAs(n) +whe(n) = wAs(n) +e(n) (2.208)

where ¢(n) = w'e(n) represents noise output.
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After the STAP processing, uniform linear array response coefficients for dif-
ferent time delays can be represented using a K x 1 dimension vector h = (WHA)T,
ie.

h = [1(0), (1), ..., (K —1)]" (2.209)
where
on(M— l)dsm()
Zwmke I (2.210)
By transforming (2.210) to frequency domain, the GNSS signal’s frequency

response can be obtained using space-time processing

H(w) = h(k—1)e kDT

(2.211)

Noalings

M 7n(M l)d sin 0
§ : kae J(U(k*l)T]
1 m=1

~
Il

If it is assumed that the frequency response of a satellite transmitting signal s(¢)
is S(w), then the frequency response for the output after the STAP processing is
S(w)H (w). Therefore, we can obtain the output signal after the STAP for the GNSS
signal, and it has the following format

1

o [ ) S(w)H(w)e™ dw (2.212)

y(n) =

It can be known from distortion-free transmission conditions H(w) = Ke 1%
(where K and 7y are constants) that when the STAP’s frequency response to the
GNSS signal H(w) does not satisfy the above conditions, the GNSS signal has
distortion.

To compensate for the impacts on the GNSS signal by the STAP process,
scholars all over the world have performed related research studies. Among them,
the weight constraint method proposed by professor Hatke from MIT [61] performs
equalization on all distortions of the GNSS signal, to make their impacts on the
distortions the same. This method adds an orthogonal constraint condition to solve
new weights for different jamming mitigation algorithms. The MITRE Corporation
in the US proposed an equalization algorithm based on a temporal-domain filter
[61] to make different GNSS beams’ STAP responses consistent, i.e. let every
GNSS signal’s beam output convolute with STAP responses of other GNSS signals
using an added temporal-domain filter. The University of Chinese National Defense
proposed the method of adding an inverse filter. The method, based on the principle
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of deterministic least squares inverse filter, solves for inverse filter coefficients for
every GNSS signal, and adds array outputs, to recover the desired GPS signal.
Since linear filter has difficulty separating the product signal or convolution signal,
the China Civil Aviation University proposed an equalization algorithm based on
homomorphic filtering [62]. The method transforms a convolution type combined
signal to an additive signal, then designs a filter to separate signals in it, so that
responses of STAP at different delay taps are consistent. Below we introduce the
basic principles of these methods one by one.

1. Weighted Constraint Equalization Algorithm

Weighted Constraint Equalization Algorithm [61] directly adds constraint con-
ditions on jamming mitigation weights of the STAP process, and re-solves for new
weights. From (2.211) we can obtain the response of the space-time processing on
the GNSS signal as: h = [1(0), h(1),h(2),...,h(K —1)]", h = WA T isa K x 1
dimension vector. The weighted constraint method, in terms of a specific satellite,
means that the group delay of the constraint h is a fixed value. And the constraint
can be achieved using the following orthogonal constraint condition

h'dc =0 (2.213)

where

oc =

OR,(AT(D — 1))
/ ot (2.214)

OR,(AT(D — K))

DAT is the fixed time delay; R;(7) is the auto-correlation of the GNSS signal; O(e)
represents the derivative operation.

This method, for different space-time adaptive jamming mitigation processing
algorithms, needs to have additional orthogonal constraint conditions. For example,
by adding a constraint condition for the Capon jamming mitigation algorithm
wHAQdc = 0, the solution of weights can be achieved using the formula below

min wiR,w

Alw = B (2.215)
s.t.
wlAde =0

where B, is a constant vector. Let B =[A, Adc], C=[p" 0]. By writing
(2.215) in the form of augmented matrix, weights can be recalculated as

min wiR,w

2.216
s.t. wiB=C ( )
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Using the Lagrange method to solve weights, the new weights can be obtained as
w=R;'B(B"R;'B)"'C" (2.217)

2. Temporal domain filter equalization algorithm

Temporal domain filter equalization algorithm [61] makes different GNSS’
STAP processing responses consistent by adding temporal domain filters. The goal
of this method is to convolute one GNSS signal’s beam output with other GNSS
signals’ STAP responses. Thereby, the minimum order of filters for this equaliza-
tion algorithm is 3K-2.

Assuming signals from four GNSS satellites incident onto the array, the output
signals after array jamming mitigation for every satellite are y;, y,, y3 and y,
respectively, and the space-time responses on the four satellites are hy, h,, hy and h,
respectively. To make the responses of STAP processes the same for all four GNSS
signals, we perform the computation below, to obtain four new output signals

yia(n), y2a(n), y3a(n) and yga(n).

yia(m) = yi1(n) xhy xhy xhy = {Wll{x(n)} xhy x h3 *x hy (2.218)
vaa(n) = y2(n) xhy xh xhy = {ng(n)} xh; xhs x hy (2.219)
ysa(n) = y3(n) xhy xhy xhy = {Wix(n)} xhy xhy xhy (2.220)
yaa(n) = ya(n) xhy xhy « hy = {wyx(n)} «h; * hy x hs (2.221)

where * denotes the convolution operation.

After using this method of adding temporal domain filter, we can make the
impacts of STAP processes the same for different GNSS signals. The four output
signals can have correlation processing with different local spread spectrum codes,
and the obtained cross-correlations are consistent. But this method can narrow the
signal spread spectrum. For example, the frequency spectrum of the first GNSS
becomes

This also leads to the expansion of correlation function.

3. Least Squares Inverse Filter Equalization Algorithm

The equalization compensation method based on deterministic least squares
inverse filter solves an inverse filter

g= [g(O), g(l)a B g(K)]T (2223)
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which minimizes the error energy V(g) = |0 —h = g||, 6 denotes an unit impulse
function. To solve this inverse filter, we need to solve the derivative of V(g) related
to g, and make that derivative as zero. Based on this, we can derive

ig(k)r(k =4, 1=0,1,..,K (2.224)
k=0
where
rik—1) = . h(i —Dh*(i — k)
T;OOC (2.225)

q(l) = io S(k)h(k —1) = h(=1), 1=0,1,.. K
k=m0 (2.226)
_ [h(0) 1=0
_{ 0 [>0
In matrix form, it is

r(Oi r((l)) r(K)1 g((l)) h(0)

r(*. ) r(.) r(K .* ) g(. ) _| o 2227

H=K) r—(K—-1) ... 0 ||ek) 0

Then it becomes convenient to solve for the inverse filter’s coefficients g.
4. Equalization Algorithm Based on Homomorphic Filtering

Homomorphic filtering [63] can be used to separate or process non-additive
combinational signals (e.g. product-type signal and convolution-type signal). The
basic approach of the method is to perform Fourier transform or Z-transform and
logarithmic transformation on mixed signals, so that the product-type signal and
convolution-type signal can be converted to additive signals. After performing
signal separation using linear systems, the signals can be converted back.

It can be known from (2.208) that the array output after the STAP jamming
mitigation processing can be represented as
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y(n) ~ wAs(n) +e(n) = h's(n) +e(n)

s(n)
s(n—1)

(2.228)

h(k)s(n — k) +e(n)
0

~
I

It can be seen that unlike the expected receiving GNSS signal s(n), array output
is equivalent to the process of convoluting the array response and the signal, i.e.

y(n) = hxs(n) +e(n) (2.229)

It can be seen in (2.229) that the impact on the signal by the STAP process can
be seen as a convolution distortion. Therefore, the correlation function between the
derived array output signal and the local spread spectrum code has distortion,
leading to errors in positioning results.

Below this method of homomorphic filtering can be used to isolate the GNSS
signals. First, Fourier transformations are performed on both sides of (2.229) to
convert the convolution distortion to a product-type distortion.

E(w)

— +
— H(0)[S() + B () (2:230)

where E(w) = H(w)E (o). Then let S;(w) = S(w) + E;(w), then (2.230) can be
written as
Y(w) = H(w)S1(w) (2.231)

After taking the logarithm, the product-type distortion can be converted to an
additive distortion, and we have

In(Y(w)) = In(H(w)S;(w)) = In(H(w)) + In(S;(w)) (2.232)
We then subtract the additive distortion after the transformation
In(S;(w)) = In(Y(w)) — In(H(w)) (2.233)
By taking exponential operations on both sides of (2.23), we can obtain

S1(w) = exp[In(Y(w)) — In(H(w))] (2.234)
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Fig. 2.41 STAP jamming mitigation and equalization compensation process

It can be known from (2.230) that S| (w) is the GNSS signal frequency response
under the influence of noise. By performing inverse Fourier transformation on
(2.234), the obtained signal is s1(n) = s(n) +e;(n), we then can recover the desired
GNSS signal, but the obtained signal still contains the noise component e ().

The four methods described above compensate for STAP process, and all need
to use the GNSS signal steering vector. Among them, the weight constraint method
needs to re-add orthogonal constraint conditions for different jamming mitigation
algorithms to solve for the new weights, but the added computation is mainly due to
matrix multiplication, so it adds relatively small loads. Every satellite beam output
for the temporal domain filter equalization algorithm needs to convolute other
GNSS signals’ response coefficients with different time delays, to let the correlation
function have certain degrees of expansion and time delay, so that the added
computation is for multiple convolution operations. When it is used to solve the
inverse filter coefficients for every GNSS signal, the least squares inverse filter
algorithm needs to have the covariance matrix of a GNSS signal’s STAP response,
S0 it increases computational load. Equalization algorithm based on homomorphic
filtering uses the homomorphic filtering to separate out the GNSS signal, so that it is
compatible with algorithms for estimating GNSS signal’s steering vector such as
the space-time de-spread re-spread method. The additional amount of computation
is mainly for fast Fourier transformation, logarithmic operation, and exponential
operation, so the amount of computation is still relatively small. Figure 2.41 shows
the STAP jamming mitigation and equalization compensation process.

2.6.6 Simulation Results

Below we perform simulations to compare the performances of various algorithms
described in this section. For simulations, we use an equidistant linear array with
the number of array elements being M = 4, and the interval between array elements
as half a wavelength. The signals received by the array can be down-converted to
the intermediate frequency 4.309 MHz, and the sampling rate is 5.714 MHz. After
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every array element, three time taps are connected to form a space-time processing
structure, and every time tap has a one-sample point delay. We set the following
simulation environment: five satellites PRN2, PRN6, PRN14, PRN20 and PRN25,
and their signals incident onto the antenna array with angles of —15°, 20°, —5°, 5°,
and 15°. The signal-to-noise ratio is —20 dB. Two single-frequency jamming sig-
nals with frequencies of 2.5948 MHz and 3.7376 MHz, incident onto the antenna
array with angles of —50° and 70°, and the jamming-to-noise ratio is 40 dB. Two
wideband jamming signals incident on the antenna array with angles of —70° and
50°, and the jamming-to-noise ratio is 40 dB.

1. Simulation Result Comparisons Between Spatial Domain Processing and
Space-Time Processing

When both wideband jamming and single frequency jamming exist, the simu-
lation results of spatial domain jamming mitigation and space-time jamming mit-
igation are compared in Fig. 2.42. Spatial domain processing uses the spatial
domain power minimization algorithm, and space-time processing can use the
space-time power minimization algorithm and space-time de-spread and re-spread
algorithm described in this chapter. Figure 2.42a shows the antenna pattern of the
spatial domain processing, where the dotted position represents the direction of the
jamming signal. It can be seen in the figure that not enough nulls are formed
towards the jamming directions for the spatial domain processing due to the con-
straints on the degrees of freedom. Figure 2.42b—e show the space-time domain
processing’s space-time two-dimension response graphs and the corresponding
top-view graphs. In these graphs, we mark the GNSS signal (PRN2) and
single-frequency jamming’s space-time two-dimension coordinates on the top view
graph. The nulls of wideband jamming aim towards the directions of —70° and 50°.
It can be seen from the subfigures that the space-time power minimization algorithm
and the space-time de-spread re-spread algorithm can form nulls towards the
jamming directions since they have more degrees of freedom. The space-time
de-spread re-spread algorithm can use more a priori information, so that the
obtained space-time two-dimension response graph has its mainlobe aiming
towards the GNSS signal’s space-time two-dimension coordinates, to achieve array
signal processing gain.

Figure 2.43 further explains the performances of spatial domain jamming miti-
gation and space-time jamming mitigation processes by acquiring PRN2. In the
figure, the x-axis denotes the chip delay, the y-axis denotes the Doppler frequency,
and the z-axis denotes the accumulated correlation. Figure 2.43a is the acquisition
result after spatial domain processing. It can be seen that since the spatial domain
processing can not effectively eliminate jamming impacts, the correlation output
does not have obvious peaks, so that it can not acquire the GNSS. Figure 2.43b, c
show acquisition results using the space-time power minimization algorithm and the
space-time de-spread re-spread algorithm. It can be seen that both subfigures have
obvious peaks, so they show that the GNSS signal PRN2 can be successfully
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Fig. 2.42 Comparisons of adaptive patterns

acquired. The jamming mitigation performance of space-time processing is better
than that of spatial domain processing. By comparing Fig. 2.43b, c further, we find
that the space-time de-spread re-spread algorithm can provide signal processing
gains, so that its correlation output peaks of acquiring GNSS are greater. This is
beneficial for the follow-up GNSS signal tracking.
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Fig. 2.43 Comparisons on PRN2’s acquisition results after jamming mitigation processing

2. Simulation Result Comparisons of Several Reduced Rank STAP Algorithms

Below we discuss and compare the rank reduction performances of applying
several rank reduction algorithms on the space-time power minimization algorithm.
Figure 2.44 shows the simulation results. For every set of subfigures, the left side is
the space-time two-dimension response, where the x-axis denotes the direction of
arrival; the y-axis denotes the normalization frequency; and the z-axis denotes the
space-time processing gain; the right side shows the corresponding top view. To
make it convenient to compare, we redraw Fig. 2.42b, which is the result before
rank reduction, as Fig. 2.44a, b. Due to simulation conditions, the dimension of
jamming subspace is 10, so the number of dimensions for several rank reduction
algorithms in the simulations are all set as D = 10. From the space-time
two-dimension responses and the corresponding top views, it can be seen that
various rank reduction methods can all form deep nulls towards the jammings.

3. Simulation Result Comparisons of Several STAP Equalization Algorithms

Figures 2.45 and 2.46 list comparative simulation results for several different
STAP equalization algorithms. In Fig. 2.45, the solid line denotes the normalized
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Fig. 2.44 Comparisons of STAP algorithm adaptive response diagrams for different reduced

ranks

cross correlation between the array output signal without equalization processing
and the local PRN codes; the “O” line denotes the normalized cross correlation
results after the STAP jamming mitigation and the additional homomorphic filtering
processing; the “4” line corresponds to the least squares inverse filtering method;
and the “{” line corresponds to the weight constraint method. It can be seen that
after the STAP jamming mitigation the peak values of correlation functions have
some offsets and broading, and this results in the measured PRN code’s initial
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Fig. 2.46 Different satellites’ cross correlation graphs with added temporal domain filtering

position errors, thereby acquisition and tracking are impacted. Several equalization
methods can all correct this type of distortion.

Since the added temporal domain filter method is different from other methods,
its results are listed in Fig. 2.46. When 4 GNSS signals incident on the array, it can
be seen from Fig. 2.46 that, for every satellite, when there is no added temporal
domain filter, peak offsets of cross correlation are different. When the temporal
domain filter is added, even though the correlation function has certain broadening,
the delays towards every GNSS signals are consistent, i.e. the offset amount is the
same, so it achieves the objective of equalization.

2.7 Summary

In this chapter, we discuss jamming suppression techniques from the perspectives
of temporal domain, spatial domain, and space-time domain. Temporal domain
processing is low cost and easy to implement, so it is suitable for suppressing single
frequency jamming with a low number of jamming sources. Spatial domain pro-
cessing is a fairly mature jamming suppression technique, so it is suitable in
environments of multiple narrowband jamming sources, and it has many
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corresponding adaptive filtering algorithms. In this chapter, we also analyze in
detail various spatial domain algorithms’ features and applicabilities. We proposed
a high-gain and high-robustness jamming mitigation algorithm for hardware
implementation. The space-time process represents a developing trend of jamming
mitigation, and can be used under various complex jamming environments. But the
amount of computation needed is large, and it is easier to trigger signal distortion.
Therefore we need to consider rank reduction processing and signal distortion
compensation techniques.
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