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W hat is  Java C ard  ?

n A  standard  o f S U N 

n A  new  w ay o f p rogram m ing  sm art cards  in  h igh  level language
->  Java

n The custom er possib ility  to  w rite  h is  ow n  ch ip  card  app lica tion
->  fas t tim e to  m arket

n R un the  sam e app lica tion  on  every ch ip  card  vendors  Java  C ard
->  in teroperab le  / second  source

n R unn ing  an in terp reter
->  subset o f the Java  V irtua l M achine

n S ecure  A pp lica tions  protected  against o ther A pp lica tions
->  firew all
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W hat is  a  S m art C ard

n A  p lastic  carrier con tain ing  an  ch ip  card  m odu le  w ith  a
m icroprocessor

n hardw are defined  in  IS O /IE C  7816  P art 1  and  2

ICC (Intelligent Chip Card)

IFD (Interface Device)
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W hat are the  use case o f
S m art C ard s

n S ave and  secure  user specific  data

n A n user spec ific  token  to  iden tify  user o r o ther tokens  aga inst a
system s

n A uthentication , A u thorization  and  C ertifica tion

n P rov ide  use  o f c ryp tography in  to lerab le w ay  in  the  case o f export
license

n H andle  E lectron ic m oney and  electron ic  paym ent transactions

n P ro tect secure  A lgorithm s against reeng ineering

n S A M ’s  (S ecurity  A dm in istration  M odu le )
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S tan dards Identify ing
S m art C ard s

n IS O  7810: 1985
Iden tifica tion  cards –  phys ica l characteris tics

n IS O  7811: 1985
Iden tifica tion  cards –  record ing  technique
M agnetic  stripe  and  em bossing

n IS O /IE C  7816
Iden tifica tion  cards –  in tegra ted  c ircu it cards  w ith  con tact
P art 1-11

n IS O /IE C  10373: 1993
Iden tifica tion  cards –  tes t m ethods

n C E N /TC  224 /W G  9 =  E TS I/TE 9
M ultifunctional cards  fo r use  in  te lecom m unications

n E M V ’96
fo r using  cards  in  e lec tron ic  paym ent system s o f E uropay ,
M astercard  and  V IS A
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S m art C ard  A pp lication  P ro toco l
D ata  U n it (A P D U )

C L A : C lass  B yte ’00’ ->  com m and  acco rd ing  to  ISO  7816-4
’80’ ->  p riva te  u se  co m m an d

IN S: In stru ctio n  B yte

P1: p aram eter 1

P2: p aram eter 2

P3: case 1 : n eith er sen d n o r receive  data  ->  P 3 =  ’00 ’
case  2: sen d  d ata, bu t do  n o t rece ive  d ata ->  P 3 =  L c

case  3: d o  no t sen d data, b u t rece ive  d ata ->  P 3 =  L e

case  4: sen d  an d  rece ive d ata  ->  P3  =  L c , L e =  d ata expected

D A T A : d ata  to  b e tran sferred

L e: leng th of d ata  exp ected

L c: leng th of d ata  to  b e sent

Header Body

CLA INS P1 P2 P3 DATA Le

Body Trailer

DATA SW1 SW2

Command APDU Response APDU

DATA: response data expected
SW1/SW2: command execution status

'9000‘ ->correct execution
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S m art C ard  A pp lication  P ro toco l

n defined  in  IS O /IE C  7816 P art 4  - 11  fo r com m on use

n defined  in  E TS I (f.I. G S M 11.11) spec ifica tions  fo r te lecom m unication

n defined  in  E M V ’96  (E uropay, M aster C ard, V IS A ) fo r paym ent system

n d iverse nationa l, and  app lications  spec ific  spec ifica tions  o f b igger
card  issuers , like G eldkarte , V IS A  C ash , m ostly  accord ing  to  IS O ,
E M V  or E TS I
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S m art C ard  B asics  :
A ID  - A pp lication  Id en tifier (1 )

Unique identifier for Applications on Smart Cards
Registration authorities are in charge of national registrations
(category national registration)
Registration categories:

0 – 9 defined in ISO 7812
A international registration
D national registration
F unregistered applications
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S m art C ard  B asics  :
A ID  - A pp lication  Id en tifier (2 )

maximum length: 16 Bytes
registered application provider (RID): 5 first Bytes
proprietary application identifier extension (PIX) : ≤ 11 following
Bytes

e.g.: ’D2 76 00 00 05 xx xx ... xx’
’D2 76 00 00 05’ - RID

'D' – category national registration
'2 76' – country code for Germany
'00 00 05' – national registration number for G&D

'xx xx ... xx' – PIX (max. 11 Bytes)
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S m art C ard  S oftw are  to day ?

n F ile  system  based  O perating  S ystem  and one  o r m ore  specific
app lication  runn ing

n O perating  S ystem s are  depend ing  on  card  vendors  as  w ell as  on  the
system  us ing  the spec ific  sm art cards (G S M , G eldkarte, V IS A  C ash , ...)

n There  is  actua l no com m on operating  system  defined  fo r a ll m arkets and
card  applications

n S m art card  operating  system s are m ostly  op tim ized  to  the  requ irem ents
o f the ir fie ld  o f use

chip card controller

Operating System / Services

Application Application Application Application
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The Java C ard  Techno logy

n A ctual vers ion  is  2.1

n It’s  based  on  the  Java  S tandard  and  Java  V irtua l M ach ine  S tandard
from  S U N

n The system  is  des igned  for m em ory  constra ined  dev ices , espec ially
sm art cards

n Transfer the benefits  o f Java  to  sm art cards, security , robustness,
too ls , in teroperab ility  and  portab ility

n The Java  standard  fo r sm art cards  is  a  subset o f the B usiness Java
standard
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JC V M :
unsu pported  featu res

n dynam ic  c lass loading

n garbage co llec to r and  finalize() m ethod

n th reads

n c lon ing

n defau lt v is ib ility  override

n package v is ib le  in terface  can  not be  extend  to  public v is ib ility

n double, float and long a re  no t a llow ed

n static  instantia ted  c lasses
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JC V M :
d ifferences to  s tan dard  JV M

n In ten tional a  16 -b it system , w ith  16-b it s tack  s ize

n security  m anager po licy  is  im p lic it im p lem ented  in  the  V M  and no t
an  explic it c lass

n standard  Java  c lasses  are  d ifferen t, in  genera l none  of the  standard
c lasses  are  supported

n There  is  a  one  S ystem  c lass , javacard.framework.JCSystem

n persis tence  and  trans ience  are  not the  sam e like  in  bus iness Java

n loadab le  parts are  packages  no t c lasses

n arrays  are s ing le  d im ensional
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JC V M :
exp lic it sup ported  features

n P ackages

n D ynam ic ob ject c reation

n v irtua l m ethods

n in terfaces , abstract c lasses , excep tion  hand ling

n v is ib ility  attr ibu tes private, package, protected, public

n roo t c lass  is  class Object
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JC V M :
optional item s

n data  type  in teger

using optional features are in contradiction with interoperability

It is recommended to build a class LongArithmetic instead
!!!
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JC V M :
lim ita tion s

n M em ory space  is  lim ited  to  64K B  per apple t

n in  m axim um  128 pub lic /p ro tected instance and  128 package v isib le
instance  m ethods per class, w ith  all inheritance  are poss ib le

n in  m axim um  256 instance fie lds  (re la ted  to  s tack  size, 16-b it) per
c lass are  poss ib le

n array s ize  is  lim ited  to  32767 fie lds

n stack  fram e is  lim ited  to  127  fie ld  elem ents  (16-b it)

n sw itch  s tatem ent is  lim ited  to  65536  cases

n c lass in itia liza tion  (<cinit>-m ethod) is  lim ited  to  generic data types
or array ’s  o f generic  data  types
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H o w  fits  a  JC V M  on  a  C h ip  C ard  ?

n The Java™  source w ill be converted  to  c lass  files w ith  s tandard  too ls

n Inpu t o f the JC V M  are  class  files , con ta in ing  byte  code

n A ll sta tic  w ork o f the JV M  is  done ou t o f the  card  (S tep  1  - 3 , how
described  in  the  S U N  S pec ifica tion  to  the  JV M )

n A  new  sim p lified  and  sm aller card  c lass  file  (C A P -Form at) is  generated

n The C A P -file  w ith  the  app le t is  loaded in to  the  card

n The apple  w ill be  interp re ted on  the ch ip  card

Java™ Source
Code

Java Compiler
(J++, Symantec ...)

Java™
Class File

Card Class 
File (CAP)

Off-Card VM
Converter

Java Card
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Java C ard  : S ystem  O verv iew

chip card controller

OS / Services

Java Virtual Machine

Java Card API

Applet Space

Applet Applet Applet Applet
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Java C ard  :
locatio n  o f R untim e E nviro nm ent

chip card controller

OS / Services

Java Virtual Machine

Java Card API

Applet Space

Applet Applet Applet Applet

Java Card Runtime Environment
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W hat is  w ith  the  Java C ard  O S

n N ot a rea l O perating  S ystem  bu t

- E E P R O M  serv ice  rou tines

- C ryptography

- I/O  serv ices

- m em ory

- checksum s

- etc.

OS / Services
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The Java C ard  S ystem  in  a  m ore
deep  v iew

n A  fu ll Java  S ystem  w ith  som eth ing  spec ial

- transien t array ’s acting  as  a  k ind  o f au to  c lear ob jects , triggered  by
spec ial ou tside  even ts

- a  sm art card  specific  event m odel

- sm art card  p ro toco l spec ific  behav io r

- transaction  and  a tom ic ity

- load ing  o f packages  no t o f s ing le c lasses

n specifica tion  o f the system  ensures  app lica tion  in teroperab ility

Java Virtual Machine

Java Card Runtime Environment

Java Card API
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The Java C ard  V irtua l M ach in e

n A  fu ll V irtua l M ach ine bu t a  subset

- the V M  life  cyc le is  equ iva len t to  the cards  one

- char, double, float, long, string is  no t supported

- access  flags  volatile and  transient is  no t supported

- synchronized and  native is  no t supported

- int is  hand led  as to  2 s tack  elem ents  like the  long da ta  type  in  the
standard  V M

Java Virtual Machine
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The Java C ard  R un tim e
E nviro nm en t

n O ffic ial defin ition: The  JC R E  consis ts o f the JC V M , the  core  classes  in
the
JC -A P I and  a spec ific  defined  behavio r fo r th is Java  E nv ironm ent

n the defined  behavio r o f JC V M  from  A pp le t perspective

- d ifferen tiate  Java  C ard  A pp let over a  con text concept

- im p lem ents  a  firew all system  to  p ro tected  the  app le t con text

- O bject access  across  con texts  over a sharing  concept

- app le t se lection  and  activa tion  con tro l

- in itia te  the  app le t ins talla tion  p rocess

n it is  poss ib le  fo r a  better understand ing  to  see  the  JC R E  as  an layer
betw een  the In terpreter and  the  A P I, w h ich  rea lize  the  spec ified
behav io r

Java Card Runtime Environment
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The Java C ard  A pp lication
P rog ram m er In terface

n D ifferen tia tion  in  4 packages

n package java.lang (con ta ins  on ly  E xception  c lasses)

n package javacard.framework

- c lass A pp le t

- sm art card  spec ific  he lper c lasses

- sm art card  even t class A P D U

- JC R E  support c lasses

n packages  javacard.crypto and javacard.security
(im p lem enting  access to  cryp tography regard ing  to  export license
issues)

Java Card API
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The A pplicatio n  or P ackage
Form at, C A P  F ile

n To  get a  second  level o f in teroperab ility  on  d iffe ren t Java C ard
p latfo rm s, there  is  an  C onverted  A pp le t (C A P ) F ile  Form at defined

n A  C A P  file  can con tain  only  an  A P I, o r an  A P I and  one o r m ultip le
A pp lets , or  one  o r m u ltip le  A pple ts

n A ll C A P  F iles  com ponents are  con tained  in  a  JA R -F ile

n There  is  a  O ff-C ard  verifiab le  constan t poo l com ponent available

n There  is  no  standardized  poss ib ility  fo r O n-C ard  V erification

User API
compatible

Applet
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Java C ard  D eta ils :
W hat is  a  Java C ard  A pp let ?

n A ny va lid  Java  C ard A pp le t have to  be derived  from  the  c lass  Applet
from  package javacard.framework

n public class Applet extends Object {
  //
  // methods which called by the application
  //
  protected final void    register();
  protected final void    register(<specific  A ID >);
  public boolean          select();
  public void             deselect();
  protected final boolean selectingApplet();
  //
  // methods which are called by JCRE
  //
  public static void install(<insta ll data>);
  public boolean     process(APDU theApdu);
  public Shareable   getShareableInterfaceObject(<data>);
}
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Java C ard  D eta ils :
A p p let Insta lla tion

n The JC R E  calls  the  sta tic  c lass  Applet m ethod  install()

n The A pp let perfo rm s a  se lf-ins tan tia tion , and  reg is ter itself

n class MyApplet extends Applet {
  MyApplet(byte[] myData) {
    ... // do some initialization / personalitation
    register();
  };

  public static void install(byte bArray[], ... ) {
    new MyApplet(bArray);
  }

  ... // further Applet code
}
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Java C ard  D eta ils :
A p p let S e lection  / A ctivatio n
n A pplets  are iden tified  over the ir spec ific  in  m axim um  16 bytes  long

A ID  (IS O /IE C 7816-4 defined  A pplication  Iden tifier)

n The class AID encapsu la te the  Java C ard  A pp le t A ID

n A pplets  are selected  v ia  the IS O /IE C 7816-4  “S E LE C T B Y  A ID ”
com m and

n If the  JC R E  detects a  va lid  “S E LE C T B Y  A ID ” com m and , the p revious
(if no t the  firs t select) A pp le t is  notified  v ia  the  deselect() m ethod
and  the  new  A pp let is  no tified  v ia the  select() m ethod  from  c lass
Applet

n class MyApplet extends Applet {
  public boolean select() {
    ... // do some checking
    if (ok) return true;  // applet is prepared for selection
    else    return false; // refuse applet selection
  }
}
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Java C ard  D eta ils :
E vent h and ling

n The Java  C ard E vent is  the  A P D U

n A ll A P D U ’s  are  rou ted  d irectly  to  the  rece ived  app let, on ly  the
“S E LE C T B Y  A ID ” is  p rocessed  by the  JC R E  !

n The c lass  APDU encapsu la te  the  sm art card  IO  bu ffer
n class MyApplet extends Applet {

  public void process(APDU apdu)
  {
    apdu.setIncomingAndReceive();
    if (selectingApplet()) {
      ... // select process, produce FCI f.Instance
    }
    else {
      ... // analyze APDU, perform action and produce the
answer
    }
    // on normal return SW1/SW2 = 0x9000 is automatically
produced
  };
}
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Java C ard  D eta ils :
Tran sien t and  P ers is tent O b jects

n The life  tim e o f the sm art card  V M  is equa l to  the  phys ica l life  tim e o f
the card

n E very  instance  w h ich w ill be created  life ’s  fo rever (no  garbage
collection )

n The N am e P ers is ten t ob ject is  c loser to  the persis tent m em ory
techno logy , than  to  the  O O -techno logy pers is tence

n Transient m em ory  is  ava ilab le  as  array ’s  o f generic  data  types,
p rovided  by  spec ia l fac to ries in  the  JCSystem c lass

n The transien t array ’s are  m ore  a k ind o f auto -c lear ob jects  than  rea l
O O -technology  trans ience

n Transient con ten ts  can  be  auto  c leared  on  dese lect o r on  card reset
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Java C ard  d eta ils :
Tran saction  and  A tom ic ity

n In  con tradic tion to  o ther V irtua l M ach ines , a  Java  C ard  can  lose the
pow er supp ly to  any  poin t o f tim e

n E very  w rite  access  to  c lass  or instance  fie lds are  defined  a tom ic , th is
m eans in  fac t a  transaction  fo r every  pu tfie ld  / pu ts tatic  byte  code  is
necessary

n To  keep  user defined  data  g roups under  transaction  a sw itch  on  and
sw itch  o ff transaction -m ethod  in  JCSystem c lass  is  defined

n Transaction  can  not be  nested , on ly  one leve l is  a llow ed
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Java C ard  D eta ils  :
JC R E  and  th e  firew all co ncept (1 )

n E very  A pp let on  a card go t it’s  one environm ent o r app le t con text

n There  is  a  system  context, the  so  called  JC R E  context

n The JC R E  is p riv ileged context, w h ich  m anag ing  every  app let con text

n The JC R E  context is  ab le  to  ca ll any o ther con text, but no  A pp le t
con text is  norm ally ab le  to  ca ll the  JC R E  context

n O bjects  are created  in  the ir app let context and  all ob jects are  on ly
access ib le  norm ally w ith in  their ow n  app le t con text
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Java C ard  D eta ils  :
JC R E  and  th e  firew all co ncept (2 )

n Instances  of c lasses  w h ich  are  im p lem enting  any  from  Shareable
derived  in terface  can  be invoked from  any o ther apple t con text

n A ll instantia ted  c lasses  (ob jects) are  under the contro l o f the firew all
and  m isuse generates an  access  v io lation  excep tion

n JC R E  E ntry P o in t O b jects  are  spec ia l JC R E  ob jects  w h ich  can be
invoked  from  any  other app le t con text. These  are  the gatew ays fo r
requesting  p riv ileged  system  functiona lity  (f.I. sharing  request)
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Java C ard  D eta ils  : G lobal D ata

n G lobal D ata  are  not ow ned  by  any  run tim e context

n C lasses are  no t ow ned by  a spec ific  context, so  there  are g lobal

n G eneric  c lass a ttribu tes  and  m ethods (f.I. static short) a re
access ib le  from  any  app lica tion

n There  are no  sta tic  c lass  instances  a llow ed

n A rray ’s o f generic data as  c lass  instance  are a llow ed  and  defined  as
w ell like g lobal (w ithout a  spec ific  con text)
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Java C ard  D eta ils :
S harin g

n The controlled b reakthrough in  the firew all for interapp let com m unication

n There is  a  in terface Shareable, on ly  references of instances w hich
im plem ents from  Shareable derived interfaces are  passed  th rough the
firew all

n So on ly  m ethods and  stack param eter can be passed  to  an  other applet
context

n O bjects  from  one context cannot be shared  directly  to  another context

n To call an  other applets  m ethod

- invoke JCSystem.getAppletShareableInterfaceObject() m ethod
w ith  the know n A ID  from  the applet w e request to  involve

- JC R E is  sw itch ing  the context and  calls  the
getShareableInterfaceObject() m ethod from  the o ther app let

- The o ther app let can  now  pass the reference to  an  ob ject w h ich
im plem ents an from  Shareable derived  in terface

- The JC R E is  sw itch ing  back the context and  the reference is  retu rned
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Java C ard  D eta ils :
S harin g , an  exam ple

n interface MyShare extends Shareable {
  public void DoSomething()
}

n class MyApplet extends Applet implements MyShare {
  public void DoSomething() {
    ... // do something
  }

  public Shareable getShareableInterfaceObject(...) {
    return this; // we implement a Sharable derived interface
  }
}

n class AnOtherApplet extends Applet {
  public void process(...) {
    ... // something is going on here
    // now get the help from MyApplet
    MyShare otherApp = getAppletShareableInterfaceObject(otherAID, 1);
    // now we invoke the other Applet
    if (otherApp != null) otherApp.DoSomething();
  }
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Java C ard  D eta ils :
F ile  S ystem  on  a  S m art C ard

n W ith  a  p la in  Java V irtual M achine on  a  Sm art C ard, the w ay how  data  are  sto red
becom es tota l d ifferen t from  the w ay how  it w as before

n M ain ly  a ll ex isting  Sm art C ard  S tandards re ly  on  a  O perating System  w hich  are
build  around  a  h ierarch ical file  system

n The Java C ard is  a  paradigm  change like  the change from  re lational data  bases
to  ob ject orien ted  data  bases in  the c lien t server w orld

n In  a  Java Card  there is  no h ierarch ical file  system  is  no t included  by defau lt

n A n em ulation o f an exiting file  specification used in  the context of an
application  is  no  p roblem  in  the Java Card  w orld

n The fo rm er defined File  System  A P I in  Java C ard w as just a  fram ew ork for
im p lem enting  an em ulation .
It can be easily  done by the developer self fo r every application  w here it is
needed
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Java C ard  A P I:
c lass  A pp let - m ain  m ethod s

l Applets are classes derived from javacard.framework.Applet

l Fundamental applet entry points: install, select, process, deselect

Ø These methods are called by the JCRE (Java Card Runtime Environment)

Ø Methods that really have to be implemented: install and process
(the other methods can use the default implementation in javacard.framework.Applet)

l JCRE operation after receiving an APDU

Ø Applet selection APDU (select by AID of existing applet)
ì CurrentApplet.deselect ()

ì NewApplet.select ()

ì NewApplet.process ()

Ø Rest of APDUs
ì CurrentApplet.process ()
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Java C ard  A P I:
c lass  A pp let - descrip tion  (1 )

l public static void install (byte[] data, short offset, byte len)
throws ISOException

Ø Called by JCRE: after the applet has been loaded. No applet objects exist at this moment

Ø Goals of install method:
ì to create and initialize the applet object
ì to register the applet within the JCRE, so that it becomes selectable

Ø Parameters: personalization data - applet can be personalized at installation time

l public boolean select ()

Ø Called by JCRE: when a "select by AID" APDU is received, containing this Applet’s AID

Ø Goals of select method:
ì allow/disallow selection of applet, depending on applet's internal state

Ø Upon successful selection, the JCRE calls the process() method, so that the applet can send
response data (f.e. an FCI)
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Java C ard  A P I:
c lass  A pp let - descrip tion  (2 )

l public void process (APDU apdu) throws ISOException

Ø Called by JCRE:
ì whenever an APDU is received and this is the selected applet
ì when applet is being selected (APDU is "select by AID")

Ø The applet must interpret the command and send a response accordingly

Ø This is the most important entry point for a running applet

l public void deselect ()

Ø Called by the JCRE: to inform this currently selected applet that another (or even the same)
applet will be selected

Ø The applet should override this method if it must do any cleanup before another applet is
selected

Ø Not called upon card reset!
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Java C ard  A P I:
A P D U  han d ling  - B asics

l Class javacard.framework.APDU handles communication between card and
terminal, format according to ISO 7816-4

l Everything starts in applet: process (APDU)

Ø Only header (first 5 bytes) is available in the APDU buffer at this point

l SW return is handled by JCRE

Ø ’9000’ is sent automatically upon return from process

Ø other SW are sent whenever an ISOException is thrown

l (T=0, T=1)? Don’t worry, be happy

Ø the Javacard API hides the details of the underlying transport protocol

l APDU buffer is a global array, owned by JCRE

Ø all applets can access it without running into security/firewall problems

Ø it is cleared upon applet de/selection, so that applets cannot spy on other applets’
command/response data
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Java C ard  A P I:
A P D U  han d ling  - the  s im ple  A P I

l byte[] getBuffer ()

Ø Obtain a reference to manipulate APDU buffer

Ø Structure of first bytes in buffer = CLA | INS | P1 | P2 | P3

l The simple methods: when data fits in buffer

Ø short setIncomingAndReceive () throws APDUException
ì Sets the transfer direction to be inbound and reads data into the buffer at offset 5
ì Gets as many bytes as will fit without overflowing the APDU buffer
ì Returns number of bytes read

Ø void setOutgoingAndSend (short offset, short len) throws
APDUException

ì Most efficient way to send a short response which fits in the APDU buffer
ì Send len bytes response from APDU buffer at specified offset
ì If Le is less than len, ISOException is thrown (SW=’6Cxx’)

ì No other APDU send methods can be invoked
ì APDU buffer must not be altered (actual transmission may happen on return from applet)
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Java C ard  A P I:
A P D U  han d ling  - o ther A P I calls

l Receiving longer command data: repeated calls to receiveBytes

Ø short receiveBytes (short offset) throws APDUException

l Sending longer command data:

Ø short setOutgoing ()

Ø void setOutgoingLength (short len)

Ø void sendBytes (short offset, short len) throws APDUException

Ø void sendBytesLong (byte[] outData, short offset, short len) throws
APDUException

l Requesting for extra processing time

Ø void waitExtension ()
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Java C ard  A P I:
c lass  JC S ystem  - transactions

l Class javacard.framework.JCSystem

l One transaction is a set of operations that is handled atomically

Ø Only persistent data is affected by transactions

l Transactions are restricted by size of commit buffer

Ø short getUnusedCommitCapacity ()

l API methods for transactions:

Ø void beginTransaction ()
ì begin a phase of conditional updates

Ø void commitTransaction ()
ì end transaction confirming all conditional updates

Ø void abortTransaction ()
ì end transaction undoing all conditional updates
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Java C ard  A P I:
c lass  JC S ystem  - transient data

l Good for temporary data need not be persistent across sessions (f.I. Session Key)

l Transient data is stored in RAM - not in EEPROM

Ø Write cycles are much faster

l Only transient arrays can be allocated

Ø boolean[] makeTransientBooleanArray (short size, byte event)

Ø byte[]    makeTransientByteArray    (short size, byte event)

Ø short[]   makeTransientShortArray   (short size, byte event)

l Contents of transient data are cleared to default value (zero or false) depending on
event:

Ø CLEAR_ON_RESET

Ø CLEAR_ON_DESELECT

l Transient data is not affected by transactions
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Java C ard  A P I:
c lass  U til - a rray  operatio ns

l Class javacard.framework.Util

l Utilities to ease and speed up work with arrays:

Ø byte arrayCompare (byte src[], short srcOff, byte dest[], short
destOff, short length)

ì returns 0 if identical, -1 if source smaller, 1 if source greater

Ø short arrayCopy (byte src[], short srcOff, byte dest[], short
destOff, short length)

ì copy array atomically

Ø short arrayCopyNonAtomic (byte src[], short srcOff, byte dest[],
short destOff, short length)

ì copy array non-atomically

Ø void arrayFillNonAtomic (byte bArray[], short offset, short
length, byte value)

ì fill array with one same byte value non-atomically
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Java C ard  A P I:
E xceptio ns

l Exceptions are the standard error handling approach in Java

l Exceptions in Javacard are classes derived from:

Ø (checked) javacard.framework.CardException

Ø (unchecked) javacard.framework.CardRuntimeException

l Exception objects should not be dynamically allocated!

Ø A Javacard doesn’t implement a garbage collector: space occupied by new created objects is
never recovered

Ø User-defined exception objects should only have one instance, reused using static method:

static void throwIt (short reason)

l ISOException: a standard class to handle SW conditions (runtime exceptions)

Ø Whenever a situation occurs where a SW should be returned, use:

ì ISOException.throwIt (swCode);
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Java C ard  A P I:
c lass  P IN

l Class javacard.framework.OwnerPIN implements PIN functionality

l Some of the most important PIN methods are:

Ø boolean check (byte[] pin, short offset, byte length)
ì Verifies the parameter against the internal PIN value

Ø byte getTriesRemaining ()
ì Get the number of times that an incorrect PIN can still be presented before being blocked

Ø boolean isValidated ()

ì True if a valid PIN has been check’ed during this session...

Ø void update (byte[] pin, short offset, byte length)
ì Set a new value for PIN and reset the PIN try counter to the value of the PIN try limit.
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S om e w ords to  in terop erab ility

n In teroperability  has  m ore  layers

- on  A pp lication  level, that’s  using  com m on A P I’s

- on  p la tfo rm  leve l, tha t’s  us ing a  com m on C A P  file

n In teroperability  can  no t have  op tional e lem ents , that’s  in  deed  in
contrad iction  to  S U N ’s actua l specification

n In teroperable  app lica tions can  no t rely  on p roprie tary  A P I’s

n define  W rapper classes w henever using  optiona l o r p roprietary
e lem ents



©  1998 G iesecke& D evrient G m bH

JA V A  D A Y S  ´98

S eite  50 Giesecke & Devrient

Java C ard  at G & D  :
S m @ rtC afé  V 1.1

n based  on  Java  C ard  A P I 2 .1  s tandard

n add itional G & D  C ryp to -A P I (D E S , D E S 3, R S A ) w ith  he lpfu l c ryp to
serv ices  and  eas ier exportab ility

n ~12K  A pp let S pace , 260  B yte  A P D U , 300  B yte S tack
275  B yte T ransien t S pace, 336  T ransaction  S pace

n w ith  the G & D  Too lk it S m @ rtC afé  P ro fessional

n card  ava ilab le  12 /98 , too lk it w ith  card  and  reader 01 /98
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W hat are the  custo m ers
benefits  ?

n In teroperability  (W rite  O nce run  everyw here) !

n W ell suited  ch ip  card  app lica tions

n A vo id  expensive  m ask  deve lopm ent

n V ery short tim e to  m arket

n N ew  poss ib ilities to  use  ch ip  cards  in  the  IT
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O nce again , w hat is  Java C ard  ?

n A  standard  o f S U N 

n A  new  w ay o f p rogram m ing  sm art cards  in  h igh  level language
->  Java

n The custom er possib ility  to  w rite  h is  ow n  ch ip  card  app lica tion
->  fas t tim e to  m arket

n R un the  sam e app lica tion  on  every ch ip  card  vendors  Java  C ard
->  in teroperab le  / second  source

n R unn ing  an in terp reter
->  subset o f the Java  V irtua l M achine

n S ecure  A pp lica tions  protected  against o ther A pp lica tions
->  firew all
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G lossary

n JV M Java V irtua l M achine

n JC V M Java C ard V irtua l M ach ine

n JC -A P I Java  C ard  A P I (A pp lica tion  P rogram m er Interface)

n A ID A pp lica tion Identifie r

n A P D U A pplica tion P ro toco l D ata  U n it

n TP D U Transport P ro toco l D ata U n it

n A TR  A nsw er To R eset


