
 

40-bit RCA Encryption Settings in Acrobat 3.x, 4.x.  

Encryption Setting Prevents the user from… 
No printing printing the file 

No changing the document making changes, including form field creation 

No content copying or extraction, disable Accessibility copying text and graphics or using the 
accessibility interface 

No adding or changing comments or form fields adding or changing these areas. 

128-bit RCA Encryption Settings in Acrobat 5.  

Encryption Setting Functions allowed 
Full Access Access to any component  of the document, printing, copying, 

extraction, full access to content.   

Enable Content Access for the Visually 
Impaired 

Allows document contents to be copied (required to support  
Accessibility feature) 

Allow Content Copying and Extraction Allows selecting and copying of contents.   

Changes Allowed - None Locked down so users cannot do anything with the file.  

Changes Allowed - Document Assembly 
Only 

Allows users to manipulate pages (insert, delete, rotate), 
create bookmarks and thumbnails. 

Changes Allowed - Form Field Fill-in or 
Signing 

Allows users to sign and fill in forms. 

Changes Allowed - Comment Authoring, 
Form Field Fill-in or Signing 

Allows users do everything in previous two options, plus add 
comments. 

Changes Allowed - General Editing, 
Comment and Form Field Authoring 

Users can access document for any purpose except content 
extraction or printing.  

Printing Not Allowed No printing rights.  

Printing Low Resolution Allows users to print each page as a bitmapped image. 

High Resolution or Fully Allowed Allows users to print as desired.  
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