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Abstract. In this paper, we introduce a P2P application signatures discovery algorithm
based on the combination of sequence mining with digital search tree. At the sametime, we
develop an application which contains two functions. One is the pre-treatment of packages,
and the other is the discovery of application signatures. Findly, we use the real packages,

which are snatched from the network, to gain effective application signatures.
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1 Introduction

P2P is a kind of distributed network, where the participants share resources. P2P
applications are now extending rapidly in the Internet. The current P2P traffic
capacity is even more than traditional web applications, occupying above the half
of the total network capacity. Various security problems will soon face with the
huge devel oping range of P2P traffic capacities. We need to identify P2P system
for real-time, in order to discovery and monitor P2P networks and block malicious
information. There are two ways that commonly used to identify P2P system. One
method recognizes P2P application according to P2P network transmission
behavior characteristic, which does not anayze the payl oads [1]. The other method
detects the payl oads and finds signatures that match with known P2P application
signatures. In order to hide its flow and avoid being detected based on ports, some
P2P applications often transform the ports. As more and more P2P applications can
operate on any port, the method based on the port number identification is no
longer valid in the identification of P2P traffic [2]. Therefore, al data packet must
be carried on the depth identification. It is said that the payloads of transport
protocol TCP should be detected. So it can be judged whether the packets contain
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the sample signatures. That is the main idea of Deep Package Identification (DPI)
based on application signatures.

2 Application Signatures Discovery Algorithm

The characteristic of P2P application signaturesis high frequent and fixed position.
Key Tree data dructure is used to calculate the frequency and location of
application sgnatures. Meanwhile, the sequence mining agorithm which can
discovery high frequent sequence is adopted in order to get application signatures.
In this section, first we give abrief view of digital search tree and sequence mining,
and then we introduce the combination algorithm.

2.1 Digital Search Tree

Key Tree isalso caled Digital Search Tree. It is a tree with more than 2 degrees.
Each node in the tree contains an element that is a character of string. The
charactersin each path from the root to the leaf node represent a string. The special
symbol ‘$' in leaf node indicates the end of the string. There is variable in the |eaf
node for counting the frequency.

Key Tree has characters as following.

(1) Each character of the string is digributed in the path from the root node to the
leaf node. Therefore, the size of keyword setsisirrelevant to depth of the tree.

(2) Key Treeis an ordered tree. Each internal node X stores an element such that
the elements stored in the left brother node of X are less than eements stored in
the right brother node of X . It is assumed that symbol ‘$' is less than any other
symbol.

There are two storage structures to represent Key Tree. The first one is child-
brother list (double list). The second one is multilinked list (Trie tree). This paper
selects thefirst oneto implement Key Tree.

2.2 Sequence Mining

Sequence mining is concerned with finding statistically relevant patterns between
data examples where the values are delivered in a sequence. A sequenceis an order
list of itemset. It is denoted as o=, - a,A >, Where ¢, is a item. The
length of o isn . A sequence with k items is cdled k-sequence. A
sequence a¢=a, > a,A —a, IS contaned in another sequence B=p4 —
B,A — B, ifthereexistintegers i, <i,A <i, suchthat o, c g, a,cf ...

a,c B [3]. For example the sequence ( B— AC ) is a subsequence of

(AB— F — ACE), Since Bc AB and AC c ACE . A freguent sequence is maximal
if it isnot a subsequence of any other frequent sequence. The problem of mining
sequential patternsisto find the high frequent sequences among all sequences that
have a certain user-specified minimum support. Agrawal [3] presents AprioriAll to
mining sequence pattern. It is a three-phase algorithm: first finds all itemsets with
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minimum support, transforms the database, and then finds sequential pattern. But
this agorithm does not handle time constraints. GSP [4] explores a candidate
generation and test approach to reduce the number of candidates to be examined.
The previously devel oped sequential pattern mining methods are used in customer
database, DNA database and etc.

2.3 Combination of Sequence Mining with Digital Search Tree

For P2P application, we wish to find the sequence pattern in payloads. The
difference with traditional seguence mining application is that the location
information must be considered. Some characteristics which appears in specific
positions are application signatures, while appears in other positions are general
data. Based on the peculiar circumstance, this paper designs a new algorithm,
which uses the idea of sequence mining and the statistical function of Key Tree to
discovery application signatures of network packets. Since the algorithm is very
similar to Apriori agorithm, it will face the same problem as Apriori algorithm. It
needs a scan of the original database for each pass, so thereisalot of 1/0O operation.
The efficiency of the agorithm will be affected. Key Tree will exactly solve the
problem of massive 1/O operates. It only needs one time 1/O operation to read
payload, and the subsequence selection can obtain data from Key Tree.

As aresult of using Key Tree's gructure, data is compressed. When large amounts
of data stored in externa storage is added to the tree, the memory space occupied is
smaller than external storage. Meanwhile, we can also recover the origina data
without information lost. The statistical function of Key Tree can be used directly,
so we need not to design an additiona statistic program. The implementation
process will discover frequent itemsets, which similar to steps of traditiona
sequence mining. Firgt it finds the frequent 1-sequencesL, , which are in the same

position within different payloads. Then it joins L, intoC, , the set of candidate 2-
sequences. It deletes the al sequences ce C, such that some 1-subsequences of ¢
arenotinl, , and getsL, . Using the same method, it tries until generateC, , which
turns out to be empty. Then it outputs all k-sequences.

2.3.1 Data preparation

Ethereal is used to capture packet from network and filter some unrelated packet,
so that some packets generated by some kinds of P2P software are obtained.
Ethereal prints the data using text file format for analysis. After simple processing,
the most useful information is obtained, such as the protocal type, the source IP
address, the source port, the destination |IP address, the destination port number,
and DATA segment. DATA segment isthe key object that we analyze; other parts
of packets are only used for the later output and artificial analysis.

Thefollowing isa TXT format data packet outputted by Ethereal.
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Figure 1. TXT format data packet outputted by Ethereal
No. Time Source Destination Protocol Info

16 0.657392 219.133.248.3 128.59.19.185 TCP 38771 > 45234 [PSH, ACK]
Seq=0 Ack=0 Win=65493 Len=111
Frame 16 (165 bytes on wire, 165 bytes captured)

Ethernet 1l, Src: 128.59.16.1 (00:d0:06:26:9c:00), Dst: IntelCor_59:7e:f8
(00:13:20:59:7e:f8)
Internet  Protocol, Src: 219.133.248.3 (219.133.248.3), Dst: 128.59.19.185
(128.59.19.185)

Transmission Control Protocol, Src Port: 38771 (38771), Dst Port: 45234 (45234), Seq: 0,
Ack: O, Len: 111

Data (111 bytes)
0000 42 d8 8c 4 aa 94 cc 82 69 9af7 €888 69910 B......i..N..
0010 c9cdel 12a8ace31bdc243f af 4 €0b0 26 ... $20.&

0020 7b0aab507d 7bc853d2b2d6 09 9f c8f9dd {..F}{.S.......
0030 b5fa4a190f 7del 1b2dfcb542dec897c2 .J.}..-.B....
0040 103541 0e8572f22ebe6603491e490b22 .5A.r..f.LL"
0050 e49de8db cf dO lafead 9194 1cffeebdd6 ................
0060 6e1f40c24263945ce95f 9099175033 n.@.Bc\._...P3

After smple processing, the protocol type, the source IP address, the source port,
the destination |P address, the destination port number and DATA segment are
obtained as following.

Figure 2. Data packet after simple processing

TCP 219.133.248.3 128.59.19.185 38771 45234 > 42 d8 8c d4 aa 94 cc 82 69 9a {7 €8 88
6e 99 f0c9 cd el 12 a8 ac €3 1b dc 24 3f af 4f €0 b0 26 7b Oaad 50 7d 7b ¢8 53 d2 b2 d6
09 9f 8 f9 dd b5 fa4a 19 Of 7d el 1b 2d fc b5 42 de ¢8 97 c2 10 35 41 Oe &5 72 f2 2e be
66 03 49 1e 49 Ob 22 e4 9d €8 db cf d0 lafe a4 91 94 1c ff ee bd d6 6e 1f 40 c2 42 63 94
5c 9 5f 90 99 {7 50 33

TCP in figure2 represents the transport layer protocol is TCP. ‘219.133.248.3' is
the source IP address. 128.59.19.185' is the destination IP address. ‘38771 and
‘45234 are source port and destination port respectively. ‘>’ is the start symbol of
data segment, and subsequence characters are content of data segment.

2.3.2 Data storage using Key Tree structure

The payload of each data packetsisinserted into data structure, so that Key Treeis
constructed step by step. Here, each dement of the Key Tree is one byte of the
payload. Therefore the highest frequency bytes can be identified, and the position
of it can also be located. The main steps are as following.

(1) Reading the data payload of data packets.
(2) Partitioning the data payload into e ements. (Each element of Key Treeis one

byte.)

(3) Inserting every element into Key Tree.
(4) Using method provided by Key Tree to obtain the frequency table in

descending order.
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(5) Getting the high frequency application signatures.
It is very simple and easy to implementation using Key Tree. Thereis some sample
data that is chosen from real-data in table 1. ‘No.1, No.2... No.8' represents
identifier of each data packet. ‘0, 1...13' in first row represents the index of bytes
in each packet. Because different packets have different length, the short packet
will befilled with “** to up to enough length.

Table 1. Sample data which is chosen from real data

0 1 2 3 4 |5 6 7 8 9 10 {11 |12 | 13

Nol |03 | 3f |02 | 3b |8a |55 |97 |05 |12 |1a |6c | 7d | 46 | 97

No.2 |69 |36 |02 |97 | c9 |35 [9 |75 |9 |58 |ea |4c | 42 | 68

No3 |57 |8 |02 | 7f | &4 |Oc |ee |cb |fa | &4 |ac |19 |al | 8b

No4 |69 |38 |02 |dl |95 | bl |ea |24 |38 |cf |92 |8 |67 |18

No5 |57 |93 |02 | b5 |24 |[1a |Od |18 | 9f | e |fd |54 |67 | 7b
No.6 |5 |64 | A6 |cB |[ce |75 |1b | bl |63 |de |85 |fb | * |*

No.7 |69 | 3a |02 |97 |71 |8e |68 |d7 |95 |8 |2a |24 |0Oc | 7d

No8 |97 |ad | If | 7f |26 |ca |eb |[3e |a0 |75 |25 |96 | 87 | 6b

In fact, the count of corresponding bytes in the same location can be operated in
column direction. So, we establish a Key Tree for each column, and store each Key
Treeinto alink list (each node of the list isa Key Tree). The values in the column
and the identifiers of each value are stored in the nodes of Key Tree. In order to
examine the packet identifier of each value, the identifier isaso stored in alink list.
After all Key Trees are created, the frequent 1-sequences can be found by using the
gtatistical function in Key Tree. But it can only find the application sgnatures
whose size is only one byte. It could not organize effective memory structure to
discovery long frequent sequence.

2.3.3 Frequent 2-Sequence mining

The next step isthe focus of frequent 2-itemsets generation. It is the union process
for frequent 1-itemset produced in last step. It should be noticed whether the two
items are in same position. If they are in same position, they will not be united. The
union is not only for bytes, but also for location and identifier of packets. In last
step, the frequent and the identifier of values are recorded, while the locations are
not recorded. The location can be obtained according to the index of the list. So it
isnot convenient for farther using. We should design a simple storage structure for
recording the useful information outputted by Key Trees and the location
information in the list. The key problem is the synchronization for the value and
thelocation. If there are any migtakes, the subsequence process can’t continue. It is
not only a process for union and filter, but also a process for storage structure
reorganization. It will provide a storage structure for long sequence mining. We
design a class called longSignal to store frequent 2-sequences. There are three lists
to store variables. Information list is used to store the 2 bytes value of 2-sequence
(the application signature). Position list is used to store the identifier number of
data packets. Situation ligt is used to store the location of the application signature
of data packets. The eements in situation list must be corresponding with the
elementsin information list.
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2.3.4 Frequent n- Sequence mining

The mining process will become easy as a result of the forming of fixed format
after frequent 2-sequence. Aslong as we pay attention to the synchronization of the
location and the byte value, we can use the union and selection functions in new
storage format to implement maximum sequence mining.

In the frequent n-sequence creeating process, union is different from traditional
sequence mining algorithm. This agorithm only connects data in the same data
packet. If the location of data has overlap, the value of data in the same numerical
position must be same. So there are three limitation factor which we must consider,
the identify number of data packets for L, ,, the position of L, , and the value

of L., . This makes the agorithm is complicated than the traditional sequence

mining method. The synchronization between the byte value and location

transform to the synchronization information list and situation list. If there is an

operation in either information list or situation list, the other will also do the

operation meanwhile.

The main methods are as following.

® voidinOrder() // Sorting theinformation list and situation list according to the
Situation value.

® boolean isSameSituation()// Judging whether they are appearing in the same
packet. If the byte value in the same situation is different, they are impossible
to be found in the same data packet.

® boolean isValueable(int total, float level)// Judging whether it is worthy of
reserving according to the min-support. Here, total is the overall number of
data packets, and levd is the minimum support threshold.

® void union()//Determining whether two sets can be merged by using
isSameSituation (), then union two longSignal, so that the item with same
situation will be merged.

® boolean equas()/If the three ligts of two longSignal are same, then they are
equal.

The completeness of the algorithm is tested on virtual data. The role of the

algorithm in the practical applicationsis also tested based on real data test.

3 Experiments

3.1 Testing on simulate data

In order to get results on different conditions, we test the algorithm using smulate
data. Theinput simulate data is as following.

>0123032344

>23230333

>0123938477

>0123034344

> 66 32 03 45 67

> 5544 9357 83
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> 44020304 42

It contains the DATA segments of 7 data packets. We can find that the ‘01 23 03
44 occurs in 0", 1%, 2" 4™ bytes of 1¥ and 4™ packets. ‘01 23 and ‘23 03’
appears three times separately. The highest frequent character is ‘03" which occurs
five times.

If the min-support is 25%, the output is ‘[01, 23, 03, 44] [0, 1, 2, 4] [1, 4]'. Here,
[01, 23, 03, 44] represents the application signature; [0, 1, 2, 4] represents the
location of the application signature; [1, 4] represents 1% and 4™ packets.

If the min-support is up to 40%, the output has two sequences.

[01, 23] [0, 1] [, 3, 4]:

[23,03] [1, 2] [L, 2, 4].

First sequence represents that ‘01’ and ‘23’ occur in 0™ and 1% byte of 1%, 3% and
4™ packets. Second sequence representsthat 23’ and ‘03’ occur in 1% and 2™ byte
of 1%, 2" and 4™ packets.

If the min-support is up to 50%, the output has two 1-sequences.

[23] [1] [, 2, 3, 4]

[03] [2] [L, 2, 4,5, 7]

First sequence represents that ‘23’ occursin 1% byte of 1%, 2™, 3 and 4™ packets.
Second sequence represents that ‘03’ occurs in 2™ byte of 1%, 2", 4" 5™ and 7"
packets.

3.2 Testing on real data

We aso test the algorithm on real data which is scratched from network as skype
application is login. It is known that the 3 byte in DATA segments of lot of
packetsis‘02'. The algorithm finds the sequence. [02] [2] [7, 8, 55, 56, 59, 60, 65,
66, 140, 142, 143, 144, 145, 146, 148, 149, 150, 152, 153, 156, 158, 159, 176, 177,
178, 179, 180, 181, 298, 299, 300, 301]. ‘[02]' represents that ‘02’ is the
application signature. ‘[2]’ represents that the location of application is 2™, In
factually, it isthe 3 byte of the DATA segment, but theindex of lineisfrom 0. ‘[7,
8, 55, 56, 59, 60, 65, 66, 140, 142, 143, 144, 145, 146, 148, 149, 150, 152, 153,
156, 158, 159, 176, 177, 178, 179, 180, 181, 298, 299, 300, 301]’ represents the
identifier of packets which value 3" byte is 02. Compared with real data, we can
find that the result is correct. For example, the DATA segment of 7" packet is ‘03
3f 02 3b8a 5597 05 12 1a6c 7d 46 97 51 5¢ 24 91 6f b3 eb e a3'.

4 Conclusions

This paper presents an application signature discovery algorithm. It can be said to
be a variant of Apriori algorithm. The design of the new algorithm is not
completely in accordance with the mode of Apriori agorithm, because it must
focus on the location information. The kernd idea of this algorithm is from the
Apriori agorithm, but the coding process is completely independent. We determine
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the completeness of the algorithm through test on virtual data. Based on red data
test, we can see the role of the agorithm in practical applications. Although the
algorithm does not yet have a good ability to discover low frequent signatures, it
provides a high frequent signature discovery method. The other hand, since the
algorithm adopts idea of Apriori, therefore it is gill unable to avoid some of the
drawback of Apriori algorithm. The efficiency of discovery exceed long sequence
islow. Since P2P application signatures are not too long, the low efficiency of such
extreme circumstances can be tolerated. Meanwhile, we can also set up a limitation
of the length of signatures. So that, we could get segments of exceed long
sequences quickly, without along time waiting.
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