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Dongles

Introduction

NOTE
The installation of the SPM licensing software must be penfed with administrator privileges since i
involves changing of system files.

The Software Protection Manager (SPM) protects an apmitdtom unauthorized use. While executing, the
application (SPM client) communicates with the SPM LiceBsever to verify authorization. The SPM License Server
may not necessarily run on the same machine as the protgaédadion, but there must always run at least one SPM
License Server in the network even if you have nodelockexhBes. The protected application communicates with
the License Server via TCP. So in any case TCP/IP must bdl@tstes well on the client machine as on the machine
where the SPM License Server is running. The License Sesaténing on pormi-spm. The mi-spm port must

be registered on all client machines where you want to dtarptotected application and of course on the machine
where the SPM License Server runs. The SPM License Servdrbawble to respond quickly on (maybe a lot of)
client requests. So it is recommended to choose a fast newelitin a reasonable network connection as SPM License
Server.

The SPM License Server must be known to all machines wher&ié client application runs. The SPM client
looks first for the environment variab®PM_HOST and than for hosts with the names (nicknamgsnhostO,
spmhostil,..... spmhost9 If the client uses DNS for host name resolution the DNS datathas to be changed
instead of the local hostdatabase.

Itis strongly recommended to install the SPM software in
/var/spm on UNIX

andin
%Sy st enRoot % syst enB2\ spm on NT.

The SPM software consists of 5 executables and a configarito

spnd - the SPM License Server (N$pnd. exe)

spnd_i b - the SPM License Server for iButton dongles (Mprd_i b. exe)

spm key - the license key managment tool (NSlpm _key. exe)

spm key_i b - the license key managment tool for iButton dongles (Bljgm key i b. exe)
spnst at - show status of SPM License Server(s)(Spmnst at . exe)

spm confi g - the configuration file (NTspm confi g. i ni)

Dongles

The SPM License Server needs a dongle if running on NT, Lifi&®)64 or MacOS X. The dongle must be directly
connected to that machine. If the License Server runs on,|IRP<UX, Solaris or AIX no dongle is needed.

We are currently supporting the following dongle types:

- The serial Sentinel dongle from Rainbow Technologies

- iButton from Maxim/Dallas Semiconductor Inc.
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Dongles

Rainbow dongles

The female side of the dongle has to be plugged intastr@al port of your machine. FLEXIm dongles are parallel
dongles and cannot be used for SPM. It may be necessary tbeiadapter cable shipped with the dongle if you have
a 9 pin port only. If there was a device attached to the sed#llpefore (e.g. modem, mouse, tablet) make sure that
the device driver is stopped, before plugging in the SPM tlarigongles of different vendors have different colors.

Vendor color

mental images blue dongle
Alias green dongle
Softimage grey dongle
Autodesk yellow dongle

iButton dongles:

The iButton itself is a small metallic button looking like attery. It is housed in a holder. There are 3 different types
of holders available, which must be connected to the apfatggport of your machine. The 9 pin serial adapter must
be plugged into one of the serial ports. The (25 pin) paralielpter belongs into the printer port and the USB adapter
into the USB port of your machine.

For Windows NT an additional 1-Wire driver is needed. ThetdHation is straight forward by clicking on the
Install 1 Wre Drivers_v320b. exe executable in the distribution.

In the SPM configuration filespm conf i g) the correct dongle type has to be specified.
The DONGLETYPE is abbreviated with two vendor specific letters and almemn

Vendor type
mental images MI2
Alias AWO0
Softimage SI0

Autodesk ADO

The DONGLEPORT depends on the dongle and the operating system.

operating system  serial Rainbow iButton
serial parallel USB
Windows NT COM1,COM2 IBS IBP IBU
Linux x86 /dev/ttySO IBS - IBU
MacOS X - - - IBU
TRU64 /dev/tty01 - - -
Examples:

If you have a mental images (blue) Serial Rainbow dongle eoted to serial port 1 of a Linux system.

DONGLETYPE = MI2
DONGLE_PORT = /dev/ttySO

If you have a USB iButton dongle connected to a Mac with MacOS X

DONGLETYPE = MI2
DONGLE_PORT = 1BU

ii SPM Installation, doc. 3.0.3 Copyright © 2005 mental images



Installation of the SPM License Server

Installation of the SPM License Server

In the most common cases the installation procedure of thiegted application will hide the following steps and you
won'’t need to perform any of them manually.

1. An Internet service number has to be assigned by addimg dikie
m -spm 7050/tcp # nmental inmages SPM

to the/ et c/ servi ces file on UNIX and to %Syst enmRoot $\ syst enB2\ dri ver s\ et c\ servi ces on

NT. If your site is running NIS (formerly called Yellow Pagethe local et ¢/ ser vi ces could be never consulted;
theser vi ces NIS map must be updated instead. If port 7050 is already @sgthumber is fine, but it must be kept
consistently on all machines that needs to communicatethélsPM daemon. Most SPM protected applications use
port 7050/tcp for mi-spm.

2. Kernel modules are not required anymore since versiafh1#1300. If an older version was installed and upgraded
now make sure to remove the kernel loadinggnod spnknod. o) from the SPM startup script.

2. A key has to be installed to get the protected softwareingnimhe key request has to be created on that computer
where the SPM License Server will be running on. It is recomaeel to stop the SPM License Server before creating
a key request. There exists a command line versiospoh key for all platforms and a graphical user interface
for NT. Note that graphical user interface does not supjButton dongles yet. To generate a key request type at the
command prompt:

# spm key -c rqcode
If you have a iButton dongle use:
# spmkey ib -c rqcode
Send the resulting fileqcode to your license issuer.

If you want to have a license extended, or if you want to getitamthl ones, the request code must contain the
information that you already have licenses from a certainufecturer. This is necessary to differentiate between
software manufacturers, since the protection softwarg@imduct on its own and available to third parties.

Create the license request now
# spm key -c rqcode -m manuf acturer

Substitute 'manufacturer’ by your actual manufacturer.

3. When you received the validation code (e.g. a file vcodaffthe license issuer extract it with
# spm key -x vcode

Use" spm key_i b" foriButton dongles.
If the SPM License Server (spmd) was already running reistaith

# spnstat -Cr

The SPM License server will reread the license data baseill pevform a "gentle restart”, meaning it will cease to
accept new connections, and after the last existing coiumeistclosed by the applications (or after 24 hours), it will
reread the key database and accept connections again.

4. If the SPM License Server was not running start it now.

UNIX:
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Installation of SPM client application

Start the SPM License Servepnd from the root account. Do not make it set-user-id!
Once the SPM system works correctly, you should make the S&vhdrs pnd start automatically on later reboots.
Thercspm script from the installation CD can be used. If you have at@utlongle rurspnd_i b instead.

NT:
The SPM License Server must be installed as a service. Yousmthe nst sr v utility from the NT Resource Kit.

% i nstsrv SPM Li cense Server %BystenRoot % syst enB2\ spnm spnd. exe

Start the service from the Service Control Applet. Staryigetshould be set toAut omat i cal | y . If you install
another license later restart the SPM Daemon from the Se@antrol Applet.

There can only run one SPM License Server per machine, buyitserve licenses for multiple vendors.

Installation of SPM client application
1. The m - spmservice must be registered on all hosts running the SPMtcjgplication.

2. The SPM License Server must made known to the clients.eTdyast 2 different mechanisms to achieve that.

a) Add a nickname to the SPM License Server's hostname. Earithname solution administrator rights are required.
You should be familiar with the name resolution mechanisyour network.

Most sites use DNS for name resolution and the DNS host dsedies to be updated. This solution is recommended
if a lot of clients have to know about the SPM License Server.

If local name resolution is active instead of DNS

/etc/ hosts (on UNIX)
or
%Sy st enRoot % syst enB2\ dri ver s\ et c\ hosts (on NT)
has to be changed.
Here is an example line how the entry of host ‘master’ coutik tike:
172.16.0.1 mast er spmhost 0 #SPM Li cense Server
Upto 10 SPM License Servers can be nicknamed in a networwsthmhost 0, sprmhost1,...., spnhost9).

b) Alternatively the SPNMHOST environment variable can be set by any user running Bid Brotected client
application.

3. Check if the SPM License Server is reachable and runnitig wi
spmst at - KD spnhost O

or if SPM_HOST was used
sprstat - KD $SPM HOST ( %SPM _HOST% on NT)
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SPM 1.2— pre-keyed dongles

SPM 1.2

SPM 1.2 implements only changes on server side of SPM. Thketclide, the protected application, can remain
unchanged.

The SPM License Server version 1.2 works with iButton dosglaly. Rainbow Sentinel dongles are no longer
supported.

SPM version 1.2 is incompatible with all older versions ofMsPThat means that old key databases cannot be
understood by SPM License Server 1.2.

If you upgrade you will have to perform the following steps:

1. remove the old key database
[var/spm .spmkf onUNIX
and
%Sy st enRoot % syst enB82\ spm spm kf on NT.

2. create a new key request using the 1.2 versionsgfml _key\ _i b and send this new key request to your
license issuer.

3. install the new license and start the SPM License Servesaa.

Note, that it is not possible to have two instances of the SRirise Server on one machine. So if you need to keep
old 1.1 licenses you will need another machine to run the SEM.itense Server for 1.2 licenses.

pre-keyed dongles

With SPM 1.2 it is possible to create dongles which are prgee#lavith a validation code. You don’t need to request a
license for such dongles. The validation code gets instali¢h:

spmkey ib -p

Such dongles can still be used in normal operation mode.
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Tips & Tricks— FAQ - SPM License Server

Tips & Tricks

FAQ - SPM License Server

This machine is too slow or too loaded to be a good SPM server
The most common source for this error message is DNS. If thehimes needs to much time to resolve e.g. invalid
hostnames. Other possiblities are :

- a heavy loaded system (hence the error message)

- machine is a NFS server which invisbly increases the sykiath

changed system clocks

automatically adjusted clock by time synchronizationrdaas (you can check for backwards running times in
the spm lodfile)

Do you really want to irrevocably adjust time in dongle?

Don't be worried about this question if your system clockas sorrectly. The SPM software leaves a timestamp in
the dongle. If the dongle wasn't used for more than 3 daysijlitask you to adjust the time to protect you agains
accidental tikme changes. Before answering this questitin’yes’ check your system time. If the system time is
past the expiration date of your licenses - all licenses e¥ipire irrevocably. It is impossible to adjust the internal
dongle time backwards. If the internal dongle time is notperty adjusted th&PM Li cense Ser ver will not
run.

can't access dongle at COM1.:
Check the dongle type and dongle port in the spm-config file:

DONGLETYPE = MI2
DONGLE_PORT = COM1:

If the dongle is connected to COM2 instead - change it. Dotygles can be identified by their colors. Currently the
following dongle types are supported:

MI2 - blue dongle
AWO - green dongle
SI0 - grey dongle
ADO - yellow dongle

dongle at COM1.: is not initialized in a known format
This dongle is defective and has to be reinitialized. Sebddk to your Software reseller.

can’t open port COM1.:

Where COML1 can be IBU, IBZ0, IBP or whatever is specified forND&_E_PORT in the SPM configuration file. If
you have a iButton dongle attached check if the iButton eersif the key management toalffm key i b) or the
SPM License Servespnd_i b) was used (whergpnd_i b should be renamed wpnd).

can’'t open port COML1.: for dongle type "MI2" Access is denied
If you have a Rainbow Sentinel dongle this message indi¢htgdhe COM portis already used by an other application
(modem, serial mouse, tablet) or that the mentioned COMipadt functional.

SPM_ERROR in At _checksyslogsetup() while executing RegOpenKeyEx() Access is denied.
spm_key must be run with administrator privileges, otherwise yotitges (NT only).
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Tips & Tricks— FAQ - protected application

FATAL ERROR (./spm _key_ib) : can’t open port IBU for dongle type "MI2"

Although a USB iButton dongle is attached it cannot be det&dEirst check if the spnd  is stopped.

For NT and Linux there exist two different versions o§pm key and spnd . Only spmkey_ ib and
spmd_i b work with iButton dongles. The executables withoutthe egien _i b are for serial Rainbow dongles.

Dongle subsystem is not responding.
If you start spm key andthe SPM License Server is still running. This is a knovabjem on TRU64 and Linux.
Stop the SPM License Server first. Ruspm key and restart the SPM License Server afterwards.

the time in the dongle cannot be updated with spm key.
Please check that the SPM License Server is not runningréeétling spm key. The problem exists on TRU64
and Linux.

Wrong SYSTEM-ID for validation code:
SPM FATAL ERROR (./spm key):
Wong SYSTEM I D for validation code: KeyDataBase:
dongl e_host -107ABC1234DEADBABE10-M 0 != validation code: deaf 000000000000

This happens if in thespm conf i g file the line

DONGLE_PORT = /dev/tty01
is commented out (witl). Remove the # sign.
If the second number is hot 000000000000 but any differentlrar, the attached dongle may have changed or the
SysID in the dongle changed accidentally. In the first cas@lyi put the old dongle back on the system. In the second
case you probably have some kind of ‘flaky’ serial port on yeystem. You can either choose still to trust the port
and request a new validation code for the changed SysID artbendongle back to the software reseller.
The described problems can occur on all systems where doageneeded (NT, Linux and TRU64).

Check for correct keyfile/machine or keyfile/dongle combinton

If a different dongle is attached to the machine, the keywkta does not fit to the current dongle. Remove the
keydatabase and install new licenses valid for this doriftee dongle mode is 'MI2’ this error message will appear
too if the hostname or the IP-address changed.

dongle lock at port COM1 tampered (probably by a second SPMD)

This can happen on NT with versions of the SPM License Serldardhan SPM.1.1.11 #1207. Sometimes the
installation procedures of different software vendorsadeodifferent names as service name for the SPM License
Server. So it could happen that two of them are installed #artkesl at the same time. Check the service applet and
disable the additional services. They all refer to the saimarip.

ALERT: dongle last access date is ahead of system time.

This happens if the system clock was set back. Possible €aosid be:
- automatically adjusted clock by time synchronizationrdaes
- the system clock was adjusted manually.

- Looking at the clock application and changing the date miet{even without clicking on 'OK’ changes the
system time, while the clock application is opened). Thihesmost common reason for this error. The 'look
only and change’ behaviour happens on NT4 only.

FAQ - protected application

mi-spm/tcp and mi-spm11/tcp: are no services
On the client machine there is no mi-spm port registeredti - spm must be registered with the portnumber
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Tips & Tricks— FAQ error codes

where the SPM License Server is listening. The port is reggst if there is an entry in the local services file
/etcl/services onUNIXor %BystenRoot % systenB2\drivers\etc\services onNT.

spm daemon not running on <hostname>
Check if the SPM License Server is running on host hostname.

Can't connect to spm daemon on <hostname>
Probably the SPM License Server is performing a gentle nte€baring this time no new client can connect. Gentle
restart means it will restart when all licenses are returned

accept(): Too many open files
The default file descriptor limit on IRIX is very low. Incremshe file descriptor limit and restart the SPM License
Server.

# limt descriptors 2500

Don't forget to change to insert this line into the boot stxrifor the SPM License Server too.

FAQ - key management

SPM_WARNING (spm _key): validation-code version 0.0 is from an old SPM version
Lines in the validation code starting with> or * are required. Above error message appears if one a thosenase
forgotten.

SPM_FATAL ERROR (spm _key) : illegal character in code while reading
Usually the whole mail with the validation code was putinspm key. The mail header is not part of the validation
code. The first evaluated line is starting with the ™’ sign.

FAQ - spmstat

I am root on host "idefix" and | am not allowed to restartthe SPM License Server, although | gave the permission
to root@idefix in the configuration file.

spnst at uses the hostname found out by the gethostbyname() calhelhbstname is set to "idefix” but the
host uses DNS for primary name resolution instead it could dint the fully qualified hosthame instead (e.g. ide-
fix.mydomain.com). In this case change tH&PM STAT PERM SSI ONin  spm confi g to:

SPM STAT_PERM SSI ON: root @defi x. mydonai n. com

FAQ error codes

Errorcode 0x0002
The system usually has problems with the name resolutigntolping the SPM License Serverpi ng host nane
must work (localhost is not enough).

Errorcode 0x1101

If on Linux the kernel module isn'tinstalled this error walppear. Check with 'lIsmod -a’ if a module with spmkmod in
its name is installed. If it is and the error still exists, yare probably working on an non-supported Linux distribotio
If you get this error while runningspm key check if there is a SPM License Server daemon (spmd) runmidg a
stop it. Both processes compete in accessing the dongleedevi
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Tips & Tricks— FAQ - debug tools

On IRIX check the processor type with;

% hi nv

If the processor type is R5000 with Processor Chip Revisibf! a special patch must be applied to the protected
application. Only very old machines have this processoiknfaikire and we hope this error will die out soon. The
patch program can be fetched from the mental images ftpiserve

ftp://ftp.mental.coniprivate/r5k. gz

Errorcode 0x1130
If ‘hostname’ returns a different hostname than ‘unames grror code may occur. This is a known problem on HPUX.

Errorcode 0x1160
This sometimes happens when the SPM License Server wagedstath 'kill -HUP’. This is a known bug on IRIX
6.5.

FAQ - debug tools
To check the content of the keydatabase use
# spm key -t

It will tell you which keys are installed in the keydataba® order to check the status of the running SPM License
Server use

# spnstat -KD
Other useful spnst at " options for troubleshooting are sD or -d.
The default logfile location for the SPM License Server is
/var/spm spm | og
on UNIX and
%Sy st enRoot % syst enB2\ dri ver s\ spmi spm | og
on NT. This default behaviour can be changed by editing gyem confi g file.

LOG_ACTI VE=TRUE
enables logging.

LOG FI LENAVE = /var/spnm spm | og
gives the logfile location and name.
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