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Learning outcomes of this chapter

m You will learn:
m what is fault tolerance as an architectural quality
m what are the architectural causes and effects of fault tolerance
m tactics to improve fault tolerance

m a comparison technique to evaluate the fault tolerance in
alternative architectures
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The structure of this chapter

m Introduction

m Fault Tolerance Causes and Effects
m Fault Tolerance Quality Atributtes
m Fault Tolerance Tactics

m Applying Fault Tolerance Tactics

m Fault Tolerance Analysis

B Summary
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Introduction
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Fault tolerance

Conceptual overview

m Fault tolerance is a quality to refer to the degree to which a
product or system can maintain operational service even in
the presence of faults

m An example of fault tolerance in the case of a temperature

monitor system is to maintain its operational service when
the controller fails
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Fault tolerance

Expressing fault tolerance using software
architecture concepts

m Fault tolerance as an architectural quality refers to the
degree to which an architecture can maintain its operation
even if components fails
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Fault Tolerance

Causes and
Effects
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Fault Tolerance Causes and Effects

Expressing fault tolerance causes and effects

m We need to express the causes and the effects
m Causes refer to identify the components that can fail

m Effects refer to impact in the system implied by its architecture
when one or more components fail
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Fault causes

Concepts

m Components can fail due to several causes:
m stop the operation (loss of service)
m hardware crash or stop
m sofware fail
m Incorrect operation

m hardware or software fail

m In the RTC system, we can identify components that can fail
m a temperature sensor component
B a3 presence sensor component

m a room temperature controller component
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Fault effects
Concepts — 1/2

m Effects are the consequences of the causes in the
architecture

m the impact on system operation

m We need to analyze fault at both component-level and
architecture-level

m at the component-level an internal fail can cause an error
m If the error is recovered there is no failure

m If it is not recovered and it is propagated out of the component
causing a behavior that is not in conformance to the
specification, it is a failure

m Out of component means that a component stops to operate
or it continues to operate but incorrectly
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Fault effects
Concepts — 2/2

m Continued...

m at the architecture-level a component failure can cause an error

m If the error is recovered there is no failure

m If it is not recovered and it is propagated out of the system
causing a behavior that is not in conformance to the
specification, it is a failure

m Out of system means that a it stops to operate or it continues
to operate but incorrectly
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Fault effects
Example — 1/2

m In the RTC System ARCHBS, the causes are

m a temperature sensor fails
m a presence sensor fails

m the controller fails

m The effects in RTC System ARCHS for those causes are
m a temperature sensor fails
m the system continues to operate but incorrectly
m the monitor blocks waiting for data from the failed sensor

m the controller does not change the room temperature
anymore
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Fault effects
Example — 2/2

m Continued...
m a presence sensor fails
m the system continues to operate but incorrectly

m the system maintain the room temperature in 22 C even in the
presence of a user

m the controller fails

m the system stops to operate
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Fault tolerance

quality
attributes
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Fault tolerance quality attributes
Concept

m Fault tolerance quality attribute refers to a quality used to
quantify how much the system tolerates fails

m The ripple effect in system operation
®m no impact in system services
m the services continue to be provided in nominal mode
m some impact in system services
m the services continue to be provided but in a degraded mode
m total impact in system services

m the services stop to be provided
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Fault tolerance quality attributes

Example

m As an example, in RTC System ARCHS3 (see next slide)
m if a temperature sensor fails
m there is a total impact

m the system continues to operate but it is blocked and the
services are not provided anymore

m if a presence sensor fails
m there is total impact

m the system continues to operate but it is blocked and the
services are not provided anymore

m if the controller fails
m there is a total impact

m the system stops to operate
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==
RTC System — ARCHS3

bdd [Components] RTCSystemCPD [ARCH3]

/

:CTemperaturelPT[1..*]

current: FTemperatureOPT

detected:PresenceOPT

{2}
detected:PresencelPT «components userTemp:CTemperaturelPT
RoomTemperatureControllerCP S|
9 i ——cm
pc
{3} {1}
heating:CommandOPT cooling:CommandOPT
sm
detected: userTemp target: average
PresencelPT | :CTemperaturelPT CTemperaturelPT :CTemperaturelPT
«compenents «components «components
PresenceCheckerCP eensors: ~ompositeMonitorCP CommanderCP
CTemperaturelPT[1..*] 3t 3t 3t
target: average: heating: cooling:
CTemperatureOPT CTemperatureOPT CommandOPT CommandOPT
temp:
CTemperatureOPT
«components «component» average:
SensorReaderCP AverageCalculatorCP i
sensor:CTemperaturelPT allTemp: 9 CTemperatureOPT
CTemperatureDTIPT
gcomponents
«component» TemperatureAggrega «components
UserinterfaceCP TemperaturelPT(1.%] torCP ‘TemperatureOPT CoolerCP
{1} T
desired:FTemperatureOPT controller-CommandIPT
«components «components «components
Temperature SensorCP PresenceSensorCP HeaterCP
o L m

controller:CommandIPT

Software Architecture in Action — Part I -Chapter 11. Designing Fault Tolerance in Software Architectures




Fault Tolerance

Tactics
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Fault Tolerance Tactics
Heartbeat

m heartbeat
m a component emits a message periodically to notify it is
operating

m as an example, in the RTC System the controller
periodically sends a status to the connector informing
that its status is up
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Fault Tolerance Tactics

Introduce Redundancy

m introduce redundancy

m to improve fault tolerance we can introduce component
redundancy in order to keep system services

m in the RTC System, we can introduce redundancy in the
room temperature controller component to keep the
system services in operation
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Applying Fault

Tolerance
Tactics
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Applying Fault Tolerance Tactics

Designing a new architecture — ARCH4

m To detect and recover a controller fail we design a new
architecture of the RTC System

m In the new architecture ARCH4, we apply the heartbeat and the
introduce redundancy tactics

m there are two instances of the RoomTemperatureController, one is
consider primary and the other is the secondary

m a composite connector receives the controllers status and use that
information to decide to which one it sends the temperature values

m the RoomTemperatureControler has a composite port to send a
message to the connectors and to receive the temperature value

m In the next slides we present the differences between the two
architectures
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Applying the Fault Tolerance Tactic
The Component BDDs of ARCH3 and ARCH4

ARCH3

bdd [Components] RTCSystemCPD [ARCH3] )
:CTemperaturelPT[1..*]
i,
oy
detected:PresencelPT «components

RoomTemperatureControllerCP

userTemp:CTemperaturelPT

EEE—— [@——m
pc
heating:CommandOPT i cooling:CommandOPT
sm
detected: userTemp target:
PresencelPT | :CTemperaturelPT CTemperaturelPT

«components

«components
PresenceCheckerCP sensors:

TemperaturelPT[1..*]

~ompositeMonitorCP

«components

CommanderCP

average

:CTemperaturelPT

target: average: heating: cooling:
CTemperatureOPT CTemperatureOPT CommandOPT CommandOPT
temp:
CTemperatureOPT
«components «component» average:
sensorCTemperaturelPT SensorReaderCP allTemp: AverageCalculatorCP CTemperatureOPT
CTemperatureDTIPT-
«components
«component» TemperatureAggrega «components
= ‘TemperaturelPT[1..%] torCP ‘TemperatureOPT Cooleath
{1} T
desired:FTemperatureOPT controller-CommandIPT
«component» «components FTTITTIIG
Temperature SensorCP PresenceSensorCP ¢ Heapt::‘cp
o o i}

current:FTemperatureOPT detected:PresenceOPT

controller:CommandIPT

m ARCH4 introduces a

composite port StatusTempCP
and a HeartbeaterCP

m (complete in next slide)

bdd [Components] RTCSystemCPD [All Components] )

«component»

‘StatusTempCPT[1..%] Heartbeater

ol

- ]
——b
userTemp:CTemperatureIPT

* —m

detected:Presencel PT[—)] ponent»

RoomTempera ollerCP

cooling:CommandOPDPT
IT\ 1

11 ’ 117
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System — ARCH4 BDD

bdd [Components] RTCSystemCPD [ARCH4]
- * «component»
‘StatusTempCPT[1..%] HeartbeaterCP
—{}
status:StatugOPT
detected:PresencelPT | «component» userTemp:
£l RoomTemperatureControllerCP-4 =
pc————@ @———cm
cooling:CommandOPTDPT
{7l {7l
sm
detected: userTemp target: average
PresencelPT | :CTemperaturelPT CTemperaturelPT :CTemperaturelPT
{ul {u} {I} {ul
«component» «component» «component»
PresenceCheckerCP CompositeMonitorCP CommanderCP
o Sensors: ! o
target: CTemperaturelPT[1..7] average: heating: cooling:
CTemperatureOPT CTemperatureOPT CommandOPT CommandOPT
temp: allTemp:
«component» CTemperatureOPT «component» CTempg:/aetI}JargngPT
SensorReaderCP AverageCalculatorCP )
sensor:CTemperaturelPT 9 ? CTemperatureOPT
«component»
«component» TemperatureAggrega «component»
UserinterfaceCP E
TemperaturelPT[1..%] torCP -TemperatureOPT CoolerCP
{1} {1}
desired:FTemperatureOPT controller:CommandIPT
«component» «component» «component»
Temperature SensorCP PresenceSensorCP HeaterCP
5 o m
current:FTemperatureOPT detected:PresenceOPT controller:CommandIPT
sensor.CTemperaturelPT . .
«component» primCtr:~Status{empCPT
T FaultTolerantCP
secTemp.=StatusTempCPT
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Applying the Fault Tolerance Tactic

The configuration of RoomTemperatureController

ARCH3

m ARCHS3 has no

component to

inform the system status

m In ARCH4 we introduce a
HeartbeaterCP component and the
StatusTempCPT composite port

ibd [Configuration] RoomTemperatureControllerCFD [RoomTemperatureControIIerCP-3])

«proxy»
detected:PresencelPT
=

detected:PregencelPT

!
153y

«component»
:PresenceCheckerCP

R

target:

=

desiredTemp
:CTemperaturelPT

&

«proxy»
JesiredTemp:CTemperaturelPT

target TemperatureCN

target:

:RoomTemperatureControllerCP-3

CTemperatureOPT

CTemperaturelPT average
-.CTemperaturelPT
«component»
:CommanderCP

«component»

average:
CTemperatureOPT «components

:CompositeMonitorCP

average: TemperatureCN

[Pl

L
4

«proxy»
heating:CommandOPT

«proxy»
cooling:CommandOPT

* “Configuration] RoomTemperatureControllerCFD [RoomTemperatureControIIerCPy

temp:CTemperaturelPT[1..*]

«proxy»

temp:CTemperaturelPT[1..*]

«proxy»

tected:PresencelPT

detected:PregencelPT

T
183,

«component»
:PresenceCheckerCP

T

target:

desiredTemp

:CTemperaturelPT
«proxy»

iredTemp:CTemperaturelPT

target TemperatureCN

target:
CTemperaturelPT

CTemperatureOPT

«component»
:RoomTemperatureControllerCP-4

«component»
hb:HeartbeaterCP

average:
CTemperatureOPT

e ©

= «component»
:CompositeMonitorCl

average: TemperatureCN

average
-CTemperaturelPT

«component»

:CommanderCP

«proxy»

heating:CommandOPT

«proxy»
cooling:CommandOPT

«proxy»

temp:CTemperatureOPT[1..%]
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RTC System — ARCH 4

Heartbeater and StatusTempCPT

ibd [Configuration] RoomTemperatureControllerCFD [RoomTemperatureControllerCP)
[ | e

RoomTemperatureContro p—

:RoomTemperatureControllerCP-4
llerCP has a
HeartbeaterCP - j«m ] Sssawsoy
detected:PresencelPT hb:HealggeaterCP
component that sends a
. . detected:PregencelPT «proxy»Status:StatusOPT
status message informing T
«component» CTemperatureOPT | StatusTempCPT[1.*]
j.t i S up or d. own :Presence:heckerCP %7
:"Iggsn'liirg;tilgl)PT CTemaF;l;;?‘féOPT «component» _;jnpi emperature0PT!1.1
B + :CompositeMonitorCP

[ | The StatuSTempCPT desiredTem;%?l’)gn):peraturelPT N

C Omp OSit e p Ol’t has an target TemperatureCN average TemperatureCN temp:CTen(l‘pp(recr)gl;eOPTIL‘]

out port to send the comsrerr || e

status and an in port to Egm;?::,‘gp

receive the temperature

ﬁ
«proxy» «proxy»
heating:CommandOPT cooling:CommandOPT
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Applying the Fault Tolerance Tactic

The HeartbeaterCP component

The HeartbeaterCP component

m The HeartbeaterCP component emits a message periodically to

notify it is operating

m it periodically sends a status message to inform that it is up

«component»
Heartbeater

=

status:StatusOPT
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Applying the Fault Tolerance Tactic

The HeartbeaterCP component behavior

m The HeartbeaterAC activity has an action to sends a status message
through its port

act [Behavior] HeartbeaterAC [HeartbeaterCP] )

[ setStatus:HeartbeaterAN EJH status:Status
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Applying the Fault Tolerance Tactic
The StatusTempCPT port in ARCH4

ARCH3

m The StatusTempCPT port is composed of two ports

m CTemperatureOPT is an input port to receive the temperature
from the sensors

m StatusOPT is an output port to send the status to the external

connection
«port»
® StatusTempCPT ®
«port» «port»
StatusOPT CTemperatureOPT
flow properties flow properties
out value:Status in temp:Celsius Temperature

Software Architecture in Action — Part I -Chapter 11. Designing Fault Tolerance in Software Architectures



Applying the Fault Tolerance Tactic
Two different configurations of ARCH3 and ARCH4

ARCH3

m In ARCHS, each sensor connects to
the
RoomTemperatureControllerCP
using the a simple connector that
convert a temperature from
Fahrenheit to Celsius

m In ARCH4, we can have up to two
instances of the
RoomTemperatureControllerCP

m Each sensor is connected using
a composite connector —
StatusTempCCN - to
additionally allow the sensor to
receive the status of the

current FTemperatureOPT

c1:FahrenheitToCelsiusCN

temp CTemperaturelPT[1.*]

P P
«components detected PresenceOPT
33:PresenceSensorCP

«components
:RoomTemp
T ontrollerCP

DetectPresenceCN target CTemperaturelPT

detected PresencelPT

Tamnarebear bl

HAaavrthhaata+M'D
ibd [Configuration] RTCSystemCFD [ARCH3] ) ibd [Configuration] RTCSystemCFD [ARCH4] )
- «components «component» «component»
G s1:Temperature SensorCP /\{emperamre&nsoﬂw

1

current:FTemperatureOPT

current:FTe emperaturebq ?

‘StatusTenfpCCN[1..2] ‘StatusTempCOCN[1..2]

‘Status \empCPT

«component» detected:PresenceOPT
s3:PresenceSensorCP

pc:DetectPresenceC

.
1T

«component» userTemp:CTemperaturelPT

S]:RoomTemperatureC
ontrollerCP

detected:PresencelPT
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Applying the Fault Tolerance Tactic
Two different configurations of ARCH3 and ARCH4

ARCH3

m In ARCHS3, each sensor m In ARCH4, we can have up to
connects to the two instances of the
RoomTemperatureControllerC RoomTemperatureControllerC
P using the a simple connector P
that convert a temperature s Fach sensor is connected

from Fahrenheit to Celsius using a composite

connector — StatusTempCCN

ibd [Configuration] RTCSystemCFD [ARCH3] ) —to addltlona]_ly allow the
L sensor to receive the status
s2:TemperatureSensorCP
| o of the HeartbeaterCP
current:FTemperatureOPT
c2:FahrenheitToCelsiusCN .
S1!Te'::gf':€:l"‘:sn:\5°fcp cn:FahrenheitToCelsiu - (See next Sllde)

urrent:FTemperatureOPT $

c1:FahrenheitToCelsiusCN

detected:PresenceOPT
«component»
s3:PresenceSensorCP

:DetectPresenceCN «component» target:CTer
L :RoomTemperatureC
,.,.‘T' ontrollerCP

témp:CTemperaturelPTH .
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RTC System — ARCH4

Two instances of the RoomTemperatureControllerCP

ibd [Configuration] RTCSystemCFD [ARCH4] /
«component» «component»
s1:Temperature SensorCP s2:Temperature SensorCP
T1
current:FTemperatureOPT current:FTemperatureOPT
-StatusTempCCN[1..2]

-StatusTempCCN[1..2] ‘StatusTempCCN[1..2]
M- StatusTempCCN[1..2]
pc:DetectPresenceCN
‘StatusTempCPT ‘StafusTempCPT
[ [
detected:PresenceOPT
«component»
s3:PresenceSensorCP userTemp:CTemperaturelPT
pcDetectPresenceCN_ «component»  userTemp:CTempergture] ~ «component» TR
———Hjrtc1:RoomTemperatu[< Hirtc2:Room Temperatu [-uc:.CTemperatures . po
reControllerCP-4 reControllerCP-4  [ogireq CT. iheonT ui:UserinterfaceCP
detected:PresencelPT detected:PfesencelPT €sired:C Temperature
]_
heating:CommandOPT cooling:heating:GommandOPT cooling:CommandOPT

L uc:CTemperatureCN

cc1:ControlCommandCN  cc2:ControlCommandCN
|

c2:ControlCommandCN

cct:ControlCommandCN controller:CommandIPT
1Lf

controller.CommandIPT
1

«component» «component»
a1:HeaterCP a2:CoolerCP
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Applying the Fault Tolerance Tactic
The StatusTempCCN connector definition in ARCH4

ARCH3

m ARCHS3 has a FahrenheitToCelsiusCN connector between a
TemperatureSensorCP and the RoomTemperatureControllerCP
component

m ARCH4 has a more complex connector that includes a
FaultTolerantCP component

m it receives a signal from the RoomTemperatureController
component that informs its status (up or down)

«connector»
StatusTempCCN
et e T
«port» ! ! «port» P «port» 2 !
source: ! | source: i ! source: !
~FTemperatureOPT | | ~StatusOPT | | ~CTemperaturelPT |
________________________________ !
Status
Temperature
Temperature «component» >
FaultTolerantCP | =
sensor:CTemperaturelPT st:~StatusTempCPT[2]
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Applying the Fault Tolerance Tactic
The FaultTolerantAC behavior in ARCH4

act [Behavior] FaultTolerantAC [FaultTolerantCP] )

«buffer» — primStatus:Status
f:FahrenheitTemperature status:Status

[primStatus=Status::down]

LJ
[ ftc:FahrenheitToCelsiusAN j

M
L

. ~———= primTemp:CelsiusTemperature
[primStatus=Status::up]

c:CelsiusTemperature

|-

prim:sendTempAN

S f/
/[g sec:sendTempAN j
i

secStatus:Status

secTemp:CelsiusTemperature
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Fault tolerance

Analysis
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Fault tolerance example

RTC System — Fault tolerance requirements

m We use an AND/OR tree to depict the requirements (R),
causes (C) and effects (E)

m RTC Fault tolerance requirements

m R]1 —The system must tolerate the failure of the controller

Software Architecture in Action — Part I -Chapter 11. Designing Fault Tolerance in Software Architectures



Fault tolerance example

RTC System — causes

m RTC Fault tolerance requirements
m R]l —The system must tolerate the failure of the controller

m Cl —The controller failure
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Fault tolerance example
Analysing the ripple effect — 1/2

m We analyse the fault tolerance on two different
architectures of the RTC system considering the
same cause

m the tolerance to controller failure (Requirement R1)
studying the ripple effect of this failure (Cause C1)

m first, we analyse the ARCHS3 architecture

m in this architecture the failure of the controller causes the
failure of the whole system
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Fault tolerance example
Analysing the ripple effect — 2/2

m then, we analyse the ARCH4 architecture

m in this architecture the failure of the controller does not
cause the failure of the whole system

m the architecture has two instances of a controller. When
the first fail, the system continues to operate using the
second instance

m According to the aforementioned analysis, considering the

failure, we can conclude that ARCHS3 is not fault tolerant
and ARCH/4 is fault tolerant
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Summary

m In this chapter you learnt
m the fault tolerance concept
m the architectural causes and effects of fault tolerance
m tactics to improve fault tolerance

m a comparison technique to evaluate the fault tolerance in
alternative architectures

m You learnt how to

m express fault tolerance in software architecture using a cause-
effect relationship

m compare two alternative architectures to evaluate their fault
tolerance by analysing the ripple effect (impact) in system
operation
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